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Foreword

We are delighted you are joining us to become better equipped for system design inter-
views. System design interviews are the most difficult to tackle of all technical interview
questions. The questions test the interviewees’ ability to design a scalable software sys-
tem. This could be a news feed, Google search, chat application, or any other system.
These questions are intimidating and there is no fixed pattern to follow when tackling
them. The questions are usually very broad and vague. They are open-ended, with sev-
eral plausible angles of attack, and often no perfect answer.

Many companies ask system design interview questions because the communication and
problem-solving skills they test for are similar to the skills that software engineers use
in their daily work. A candidate is evaluated on how they analyze a vague problem and
how they solve it, step by step.

System design questions are open-ended. As in the real world, a design can have numer-
ous variations. The desired outcome is an architecture that satisfies the agreed design
goals. The discussions may go in different directions. Some interviewers may choose
high-level architecture to cover all aspects of the challenge, whereas others might focus
on one or more specific areas. Typically, system requirements, constraints, and bottle-
necks should be well understood by the candidate, to shape the direction of the inter-
view.

The objective of this book is to provide a reliable strategy and knowledge base for ap-

proaching a broad range of system design questions. The right strategy and knowledge
are vital for the success of an interview.

This book also provides a step-by-step framework for how to tackle a system design
question. It provides many examples to illustrate the systematic approach, with detailed
steps that you can follow. With regular practice, you will be well-equipped to tackle
system design interview questions.

This book can be seen as a sequel to the book: System Design Interview - An Insider’s
Guide (Volume 1: https://bit.ly/systemdesigning). Although reading Volume 1 is helpful,
it is not a necessity to do so before you read this. This book should be accessible to readers
who have a basic understanding of distributed systems. Let’s get started!



Additional Resources

This book contains references at the end of each « hapter. The following Github repositaor,
contains all the clickable links,

hitps://bit.ly/systemDesignlLinks

r = = . . . i
You can connect with Alex on social media, where he shares system design interviey,
tips every week.

» twitter.com/alexxubyte

in) bit.ly/linkedinaxu
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1 Proximity Service

In this chapter, we design a proximity service. A proximity service is used to discover
nearby places such as restaurants, hotels, theaters, museums, etc., and is a core com-
ponent that powers features like finding the best restaurants nearby on Yelp or finding
k-nearest gas stations on Google Maps. Figure 1.1 shows the user interface via which
you can search for nearby restaurants on Yelp [1]. Note the map tiles used in this book
are from Stamen Design [2] and data are from OpenStreetMap [3].
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Figure 1.1: Nearby search on Yelp

Step 1 - Understand the Problem and Establish Design Scope

Yelp supports many features and it is not feasible to design all of them in an interview
session, so it’s important to narrow down the scope by asking questions. The interactions
between the interviewer and the candidate could look like this:

Candidate: Can a user specify the search radius? If there are not enough businesses
within the search radius, does the system expand the search?



Interviewer: That's a great question. Let's assume we only care ahout businesars wih,,
a S]‘f‘(‘iﬁl‘l" radius. If time allows, we can then discuss how to expa nd the search if they,
are not enough businesses within the radius.

Candidate: What's the maximal radius allowed? Can I assume it’s 200km (1 2.5 miles,
Interviewer: That's a reasonable assumption.

Candidate: Can a user change the search radius on the UI?
Interviewer: Yes, we have the following options: ().5km (0.31 mile). lkm (0) 62 mile,
2km (1.24 mile), 5km (3.1 mile), and 20km (12.42 mile).

Candidate: How does business information get added, deleted, or updated? Do we neeq
to reflect these operations in real-time?

Interviewer: Business owners can add, delete or update a business. Assume we have
a business agreement upfront that newly added/updated businesses will be effective the
next day.

Candidate: A user might be moving while using the app/website, so the search results
could be slightly different after a while. Do we need to refresh the page to keep the results

up to date?
Interviewer: Let’s assume a user’s moving speed is slow and we don’t need to constantly

refresh the page.

Functional requirements
Based on this conversation, we focus on 3 key features:

« Return all businesses based on a user’s location (latitude and longitude pair) and
radius.

. Business owners can add, delete or update a business, but this information doesn't
need to be reflected in real-time.

« Customers can view detailed information about a business.

Non-functional requirements
From the business requirements, we can infer a list of non-functional requirements. You
should also check these with the interviewer.

« Low latency. Users should be able to see nearby businesses quickly.

« Data privacy. Location info is sensitive data. When we design a location-based ser-
vice (LBS), we should always take user privacy into consideration. We need to com-
ply with data privacy laws like General Data Protection Regulation (GDPR) [4] and
California Consumer Privacy Act (CCPA) [5], etc.

« High availability and scalability requirements. We should ensure our system can
handle the spike in traffic during peak hours in densely populated areas.

2 | Chapter 1. Proximity Service



Back-of-the-envelope estimation

Let's take a look at some back-of-the-envelope calculations to determine the potential
scale and challenges our solution will need to address. Assume we have 100 million daily
active users and 200 million businesses.

Calculate QPS

. Seconds in a day = 24 x 60 x 60 = 86,400. We can round it up to 10° for easier
calculation. 10° is used throughout this book to represent seconds in a day.
+ Assume a user makes 5 search queries per day.

100 million x 5

« S °h =
earch QPS 105

= 5,000

Step 2 - Propose High-level Design and Get Buy-in

In this section, we discuss the following;

+ API design
+ High-level design
» Algorithms to find nearby businesses

« Data model

API design
We use the RESTful API convention to design a simplified version of the APIs.
GET /v1/search/nearby

This endpoint returns businesses based on certain search criteria. In real-life applications,
search results are usually paginated. Pagination [6] is not the focus of this chapter, but
is worth mentioning during an interview.

Request Parameters:

Field Description Type
latitude | Latitude of a given location decimal
longitude | Longitude of a given location decimal
radius Optional. Default is 5000 meters (about 3 miles) | int

Table 1.1: Request parameters

"total": 18,
"businesses":[{business object}]

"
i

The business object contains everything needed to render the search result page, but we
may still need additional attributes such as pictures, reviews, star rating, etc., to render
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the business delail page. Therefore, when a user clicks on the business detail page 4 .
endpoint call to fetch the detailed information of a business is usually required

APIs for a business

The APIs related to a business object are shown in the table below.

A:ITI___ _ | Detail o |
| GET /v1/businesses/:id Return detailed information about a business |
|‘ POST /v1/businesses Add a business - e L |

FUT /v1/businesses/:id Update details of a business
DELETE /v1/businesses/:id | Delete a business

Table 1.2: APIs for a business

If you are interested in real-world APIs for place/business search, two examples are
Google Places API [7] and Yelp business endpoints [8).

Data model

In this section, we discuss the read/write ratio and the schema design. The scalability of
the database is covered in deep dive.

Read/write ratio
Read volume is high because the following two features are very commonly used:

« Search for nearby businesses.

« View the detailed information of a business.

On the other hand, the write volume is low because adding, removing, and editing busi-
ness info are infrequent operations.

For a read-heavy system, a relational database such as MySQL can be a good fit. Let’s
take a closer look at the schema design.

Data schema
The key database tables are the business table and the geospatial (geo) index table.

Business table

The business table contains detailed information about a business. It is shown in Table
1.3 and the primary key is business_id.
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business

business_id PK
address

city

state

country

latitude

longtitude

Table 1.3: Business table

Geo index table

A geo index table is used for the efficient processing of spatial operations. Since this table
requires some knowledge about geohash, we will discuss it in the “Scale the database”
section on page 24.

High-level design

The high-level design diagram is shown in Figure 1.2. The system comprises two parts:
location-based service (LBS) and business-related service. Let’s take a look at each com-
ponent of the system.
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Figure 1.2: High-level design

Load balancer
The load balancer automatically distributes incoming traffic across multiple services,
Normally, a company provides a single DNS entry point and internally routes the API

calls to the appropriate services based on the URL path:s.

Location-based service (LBS)
The LBS service is the core part of the system which finds nearby businesses for a given
radius and location. The LBS has the following characteristics:

« It is a read-heavy service with no write requests.
« QPS is high, especially during peak hours in dense areas.

- This service is stateless so it’s easy to scale horizontally.
Business service
Business service mainly deals with two types of requests:

- Business owners create, update, or delete businesses. Those requests are mainly write

operations, and the QPS is not high.
- Customers view detailed information about a business. QPS is high during peak

hours.
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Database cluster

The database cluster can use the primnry—smtundary setup. In this setup, the primary
database handles all the wrile operations, and multiple replicas are used for read oper-
ations. Data is saved to the primary database first and then replicated to replicas. Due
to the replication delay, there might be some discrepancy between data read by the LBS
and the data written to the primary database. This inconsistency is usually not an issue
because business information doesn't need to be updated in real-time.

Scalability of business service and LBS

Both the business service and LBS are stateless services, so it’s easy to automatically add
more servers to accommodate peak traffic (e.g. mealtime) and remove servers during off-
peak hours (e.g. sleep time). If the system operates on the cloud, we can set up different
regions and availability zones to further improve availability [9]. We discuss this more
in the deep dive.

Algorithms to fetch nearby businesses

In real life, companies might use existing geospatial databases such as Geohash in Redis
[10] or Postgres with PostGIS extension [11]. You are not expected to know the inter-
nals of those geospatial databases during an interview. It’s better to demonstrate your
problem-solving skills and technical knowledge by explaining how the geospatial index
works, rather than to simply throw out database names.

The next step is to explore different options for fetching nearby businesses. We will list
a few options, go over the thought process, and discuss trade-offs.
Option 1: Two-dimensional search

The most intuitive but naive way to get nearby businesses is to draw a circle with the pre-
defined radius and find all the businesses within the circle as shown in Figure 1.3.

Figure 1.3: Two dimensional search
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This process can be translated into the following pseudo SQI. query:

SELECT business_id, latitude, longitude,

[ROM business
WHERE (latitude BETWEEN {:my_lat} - radius AND {:my_lat} + radiy,

AND
(longitude BETWEEN {:my_long} - radius AND {:my_longl} * radius)

This query is not efficient because we need to scan the whole table. What.il:' we by,
indexes on longitude and latitude columns? Would this improve the efTiciency? |
answer is not by much. The problem is that we have two-dimensional data and the day,,
returned from each dimension could still be huge. For example, as shDWfl inFigure 1.4 ,,
can quickly retrieve dataset 1 and dataset 2, thanks to indexes on longitude and+ latityg,
columns. But to fetch businesses within the radius, we need to perform an m.terscq
operation on those two datasets. This is not efficient because each dataset containg |,

of data.

Latitude (degrees)
=]

Longitude (degrees)

Figure 1.4: Intersect two datasets

The problem with the previous approach is that the database index can only improv
search speed in one dimension. So naturally, the follow-up question is, can we map two-
dimensional data to one dimension? The answer is yes.

Before we dive into the answers, let’s take a look at different types of indexing methods
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In a broad sense, there are two types of geospatial indexing approaches, as shown in
Figure 1.5. The highlighted ones are the algorithms we discuss in detail because they are
commonly used in the industry.

+ Hash: even grid, geohash, cartesian tiers [12], etc.

« Tree: quadtree, Google S2, RTree [13], etc.

Index
Hash Tree
Even Grid Geohash I Ca%:rs;an Quaditree Google §2 Riree *

Figure 1.5: Different types of geospatial indexes

Even though the underlying implementations of those approaches are different, the high-
level idea is the same, that is, to divide the map into smaller areas and build indexes
for fast search. Among those, geohash, quadtree, and Google S2 are most widely used
in real-world applications. Let’s take a look at them one by one.

Reminder

In a real interview, you usually don’t need to explain the implementation details of
indexing options. However, it is important to have some basic understanding of the
need for geospatial indexing, how it works at a high level, and also its limitations.

Option 2: Evenly divided grid

One simple approach is to evenly divide the world into small grids (Figure 1.6). This way,
one grid could have multiple businesses, and each business on the map belongs to one
grid.

Step 2 - Propose High-level Design and Get Buy-in | 9
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Figure 1.6: Global map (source: [14])

This approach works to some extent, but it has one major issue: the distribution of busi-
nesses is not even. There could be lots of businesses in downtown New York, while other
grids in deserts or oceans have no business at all. By dividing the world into even grids,
we produce a very uneven data distribution. Ideally, we want to use more granular grids
for dense areas and large grids in sparse areas. Another potential challenge is to find

neighboring grids of a fixed grid.

Option 3: Geohash

Geohash is better than the evenly divided grid option. It works by reducing the two-
dimensional longitude and latitude data into a one-dimensional string of letters and dig-
its. Geohash algorithms work by recursively dividing the world into smaller and smaller
grids with each additional bit. Let’s go over how geohash works at a high level.

First, divide the planet into four quadrants along with the prime meridian and equa-
tor.
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(18000 (180,90)

(-180,-90) = T (180,-90)
Figure 1.7: Geohash
« Latitude range [—90, 0] is represented by 0
« Latitude range [0, 90] is represented by 1

« Longitude range [—180, 0] is represented by ()
« Longitude range [0, 180] is represented by 1

Second, divide each grid into four smaller grids. Each grid can be represented by alter-
nating between longitude bit and latitude bit.
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Figure 1.8: Divide grid

Repeat this subdivision until the grid size is within the precision desired. Geohash usually
uses base32 representation [15]. Let’s take a look at two examples.

- geohash of the Google headquarter (length = 6):
18081 10118 61681 18608 11811 11818 (base32 in binary) —

9q%hvu (base32)
- geohash of the Facebook headquarter (length = 6):
1881 18118 816081 10801 10088 18111 (base32 in binary) —

9q9jhr (base32)

Geohash has 12 precisions (also called levels) as shown in Table 1.4. The precision factor
determines the size of the grid. We are only interested in geohashes with lengths between
4 and 6. This is because when it’s longer than 6, the grid size is too small, while if it is

smaller than 4, the grid size is too large (see Table 1.4).
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geohash length | Grid width x height !
= =1 _ ) i ."1.(][1?_]g_l]f1_’t1><__4.‘i}l-!_l;.?.f'ik}n (the size of the pla'nfrli )
5 1,252.3km x 624.1km -
3 156.5km x 156km
4 39.1km x 19.5km
5 4.9km % 4.9km |
6 1.2km x 609.4m e
7 | 1529mx 152.4m
8 38.2m x 19m
9 4.8m x 4.8m
10 1.2m x 59.5em .
11 14.9cm x 14.9cm '
12 3.7cm % 1.9em

Table 1.4: Geohash length to grid size mapping (source: [16])

How do we choose the right precision? We want to find the minimal geohash length that
covers the whole circle drawn by the user-defined radius. The corresponding relationship

between the radius and the length of geohash is shown in the table below.

Radius (Kilometers) | Geohash length
0.5km (0.31 mile) 6

1km (0.62 mile) 5

2km (1.24 mile) 5

5km (3.1 mile) 4
20km (12.42 mile) 4

This approach works great most of the time, but there are some edge cases with how the

Table 1.5: Radius to geohash mapping

geohash boundary is handled that we should discuss with the interviewer.

Boundary issues

Geohashing guarantees that the longer a shared prefix is between two geohashes, the
closer they are. As shown in Figure 1.9, all the grids have a shared prefix: 9g8zn.
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Figure 1.9: Shared prefix

Boundary issue 1

However, the reverse is not true: two locations can be very close but have no shatred
prefix at all. This is because two close locations on either side of the equator or prime
meridian belong to different “halves” of the world. For example, in France, La Roche-
Chalais (geohash: u888) is just 30km from Pomerol (geohash: ezzz) but their geohashes
have no shared prefix at all [17].

“\hak Yl
i

La Roche-Chalais
geochash:u000

Only 30km away. E
t no shared prefix. S
H ; -

Pomerol : ;
| gechashiezzz SR

Fliwe -

Figure 1.10: No shared prefix

Because of this boundary issue, a simple prefix SQL query below would fail to fetch all
nearby businesses.

SELECT * FROM geohash_index WHERE geohash LIKE '9q8zn%'
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Boundary issue 2

Another boundary issue is that two positions can have a long shared prefix, but they
belong to different geohashes as shown in Figure 1.11.

u

[ # -

'1 | | |Gt A sobor. |

B R | g
i ] | i Y | |

_ﬂl_-. * e 1 1 AN i |

oale ol .

Figure 1.11: Boundary issue

A common solution is to fetch all businesses not only within the current grid but also
from its neighbors. The geohashes of neighbors can be calculated in constant time and
more details about this can be found here [17].

Not enough businesses

Now let’s tackle the bonus question. What should we do if there are not enough busi-
nesses returned from the current grid and all the neighbors combined?

Option 1: only return businesses within the radius. This option is easy to implement, but
the drawback is obvious. It doesn’t return enough results to satisfy a user’s needs.

Option 2: increase the search radius. We can remove the last digit of the geohash and
use the new geohash to fetch nearby businesses. If there are not enough businesses,
we continue to expand the scope by removing another digit. This way, the grid size is
gradually expanded until the result is greater than the desired number of results. Figure
1.12 shows the conceptual diagram of the expanding search process.

increage search nctrgage saarch
Area area
- S -
>

Figure 1.12: Expand the search process
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Option 4: Quadtree

Another popular solution is quadtree. A quadtree [18] is a data structure that is Com.
monly used to partition a two-dimensional space by recursively subdividing it into fq,,
quadrants (grids) until the contents of the grids meet certain criteria. For example, th,
criterion can be to keep subdividing until the number of businesses in the grid is not mey,
than 100. This number is arbitrary as the actual number can be determined by busineg,
needs. With a quadtree, we build an in-memory tree structure to answer queries. Note
that quadtree is an in-memory data structure and it is not a database solution. It runs g
each LBS server, and the data structure is built at server start-up time.

The following figure visualizes the conceptual process of subdividing the world into 4
quadtree. Let’s assume the world contains 200m (million) businesses.

10m m

MW (40m) NE (30m)

200m ::>

SW (T0m) SE (80m)

4m 5m

Figure 1.13: Quadtree
Figure 1.14 explains the quadtree building process in more detail. The root node repre-

sents the whole world map. The root node is recursively broken down into 4 quadrants
until no nodes are left with more than 100 businesses.
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Figure 1.14: Build quadtree

The pseudocode for building quadtree is shown below:

public void buildQuadtree(TreeNode node) {
if (countNumberOfBusinessesInCurrentGrid(node) > 188) {
node. subdivide();
for (TreeNode child : node.getChildren()) {
buildQuadtree(child);
}
}
}

How much memory does it need to store the whole quadtree?

To answer this question, we need to know what kind of data is stored.

Data on a leaf node

Name Size
Top left coordinates and bottom-right

byt 4
coordinates to identify the grid 32 bytes (8 bytes x4)

8 bytes per ID x 100 (maximal number
of businesses allowed in one grid)

Total 832 bytes
Table 1.6: Leaf node

List of business IDs in the grid

Data on internal node

étep 2 - Propose High-level Design and Get Buy-in | 17



Name - : Size

Top l?ft cc:-ordl:nates and bottom-right 32 bytes (8 bytes x4)
coordinates to identify the grid — ———
Pointers to 4 children |82 h}i‘f"?'_(g_hlte.f‘_’i{)._

Total G4 bytes

Table 1.7: Internal node

nds on the number of businesses within a

Even though the tree-building process depe +
node because it can be

grid, this number does not need to be stored in the quadtree
inferred from records in the database.

Now that we know the data structure for each node, let’s take a look at the memory
usage.

« Each grid can store a maximal of 100 businesses
200 million

+ Number of leaf nodes =~ — 2 million
1 i
. Number of internal nodes = 2 million x = =~ 0.67 million. If you do not know why
the number of internal nodes is one-third of the leaf nodes, please read the reference
material [19].

. Total memory requirement = 2 million x 832 bytes + 0.67 million x 64 bytes = ~
1.71GB. Even if we add some overhead to build the tree, the memory requirement to

build the tree is quite small.

In a real interview, we shouldn’t need such detailed calculations. The key takeaway here
is that the quadtree index doesn’t take too much memory and can easily fit in one server.
Does it mean we should use only one server to store the quadtree index? The answer is
no. Depending on the read volume, a single quadtree server might not have enough CPU
or network bandwidth to serve all read requests. If that is the case, it will be necessary

to spread the read load among multiple quadtree servers.

How long does it take to build the whole quadtree?

Each leaf node contains approximately 100 business IDs. The time complexity to build
the tree is 14 log 155, where n is the total number of businesses. It might take a few

minutes to build the whole quadtree with 200 million businesses.

How to get nearby businesses with quadtree?

1. Build the quadtree in memory.

2. After the quadtree is built, start searching from the root and traverse the tree, until
we find the leaf node where the search origin is. If that leaf node has 100 businesses,
return the node. Otherwise, add businesses from its neighbors until enough busi-
nesses are returned.
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Operational considerations for quadtree

As mentioned above, it may take a few minutes to build a quadtree with 200 million busi

nesses at the server start-up time. It is important to consider the operational implications
of such a long server start-up time. While the quadtree is being built, the server cannot
serve traffic. Therefore, we should roll out a new release of the server incrementally to
a small subset of servers al a time. This avoids taking a large swath of the server cluster
offline and causes service brownout. Blue/green deployment [20] can also be used, but
an entire cluster of new servers fetching 200 million businesses at the same time from
the database service can put a lot of strain on the system. This can be done, but it may
complicate the design and you should mention that in the interview.

Another operational consideration is how to update the quadtree as businesses are added
and removed over time. The easiest approach would be to incrementally rebuild the
quadtree, a small subset of servers at a time, across the entire cluster. But this would
mean some servers would return stale data for a short period of time. However, this
is generally an acceptable compromise based on the requirements. This can be further
mitigated by setting up a business agreement that newly added/updated businesses will
only be effective the next day. This means we can update the cache using a nightly job.
One potential problem with this approach is that tons of keys will be invalidated at the
same time, causing heavy load on cache servers.

It’s also possible to update the quadtree on the fly as businesses are added and removed.
This certainly complicates the design, especially if the quadiree data structure could be
accessed by multiple threads. This will require some locking mechanism which could

dramatically complicate the quadtree implementation.
Real-world quadtree example

Yext [21] provided an image (Figure 1.15) that shows a constructed quadtree near Denver
[21]. We want smaller, more granular grids for dense areas and larger grids for sparse

areas.
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Figure 1.15: Real-world example of a quadtree

Option 5: Google 52

Google S2 geometry library [22] is another big player in this field. Similar to Quadtree,
it is an in-memory solution. It maps a sphere to a 1D index based on the Hilbert curve
(a space-filling curve) [23]. The Hilbert curve has a very important property: two points
that are close to each other on the Hilbert curve are close in 1D space (Figure 1.16). Search

on 1D space is much more efficient than on 2D. Interested readers can play with an online
tool [24] for the Hilbert curve.
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Figure 1.16: Hilbert curve (source: [24])

S2 is a complicated library and you are not expected to explain its internals during an
interview. But because it's widely used in companies such as Google, Tinder, etc., we
will briefly cover its advantages.

« S2 is great for geofencing because it can cover arbitrary areas with varying levels
(Figure 1.17). According to Wikipedia, “A geofence is a virtual perimeter for a real-
world geographic area. A geo-fence could be dynamically generated—as in a radius
around a point location, or a geo-fence can be a predefined set of boundaries (such
as school zones or neighborhood boundaries)” [25].

Geofencing allows us to define perimeters that surround the areas of interest and to
send notifications to users who are out of the areas. This can provide richer func-
tionalities than just returning nearby businesses.
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Figure 1.17: Geofence

« Another advantage of $2 is its Region Cover algorithm [26]. Instead of having a fixed
level (precision) as in geohash, we can specify min level, max level, and max cells in
S2. The result returned by S2 is more granular because the cell sizes are flexible, If
you want to learn more, take a look at the S2 tool [26].

Recommendation

To find nearby businesses efficiently, we have discussed a few options: geohash, quadtree

and S2. As you can see from Table 1.8, different companies or technologies adopt different
options.

Geo Index Companies ]
geohash Bing map [27], Redis [10], MongoDB [28], Lyft [29]
quadtree Yext [21]

Both geohash and quadtree | Elasticsearch [30]

S2 Google Maps, Tinder [31]

Table 1.8: Different types of geo indexes
During an interview, we suggest choosing geohash or quadtree because S2 is more
complicated to explain clearly in an interview.

Geohash vs quadtree

Before we conclude this section, let’s do a quick comparison between geohash and
quadtree.

Geohash

Easy to use and implement. No need to build a tree.

L]

Supports returning businesses within a specified radius.

When the precision (level) of geohash is fixed, the size of the grid is fixed as well. It
cannot dynamically adjust the grid size, based on population density. More complex
logic is needed to support this.

Updating the index is easy. For example, to remove a business from the index,
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we just need to remove it from the corresponding row with the same geohash and
business_id. See Figure 1.18 for a concrete example.

geohash b_u-sh;ss_l_d_

9g8zn
8q8zn
9q8zn

A O w |
|

Figure 1.18: Remove a business

Quadtree

Slightly harder to implement because it needs to build the tree.

Supports fetching k-nearest businesses. Sometimes we just want to return k-nearest
businesses and don’t care if businesses are within a specified radius. For example,
when you are traveling and your car is low on gas, you just want to find the nearest
k gas stations. These gas stations may not be near you, but the app needs to return
the nearest k results. For this type of query, a quadtree is a good fit because its
subdividing process is based on the number k and it can automatically adjust the
query range until it returns k results.

It can dynamically adjust the grid size based on population density (see the Denver
example in Figure 1.15).

Updating the index is more complicated than geohash. A quadtree is a tree structure.
If a business is removed, we need to traverse from the root to the leaf node, to remove
the business. For example, if we want to remove the business with ID = 2, we
have to travel from the root all the way down to the leaf node, as shown in Figure
1.19. Updating the index takes O(log n), but the implementation is complicated if the
data structure is accessed by a multi-threaded program, as locking is required. Also,
rebalancing the tree can be complicated. Rebalancing is necessary if, for example,
a leaf node has no room for a new addition. A possible fix is to over-allocate the
ranges.
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Figure 1.19: Update quadtree

Step 3 - Design Deep Dive

By now you should have a good picture of what the overall system looks like. Now let’s
dive deeper into a few areas.

« Scale the database
« Caching

Region and availability zones

Filter results by time or business type

Final architecture diagram

Scale the database

We will discuss how to scale two of the most important tables: the business table and the
geospatial index table.

Business table

The data for the business table may not all fit in one server, so it is a good candidate
for sharding. The easiest approach is to shard everything by business ID. This sharding
scheme ensures that load is evenly distributed among all the shards, and operationally it

1s easy to maintain.
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Geospatial index table

Both geohash and quadtree are widely used. Due to geohash's simplicity, we use it as an
example. There are two ways to structure the table,

Option 1: For each geohash key, there is a JSON array of business IDs in a single row.
This means all business 1Ds within a geohash are stored in one row.

gnospatlal_lnde-;

geohash
list_of_business ids

Table 1.9: 1ist_of_business_ids is a JSON array

Option 2: If there are multiple businesses in the same geohash, there will be multiple
rows, one for each business. This means different business IDs within a geohash are
stored in different rows.

geospatial_index

geohash
business_id

Table 1.10: business_id is a single ID

Here are some sample rows for option 2.

geohash | business_id
32feac 343
32feac 347
f3lcad 112
f3lcad 113

Table 1.11: Sample rows of the geospatial index table

Recommendation: we recommend option 2 because of the following reasons:

For option 1, to update a business, we need to fetch the array of business_ids and scan
the whole array to find the business to update. When inserting a new business, we have
to scan the entire array to make sure there is no duplicate. We also need to lock the row
to prevent concurrent updates. There are a lot of edge cases to handle.

For option 2, if we have two columns with a compound key of (geohash, business_id),
the addition and removal of a business are very simple. There would be no need to lock
anything.

Scale the geospatial index

One common mistake about scaling the geospatial index is to quickly jump to a sharding
scheme without considering the actual data size of the table. In our case, the full dataset
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for the geospatial index table is not large (quadtree index only takes | 716G memory ang
storage requirement for geohash index is similar). The whole geospatial index can easily
fit in the working set of a modern database server. However, depending on the reaq
volume, a single database server might not have enough CPU or network bandwidth g,
handle all read requests. If that is the case, it is necessary to spread the read load among
multiple database servers.

There are two general approaches for spreading the load of a relational database server
We can add read replicas, or shard the database.

Many engineers like to talk about sharding during interviews. However, it might not he
a good fit for the geohash table as sharding is complicated. For instance, the sharding
logic has to be added to the application layer. Sometimes, sharding is the only option. [y
this case, though, everything can fit in the working set of a database server, so there is
no strong technical reason to shard the data among multiple servers.

A better approach, in this case, is to have a series of read replicas to help with the read
load. This method is much simpler to develop and maintain. For this reason, scaling the
geospatial index table through replicas is recommended.

Caching
Before introducing a cache layer we have to ask ourselves, do we really need a cache
layer?

It is not immediately obvious that caching is a solid win:

« The workload is read-heavy, and the dataset is relatively small. The data could fit in
the working set of any modern database server. Therefore, the queries are not I/0
bound and they should run almost as fast as an in-memory cache.

« Ifread performance is a bottleneck, we can add database read replicas to improve the
read throughput.

Be mindful when discussing caching with the interviewer, as it will require careful bench-
marking and cost analysis. If you find out that caching does fit the business requirements,
then you can proceed with discussions about caching strategy.

Cache key

The most straightforward cache key choice is the location coordinates (latitude and lon-
gitude) of the user. However, this choice has a few issues:

« Location coordinates returned from mobile phones are not accurate as they are just
the best estimation [32]. Even if you don’t move, the results might be slightly differ-
ent each time you fetch coordinates on your phone.

« A user can move from one location to another, causing location coordinates to change
slightly. For most applications, this change is not meaningful.

Therefore, location coordinates are not a good cache key. Ideally, small changes in loca-
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tion should still map to the same cache key. The geohash/quadtree solution mentioned
earlier handles this problem well because all businesses within a grid map to the same

geohash.

Types of data to cache

As shown in Table 1.12, there are two types of data that can be cached to improve the
overall performance of the system:

[__K_Ey Value ]
geohash List of business IDs in the grid
‘business_id | Business object |

Table 1.12: Key-value pairs in cache

List of business IDs in a grid

Since business data is relatively stable, we precompute the list of business IDs for a given
geohash and store it in a key-value store such as Redis. Let’s take a look at a concrete
example of getting nearby businesses with caching enabled.

1. Get the list of business IDs for a given geohash.

SELECT business_id FROM geohash_index WHERE geohash LIKE °f{:
geohash}%"

2. Store the result in the Redis cache if cache misses.

public List<String> getNearbyBusinessIds(String geohash) {
String cacheKey = hash(geohash);
List<string> listOfBusinessIds = Redis.get(cacheKey);
if (listO0fBusinessIDs == null) {
list0OfBusinessIds = Run the select SQL query above;
Cache.set(cacheKey, listOfBusinessIds, "1d");

}

return listOfBusinesslds;

When a new business is added, edited, or deleted, the database is updated and the cache
invalidated. Since the volume of those operations is relatively small and no locking mech-
anism is needed for the geohash approach, update operations are easy to deal with.

According to the requirements, a user can choose the following 4 radii on the client:
500m, 1km, 2km, and 5km. Those radii are mapped to geohash lengths of 4, 5, 5, and
6, respectively. To quickly fetch nearby businesses for different radii, we cache data in
Redis on all three precisions (geohash_4, geohash_5, and geohash_6).

As mentioned earlier, we have 200 million businesses and each business belongs to 1 grid
in a given precision. Therefore the total memory required is:

« Storage for Redis values: 8 bytes x 200 million x 3 precisions = ~ 5GB

« Storage for Redis keys: negligible
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« Total memory required: ~ HGR

We can get away with one modern Redis server from the memory usage perspective, by,
to ensure high availability and reduce cross continent latency, we deploy the Redis cluste,
across the globe. Given the estimated data size, we can have the same copy of cache dat,
deployed globally. We call this Redis cache “Geohash” in our final architecture diagrap,
(Figure 1.21).

Business data needed to render pages on the client

This type of data is quite straightforward to cache. The key is the business_id and the

value is the business object which contains the business name, address., image URLg,
ete. We call this Redis cache “Business info” in our final architecture diagram (Figure
1.21).

Region and availability zones

We deploy a location-based service to multiple regions and availability zones as shown
in Figure 1.20. This has a few advantages:

. Makes users physically “closer” to the system. Users from the US West are connected
to the data centers in that region, and users from Europe are connected with data
centers in Europe.

. Gives us the flexibility to spread the traffic evenly across the population. Some re-
gions such as Japan and Korea have high population densities. It might be wise
to put them in separate regions, or even deploy location-based services in multiple
availability zones to spread the load.

« Privacy laws. Some countries may require user data to be used and stored locally.
In this case, we could set up a region in that country and employ DNS routing to
restrict all requests from the country to only that region.
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Figure 1.20: Deploy LBS “closer” to the user

Follow-up question: filter results by time or business type
The interviewer might ask a follow-up question: how to return businesses that are open

now, or only return businesses that are restaurants?

Candidate: When the world is divided into small grids with geohash or quadtree, the
number of businesses returned from the search result is relatively small. Therefore, it is
acceptable to return business IDs first, hydrate business objects, and filter them based on
opening time or business type. This solution assumes opening time and business type
are stored in the business table.

Final design diagram
Putting everything together, we come up with the following design diagram.
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Figure 1.21: Design diagram
Get nearby businesses

1.

You try to find restaurants within 500 meters on Yelp. The client sends the user

location (latitude = 37.776720, longitude = —122.416730) and radius (500m) to the
load balancer.

The load balancer forwards the request to the LBS.

Based on the user location and radius info, the LBS finds the geohash length that
matches the search. By checking Table 1.5, 500m map to geohash length = 6.

LBS calculates neighboring geohashes and adds them to the list. The result looks
like this:

list_of_geohashes = [my_geohash, neighbor1_geohash, neighbor2_geohash,

..., neighbor8_geohash].

For each geohash in list_of_geohashes, LBS calls the “Geohash” Redis server to

fetch corresponding business IDs. Calls to fetch business IDs for each geohash can
be made in parallel to reduce latency.

Based on the list of business IDs returned, LBS fetches fully hydrated business in-
formation from the “Business info” Redis server, then calculates distances between
a user and businesses, ranks them, and returns the result to the client.

| Chapter 1. Proximity Service




View, update, add or delete a business

All business-related APls are separated from the LBS. To view the detailed information
aboul a business, the business service first checks if the data is stored in the "Business
info” Redis cache. If it is. cached data will be returned to the client. If not, data is fetched
from the database cluster and then stored in the Redis cache, allowing subsequent re
quests to get results from the cache directly.

Since we have an upfront business agreement that newly added/updated businesses will
be effective the next day, cached business data is updated by a nightly job.

Step 4 - Wrap Up

In this chapter, we have presented the design for proximity service. The system is a typi-
cal LBS that leverages geospatial indexing. We discussed several indexing options:

= Two-dimensional search

-

Evenly divided grid
Geohash

Quadtree

Google S2

Geohash, quadtree, and S2 are widely used by different tech companies. We choose geo-
hash as an example to show how a geospatial index works.

In the deep dive, we discussed why caching is effective in reducing the latency, what
should be cached and how to use cache to retrieve nearby businesses fast. We also dis-
cussed how to scale the database with replication and sharding.

We then looked at deploying LBS in different regions and availability zones to improve
availability, to make users physically closer to the servers, and to comply better with
local privacy laws.

Congratulations on getting this far! Now give yourself a pat on the back. Good job!

Step 4 - Wrap Up | 31



Chapter Summary
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2 Nearby Friends

In this chapter, we design a scalable backend system for a new mobile app feature called
“Nearby Friends”. For an opt-in user who grants permission to access their location, the
mobile client presents a list of friends who are geographically nearby. If you are looking
for a real-world example, please refer to this article [1] about a similar feature in the
Facebook app.

a2 o g .

Nearby Friends fo 3

NEAR SAN FRANCISCO, CA

Ml Smith

Figure 2.1: Facebook’s nearby friends

If you read Chapter 1 Proximity Service, you may wonder why we need a separate chapter
for designing “nearby friends” since it looks similar to proximity services. If you think
carefully though, you will find major differences. In proximity services, the addresses for
businesses are static as their locations do not change, while in “nearby friends”, data is
more dynamic because user locations change frequently.
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Step 1 - Understand the Problem and Establish Design Scope

Any backend system at the Facebook scale is complicated. Before starting with the (,
sign, we need to ask clarification questions to narrow down the scope.

Candidate: How geographically close is considered to be “nearby”™?
Interviewer: 5 miles. This number should be configurable.

Candidate: Can I assume the distance is calculated as the straight-line distance betweep,
two users? In real life, there could be, for example, a river in between the users, resulting
in a longer travel distance.

Interviewer: Yes, that's a reasonable assumption.

Candidate: How many users does the app have? Can I assume 1 billion users and 10,
of them use the nearby friends feature?
Interviewer: Yes, that’s a reasonable assumption.

Candidate: Do we need to store location history?
Interviewer: Yes, location history can be valuable for different purposes such as ma-

chine learning.
Candidate: Could we assume if a friend is inactive for more than 10 minutes, that friend

will disappear from the nearby friend list? Or should we display the last known location?
Interviewer: We can assume inactive friends will no longer be shown.

Candidate: Do we need to worry about privacy and data laws such as GDPR or CCPA?
Interviewer: Good question. For simplicity, don’t worry about it for now.

Functional requirements

. Users should be able to see nearby friends on their mobile apps. Each entry in the
nearby friend list has a distance and a timestamp indicating when the distance was

last updated.
« Nearby friend lists should be updated every few seconds.

Non-functional requirements
« Low latency. It’s important to receive location updates from friends without too
much delay.

« Reliability. The system needs to be reliable overall, but occasional data point loss is
acceptable.

- Eventual consistency. The location data store doesn’t need strong consistency. A
few seconds delay in receiving location data in different replicas is acceptable.

Back-of-the-envelope estimation

Let’s do a back-of-the-envelope estimation to determine the potential scale and chal-

lenges our solution will need to address. Some constraints and assumptions are listed
below:
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+ Nearby friends are defined as friends whose locations are within a 5-mile radius.

« The location refresh interval is 30 seconds. The reason for this is that human walking
speed is slow (average 3 ~ 4 miles per hour). The distance traveled in 30 seconds
does not make a significant difference on the “nearby friends” feature.

« On average, 100 million users use the “nearby friends” feature every day.

« Assume the number of concurrent users is 10% of DAU (Daily Active Users), so the
number of concurrent users is 10 million.

+ On average, a user has 400 friends. Assume all of them use the “nearby friends”
feature.

» The app displays 20 nearby friends per page and may load more nearby friends upon
request.

Calculate QPS

100 million DAU

Concurrent users: 10% x 100 million = 10 million

Users report their locations every 30 seconds.

Location update QPS = 10”;1—{;]’“ = ~334,000

i
|
1

Step 2 - Propose High-level Design and Get Buy-in

In this section, we will discuss the following:

« High-level design
« API design

+ Data model

In other chapters, we usually discuss API design and data model before the high-level de-
sign. However, for this problem, the communication protocol between client and server
might not be a straightforward HTTP protocol, as we need to push location data to all
friends. Without understanding the high-level design, it's difficult to know what the
APIs look like. Therefore, we discuss the high-level design first.

High-level design

At a high level, this problem calls for a design with efficient message passing. Concep-
tually, a user would like to receive location updates from every active friend nearby. It
could in theory be done purely peer-to-peer, that is, a user could maintain a persistent
connection to every other active friend in the vicinity (Figure 2.2).
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Figure 2.2: Peer-to-peer

This solution is not practical for a mobile device with sometimes flaky connections and
a tight power consumption budget, but the idea sheds some light on the general desigp
direction.

A more practical design would have a shared backend and look like this:

@ ». Backend %@ Friend B
User
Friend C

Figure 2.3: Shared backend

What are the responsibilities of the backend in Figure 2.3?

« Receive location updates from all active users.

« For each location update, find all the active friends who should receive it and forward
it to those users’ devices.

« If the distance between two users is over a certain threshold, do not forward it to the
recipient’s device.

This sounds pretty simple. What is the issue? Well, to do this at scale is not easy. We
have 10 million active users. With each user updating the location information every 30
seconds, there are 334K updates per second. If on average each user has 400 friends, and
we further assume that roughly 10% of those friends are online and nearby, every second
the backend forwards 334K x 400 x 10% = 14 million location updates per second. That
is a lot of updates to forward.
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Proposed design

We will first come up with a high-level design for the backend at a lower scale. Later in
the deep dive section, we will optimize the design for scale.

Figure 2.4 shows the basic design that should satisfy the functional requirements. Let’s
go over each component in the design.

Mobile Users
WebSocket
htt
ws) P

\ S

Load Balancer

ent
WebSocket | Bi-directional API LIS AT MANAQECINY

e Friendship management
Servers location info Servers Auth, etc

User profile,
Friendship

Redis Pub/Sub Location Location User
Cache History Database
Database

Figure 2.4: High-level design

Load balancer

The load balancer sits in front of the RESTful API servers and the stateful, bi-directional
WebSocket servers. It distributes traffic across those servers to spread out load
evenly.

RESTful API servers

This is a cluster of stateless HTTP servers that handles the typical request/response traf-
fic. The API request flow is highlighted in Figure 2.5. This API layer handles auxiliary

tasks like adding/removing friends, updating user profiles, etc. These are very common
and we will not go into more detail.
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Figure 2.5: RESTful API request flow

WebSocket servers

This is a cluster of stateful servers that handles the near real-time update of friends’
locations. Each client maintains one persistent WebSocket connection to one of these
servers. When there is a location update from a friend who is within the search radius,
the update is sent on this connection to the client.

Another major responsibility of the WebSocket servers is to handle client initialization
for the “nearby friends” feature. It seeds the mobile client with the locations of all nearby
online friends. We will discuss how this is done in more detail later.

Note “WebSocket connection” and “WebSocket connection handler” are interchangeable
in this chapter.

Redis location cache

Redis is used to store the most recent location data for each active user. There is a Time
to Live (TTL) set on each entry in the cache. When the TTL expires, the user is no longer
active and the location data is expunged from the cache. Every update refreshes the TTL.
Other KV stores that support TTL could also be used.
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User database

The user database stores user data and user friendship data. Either a relational database
or a NoSQL database can be used for this.

Location history database

This database stores users’ historical location data. It is not directly related to the “nearby
friends” feature.

Redis Pub/Sub server

Redis Pub/Sub [2] is a very lightweight message bus. Channels in Redis Pub/Sub are
very cheap to create. A modern Redis server with GBs of memory could hold millions of
channels (also called topics). Figure 2.6 shows how Redis Pub/Sub works.

Users publish location update Redis Pub/Sub Friends

i | Publisher 1 —E—v—(User 1's channel O—‘———‘ Subscriber 1
Subscriber 2
i FPublisher 2 % 2's channel (

Subscriber 3

Figure 2.6: Redis Pub/Sub

In this design, location updates received via the WebSocket server are published to the
user’s own channel in the Redis Pub/Sub server. A dedicated WebSocket connection han-
dler for each active friend subscribes to the channel. When there is a location update,
the WebSocket handler function gets invoked, and for each active friend, the function
recomputes the distance. If the new distance is within the search radius, the new loca-
tion and timestamp are sent via the WebSocket connection to the friend’s client. Other
message buses with lightweight channels could also be used.

Now that we understand what each component does, let’s examine what happens when
a user’s location changes from the system’s perspective.

Periodic location update

The mobile client sends periodic location updates over the persistent WebSocket connec-
tion. The flow is shown in Figure 2.7.
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Figure 2.7: Periodic location update

The mobile client sends a location update to the load balancer.

The load balancer forwards the location update to the persistent connection on the
WebSocket server for that client.

3. The WebSocket server saves the location data to the location history database.

42

The WebSocket server updates the new location in the location cache. The update
refreshes the TTL. The WebSocket server also saves the new location in a variable in
the user’s WebSocket connection handler for subsequent distance calculations.

The WebSocket server publishes the new location to the user’s channel in the Redis
Pub/Sub server. Steps 3 to 5 can be executed in parallel.

When Redis Pub/Sub receives a location update on a channel, it broadcasts the update
to all the subscribers (WebSocket connection handlers). In this case, the subscribers
are all the online friends of the user sending the update. For each subscriber (i.e., for
each of the user’s friends), its WebSocket connection handler would receive the user
location update.

On receiving the message, the WebSocket server, on which the connection handler
lives, computes the distance between the user sending the new location (the location
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data 1s in the message) and the subscriber (the location data is stored in a variable
with the WebSocket connection handler for the subscriber).

& This step is not drawn on the diagram. If the distance does not exceed the search
radius. the new location and the last updated timestamp are sent to the subscriber’s
client. Otherwise, the update is dropped.

Since understanding this flow is extremely important, let's examine it again with a
concrete example, as shown in Figure 2.8, Before we start, let's make a few assump-

tions.

+ User 1’s friends: User 2, User 3, and User 4.

« User 5's friends: User 4 and User 6.

User 1 User 5

WebSocket | User 1's WS User 5's WS '
Servers : connection connection !
@F‘ubliah Publish

PSI::?EEI:: , User 1's channel User 5's channel ?
B . W . T
TR o T W S

WebSocket | | User 2's WS User 3's WS User 4's WS User 6's WS | |

Servers connection connection connection connection :

S e L (R
User 2 User 3 User 4 User 6

Figure 2.8: Send location update to friends

1. When User 1's location changes, their location update is sent to the WebSocket server
which holds User 1's connection,

2. 'The location is published to User 1's channel in Redis Pub/Sub server.

3. Redis Pub/Sub server broadcasts the location update to all subscribers. In this case,
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subscribers are WebSocket connection handlers (User 1's [riends).

4. 11 the distance between the user sending the location (User 1) and the subscrip,,
(User 2) doesn’t exceed the search radius, the new location is sent to the client (User
2).

This computation is repeated for every subscriber to the channel. Since there are 4y
friends on average, and we assume that 10% of those friends are online and nearby, they,
are about 40 location updates to forward for each user’s location update.

API design
Now that we have created a high-level design, let’s list APIs needed.

WebSocket: Users send and receive location updates through the WebSocket protocol,
At the minimum, we need the following APIs.

1. Periodic location update

Request: Client sends latitude, longitude, and timestamp.
Response: Nothing,

2. Client receives location updates
Data sent: Friend location data and timestamp.

3. WebSocket initialization

Request: Client sends latitude, longitude, and timestamp.
Response: Client receives friends’ location data.

4. Subscribe to a new friend
Request: WebSocket server sends friend ID.
Response: Friend’s latest latitude, longitude, and timestamp.

5. Unsubscribe a friend
Request: WebSocket server sends friend ID.
Response. Nothing.

HTTP requests: the API servers handle tasks like adding/removing friends, updating
user profiles, etc. These are very common and we will not go into detail here.
Data model

Another important element to discuss is the data model. We already talked about the
User DB in the high-level design, so let’s focus on the location cache and location history
database.

Location cache

The location cache stores the latest locations of all active users who have had the nearby
friends feature turned on. We use Redis for this cache. The key/value of the cache is
shown in Table 2.1.
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key l value
user_id ‘ {latitude, longitude, Limestamp}

Table 2.1: Location cache

Why don't we use a database to store location data?

The "nearby friends” feature only cares about the current location of a user. Therefore,
we only need to store one location per user. Redis is an excellent choice because it pro-
vides super-fast read and write operations. It supports TTL, which we use to auto-purge
users from the cache who are no longer active. The current locations do not need to be
durably stored. If the Redis instance goes down, we could replace it with an empty new
instance and let the cache be filled as new location updates stream in. The active users
could miss location updates from friends for an update cycle or two while the new cache
warms. It is an acceptable tradeoff. In the deep dive section, we will discuss ways to
lessen the impact on users when the cache gets replaced.

Location history database

The location history database stores users’ historical location data and the schema looks
like this:

_ user_id | latitude | longitude | timestamp ]

We need a database that handles the heavy-write workload well and can be horizontally
scaled. Cassandra is a good candidate. We could also use a relational database. However,
with a relational database, the historical data would not fit in a single instance so we need
to shard that data. The most basic approach is to shard by user ID. This sharding scheme
ensures that load is evenly distributed among all the shards, and operationally, it is easy
to maintain.

Step 3 - Design Deep Dive

The high-level design we created in the previous section works in most cases, but it will
likely break at our scale. In this section, we work together to uncover the bottlenecks
as we increase the scale, and along the way work on solutions to eliminate those bottle-
necks.

How well does each component scale?

API servers

The methods to scale the RESTful API tiers are well understood. These are stateless
servers, and there are many ways to auto-scale the clusters based on CPU usage, load, or
I/0. We will not go into detail here.

WebSocket servers

For the WebSocket cluster, it is not difficult to auto-scale based on usage. However, the
WebSocket servers are stateful, so care must be taken when removing existing nodes.
Before a node can be removed, all existing connections should be allowed to drain. To
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achicve that, we can mark a node as “draining” at the load balancer so Ihﬂt. nt.: new Wy
Socket connections will be routed to the draining server. Once all the existing conp,
tions are closed (or after a reasonably long wait), the server is then removed.

Releasing a new version of the application software on a WebSocket server requires i,
same level of care.

It is worth noting that effective auto-scaling of stateful servers 1s the job of a good loag
balancer. Most cloud load balancers handle this job very well.

Client initialization

The mobile client on startup establishes a persistent WebSocket connection with one
the WebSocket server instances. Each connection is long-running. Most modern |y,
guages are capable of maintaining many long-running connections with a reasonably
small memory footprint.

When a WebSocket connection is initialized, the client sends the initial location of th,
user, and the server performs the following tasks in the WebSocket connection hay.
dler.

1. It updates the user’s location in the location cache.

2. It saves the location in a variable of the connection handler for subsequent calculs.
tions.

3. It loads all the user’s friends from the user database.

4. Tt makes a batched request to the location cache to fetch the locations for all the
friends. Note that because we set a TTL on each entry in the location cache to match
our inactivity timeout period, if a friend is inactive then their location will not bein
the location cache.

5. For each location returned by the cache, the server computes the distance between
the user and the friend at that location. If the distance is within the search radius,
the friend’s profile, location, and last updated timestamp are returned over the Web-
Socket connection to the client.

6. For each friend, the server subscribes to the friend's channel in the Redis Pub/Sub
server. We will explain our use of Redis Pub/Sub shortly. Since creating a new chan-
nel is cheap, the user subscribes to all active and inactive friends. The inactive friends
will take up a small amount of memory on the Redis Pub/Sub server, but they wil
not consume any CPU or I/O (since they do not publish updates) until they come
online.

7. It sends the user’s current location to the user’s channel in the Redis Pub/Sub server

User database

The user database holds two distinct sets of data: user profiles (user ID, username, pro-
file URL, etc.) and friendships. These datasets at our design scale will likely not fit in
single relational database instance. The good news is that the data is horizontally sca-
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able by sharding based on user ID. Relational database sharding is a very common tech
nique.

As aside note, at the scale we are designing for, the user and friendship datasets will likely
be managed by a dedicated team and be available via an internal APL In this scenario,
the WebSocket servers will use the internal API instead of querying the database directly
to fetch user and friendship-related data, Whether accessing via API or direct database
queries, it does not make much difference in terms of functionality or performance.

Location cache

We choose Redis to cache the most recent locations of all the active users. As mentioned
carlier, we also set a TTL on each key. The TTL is renewed upon every location update.
This puts a cap on the maximum amount of memory used. With 10 million active users
at peak, and with each location taking no more than 100 bytes, a single modern Redis
server with many GBs of memory should be able to easily hold the location information
for all users.

However, with 10 million active users roughly updating every 30 seconds, the Redis
server will have to handle 334K updates per second. That is likely a little too high, even
for a modern high-end server. Luckily, this cache data is easy to shard. The location data
for each user is independent, and we can evenly spread the load among several Redis
servers by sharding the location data based on user ID.

To improve availability, we could replicate the location data on each shard to a standby
node. If the primary node goes down, the standby could be quickly promoted to minimize
downtime.

Redis Pub/Sub server

The Pub/Sub server is used as a routing layer to direct messages (location updates) from
one user to all the online friends. As mentioned earlier, we choose Redis Pub/Sub because
it is very lightweight to create new channels. A new channel is created when someone
subscribes to it. If a message is published to a channel that has no subscribers, the mes-
sage is dropped, placing very little load on the server. When a channel is created, Redis
uses a small amount of memory to maintain a hash table and a linked list [3] to track the
subscribers. If there is no update on a channel when a user is offline, no CPU cycles are
used after a channel is created. We take advantage of this in our design in the following

ways:

1. We assign a unique channel to every user who uses the “nearby friends” feature. A
user would, upon app initialization, subscribe to each friend’s channel, whether the
friend is online or not. This simplifies the design since the backend does not need to
handle subscribing to a friend’s channel when the friend becomes active, or handling
unsubscribing when the friend becomes inactive.

2. 'The tradeofT is that the design would use more memory. As we will see later, mem-
ory use is unlikely to be the bottleneck. Trading higher memory use for a simpler
architecture is worth it in this case.
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How many Redis Pub/Sub servers do we need?

Let's do some math on memory and CPU usage.

Memory usage
Assuming a channel is allocated for each user who uses the nearby friends feature
need 100 million channels (1 billion x 10%). Assuming that on average a user has |,
active friends using this feature (this includes friends who are nearby, or not), apg
takes about 20 bytes of pointers in the internal hash table and linked list to track e
subscriber, it will need about 200GB (100 million x 20 bytes x 100 friends / 107 = 200G
to hold all the channels. For a modern server with 100GB of memory, we will need aby,
2 Redis Pub/Sub servers to hold all the channels.

CPU usage

As previously calculated, the Pub/Sub server pushes about 14 million updates per secop |
to subscribers. Even though it is not easy to estimate with any accuracy how many
messages a modern Redis server could push a second without actual benchmarking j
is safe to assume that a single Redis server will not be able to handle that load. Lty
pick a conservative number and assume that a modern server with a gigabit netwaor
could handle about 100,000 subscriber pushes per second. Given how small our locatiop
update messages are, this number is likely to be conservative. Using this conservative
estimate, we will need to distribute the load among 14 million / 100,000 = 140 Redis
servers. Again, this number is likely too conservative, and the actual number of servers
could be much lower.

From the math, we conclude that:

« The bottleneck of Redis Pub/Sub server is the CPU usage, not the memory usage.
» To support our scale, we need a distributed Redis Pub/Sub cluster.

Distributed Redis Pub/Sub server cluster

How do we distribute the channels to hundreds of Redis servers? The good news is that
the channels are independent of each other. This makes it relatively easy to spread the
channels among multiple Pub/Sub servers by sharding, based on the publisher’s user
ID. Practically speaking though, with hundreds of Pub/Sub servers, we should go intoa
bit more detail on how this is done so that operationally it is somewhat manageable, as
servers inevitably go down from time to time.

Here, we introduce a service discovery component to our design. There are many service
discovery packages available, with etcd [4] and ZooKeeper [5] among the most popular
ones. Our need for the service discovery component is very basic. We need these two

features:

1. The ability to keep a list of servers in the service discovery component, and a simple
UI or API to update it. Fundamentally, service discovery is a small key-value store
for holding configuration data. Using Figure 2.9 as an example, the key and value for
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the hash ring could look like this:

Key: /config/pub_sub_ring
Value: ["p_1", "p-2", "p.3", "p_4"]
2. The ability for clients (in this case, the WebSockel servers) Lo subscribe to any updates
to the “Value™ (Redis Pub/Sub servers).

Under the “Key” mentioned in point 1, we store a hash ring of all the active Redis Pub/Sub
servers in the service discovery component (See the consistent hashing chapter in Volume
1 of the System Design Interview book or [6] on details of a hash ring). The hash ring
is used by the publishers and subscribers of the Redis Pub/Sub servers to determine the
Pub/Sub server to talk to for each channel. For example, channel 2 lives in Redis Pub/Sub
server 1 in Figure 2.9.

Redis Pub/Sub server 1 is responsible
for hash values in this range

p_x: Redis Pub/Sub server X

Figure 2.9: Consistent hashing

Figure 2.10 shows what happens when a WebSocket server publishes a location update
to a user’s channel.
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Figure 2.10: Figure out the correct Redis Pub/Sub server

1. The WebSocket server consults the hash ring to determine the Redis Pub/Sub server
to write to. The source of truth is stored in service discovery, but for efficiency, a
copy of the hash ring could be cached on each WebSocket server. The WebSocket

server subscribes to any updates on the hash ring to keep its local in-memory copy
up to date.

2. WebSocket server publishes the location update to the user’s channel on that Redis
Pub/Sub server.
Subscribing to a channel for location updates uses the same mechanism.
Scaling considerations for Redis Pub/Sub servers

How should we scale the Redis Pub/Sub server cluster? Should we scale it up and down
daily, based on traffic patterns? This is a very common practice for stateless servers
because it is low risk and saves costs. To answer these questions, let’s examine some of
the properties of the Redis Pub/Sub server cluster.
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1. The messages sent on a Pub/Sub channel are not persisted in memory or on disk.
They are sent to all subscribers of the channel and removed immediately after. If
there are no subscribers, the messages are just dropped. In this sense, the data going
through the Pub/Sub channel is stateless.

2. However, there are indeed states stored in the Pub/Sub servers for the channels.
Specifically, the subscriber list for each channel is a key piece of the states tracked by
the Pub/Sub servers. If a channel is moved, which could happen when the channel’s
Pub/Sub server is replaced, or if a new server is added or an old server removed on
the hash ring, then every subscriber to the moved channel must know about it, so
they could unsubscribe from the channel on the old server and resubscribe to the
replacement channel on the new server. In this sense, a Pub/Sub server is stateful,
and coordination with all subscribers to the server must be orchestrated to minimize
service interruptions.

For these reasons, we should treat the Redis Pub/Sub cluster more like a stateful clus-
ter, similar to how we would handle a storage cluster. With stateful clusters, scaling
up or down has some operational overhead and risks, so it should be done with care-
ful planning. The cluster is normally over-provisioned to make sure it can handle daily
peak traffic with some comfortable headroom to avoid unnecessary resizing of the clus-
ter.

When we inevitably have to scale, be mindful of these potential issues:

+ When we resize a cluster, many channels will be moved to different servers on the
hash ring. When the service discovery component notifies all the WebSocket servers
of the hash ring update, there will be a ton of resubscription requests.

« During these mass resubscription events, some location updates might be missed by
the clients. Although occasional misses are acceptable for our design, we should

minimize the occurrences.

» Because of the potential interruptions, resizing should be done when usage is at its
lowest in the day.

How is resizing actually done? It is quite simple. Follow these steps:

+ Determine the new ring size, and if scaling up, provision enough new servers.
+ Update the keys of the hash ring with the new content.

+ Monitor your dashboard. There should be some spike in CPU usage in the WebSocket
cluster.

Using the hash ring from Figure 2.9 above, if we were to add 2 new nodes, say, p_5, and
p_b6, the hash ring would be updated like this:

Old ["p_‘l II, ltp_zu’ ;lp_gll’ I|p._.4"]
NGW: ["P_1", ||ph2||’ l|p._3||, "le", ||p_5n, Ilp-&"]
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Operational considerations for Redis Pub/Sub servers

The operational risk of replacing an existing Redis Pub/Sub server is much, much lowe,
It does not cause a large number of channels to be moved. Only the "h“_“”f‘i_s on th,
server being replaced will need to be handled. This is good because servers inevitably 8

down and need to be replaced regularly.

When a Pub/Sub server goes down, the monitoring software should alert the On-cy|
operator. Precisely how the monitoring software monitors the health of a Pub/Sub sery,,

is beyond the scope of this chapter, so it is not covered. The On—ca'll operator update,
the hash ring key in service discovery to replace the dead node with a fresh standhy
node. The WebSocket servers are notified about the update and each one then notifie
its connection handlers to re-subscribe to the channels on the new Pub/Sub server. Ey,
WebSocket handler keeps a list of all channels it has subscribed to, anq upon receiving [
the notification from the server, it checks each channel against the hash ring to determip,

if a channel needs to be re-subscribed on a new server.

Using the hash ring from Figure 2.9 above, if p_1 went down, and we replace it wit
p1_new, the hash ring would be updated like so:

Old: [“p_1“’ “p_zllr l!p-3l|,‘ Ilp-4“] }
New: ["p_1_new", "p_2", "p_3", "p_4"]

hash{channel_name2) E ' hash(channel_name2)

Figure 2.11: Replace Pub/Sub serverver

Adding/removing friends

What should the client do when the user adds or removes a friend? When a new friend
is added, the client’s WebSocket connection handler on the server needs to be notified,
so it can subscribe to the new friend’s Pub/Sub channel.

Since the “nearby friends” feature is within the ecosystem of a larger app, we can assume
that the “nearby friends” feature could register a callback on the mobile client whenever
a new friend is added. The callback, upon invocation, sends a message to the WebSocke!
server to subscribe to the new friend’s Pub/Sub channel. The WebSocket server also
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returns a message containing the new friend’s latest location and timestamp, if they are
active.

Likewise, the client could register a callback in the application whenever a friend is re-
moved. The callback would send a message to the WebSocket server to unsubscribe from
the friend’s Pub/Sub channel.

This subscribe/unsubscribe callback could also be used whenever a friend has opted in
or out of the location update.

Users with many friends

It is worth discussing whether a user with many friends could cause performance
hotspots in our design. We assume here that there is a hard cap on the number
of friends. (Facebook has a cap of 5,000 friends, for example). Friendships are bi-
directional. We are not talking about a follower model in which a celebrity could have

millions of followers.

In a scenario with thousands of friends, the Pub/Sub subscribers will be scattered among
the many WebSocket servers in the cluster. The update load would be spread among
them and it’s unlikely to cause any hotspots.

The user would place a bit more load on the Pub/Sub server where their channel lives.
Since there are over 100 Pub/Sub servers, these “whale” users would be spread' out
among the Pub/Sub servers and the incremental load should not overwhelm any single

one.

Nearby random person
You might call this section an extra credit, as it's not in the initial functional requirements.
What if the interviewer wants to update the design to show random people who opted-in

to location-sharing?

One way to do this while leveraging our design is to add a pool of Pub/Sub channels
by geohash. (See Chapter 1 Proximity Service for details on geohash). As shown in
Figure 2.12, an area is divided into four geohash grids and a channel is created for each

grid.
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Figure 2.12: Redis Pub/Sub channels

Anyone within the grid subscribes to the same channel. Let’s take grid 998znd for exam

ple as shown in Figure 2.13.
Users in gechash: 9q8nzg
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Figure 2.13: Publish location update to random nearby person

1. Here, when user 2 updates their location, the WebSocket connection handler com-
putes the user’s geohash ID and sends the location to the channel for that geohash.

2. Anyone nearby who subscribes to the channel (exclude the sender) will receive a

location update message.

To handle people who are close to the border of a geohash grid, every client could sub-
scribe to the geohash the user is in and the eight surrounding geohash grids. An example
with all 9 geohash grids highlighted is shown in Figure 2.14.
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Figure 2.14: Nine geohash grids

Alternative to Redis Pub/Sub

Is there any good alternative to using Redis Pub/Sub as the routing layer? The answer
is a resounding yes. Erlang [7] is a great solution for this particular problem. We would
argue that Erlang is a better solution than the Redis Pub/Sub proposed above. However,
Erlang is quite a niche, and hiring good Erlang programmers is hard. But if your team
has Erlang expertise, this is a great option.

So, why Erlang? Erlang is a general programming language and runtime environment
built for highly distributed and concurrent applications. When we say Erlang here, we
specifically talk about the Erlang ecosystem itself. This includes the language compo-
nent (Erlang or Elixir [8]) and the runtime environment and libraries (the Erlang virtual
machine called BEAM [9] and the Erlang runtime libraries called OTP [10]).

The power of Erlang lies in its lightweight processes. An Erlang process is an entity
running on the BEAM VM. It is several orders of magnitude cheaper to create than a Linux
process. A minimal Erlang process takes about 300 bytes, and we can have millions of
these processes on a single modern server. If there is no work to do in an Erlang process,
it just sits there without using any CPU cycles at all. In other words, it is extremely
cheap to model each of the 10 million active users in our design as an individual Erlang
process.

Erlang is also very easy to distribute among many Erlang servers. The operational over-
head is very low, and there are great tools to support debugging live production issues,
safely. The deployment tools are also very strong.

How would we use Erlang in our design? We would implement the WebSocket service in
Erlang, and also replace the entire cluster of Redis Pub/Sub with a distributed Erlang ap-
plication. In this application, each user is modeled as an Erlang process. The user process
would receive updates from the WebSocket server when a user’s location is updated by
the client. The user process also subscribes to updates from the Erlang processes of the
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user’s friends. Subscription is native in Erlang/OTP and it’s easy to build. This form,
mesh of connections that would efficiently route location updates from one user to ma-n;

friends.

Step 4 - Wrap Up

In this chapter, we presented a design that supports a nearby friends feature. Concepy,.
ally, we want to design a system that can efficiently pass location updates from one ygg;
to their friends.

Some of the core components include:

. WebSocket: real-time communication between clients and the server.
. Redis: fast read and write of location data.
. Redis Pub/Sub: routing layer to direct location updates from one user to all the online

friends.

We first came up with a high-level design at a lower scale and then discussed challenges
that arise as the scale increases. We explored how to scale the following;:
« RESTful API servers
« WebSocket servers
. Data layer
« Redis Pub/Sub servers
» Alternative to Redis Pub/Sub

Finally, we discussed potential bottlenecks when a user has many friends and we pro-
posed a design for the “nearby random person” feature.

Congratulations on getting this far! Now give yourself a pat on the back. Good job!

56 | Chapter 2. Nearby Friends- |



Chapter Summary

Nearby Friends

view nearby friends
functional req <
update nearby friend list
non-functional re low latenc
step 1 ! y
5-mile radius
estimation location refresh interval: 30s

locate update qps: 334k

restful api servers
websocket servers

redis location cache

high-level design diagram
location history database
periodic location update
step 2 redis pub/sub server
api design
location cache
data model <

location history database
api servers
websocket servers

user database

scale each component
location cache
step 3 adding/removing friends cesip bl erver
T, 5 Srienids alternative to redis pub/sub
nearby random person

wrap up

step 4

Chapter Summary | 57



Reference Material

[1)

(2]
[3]

4]
(5]
(6]
[7]
(8]
(9]
[10]

Facebook Launches “Nearby Friends”. hittps://techcrunch.com/2014/04/1 T/faceh,
5 )
ol-nearby-friends/.

Redis Pub/Sub. https://redis.io/topics/pubsub.

Redis Pub/Sub under the hood. https://making.pusher.com/redis- pubsub-unde,
he-hood/.

eted. https://eted.io/.

ZooKeeper. https://zookeeper.apache.org/.

Consistent hashingones. https://www.toptal com/big-data/consistent-hashing,
Erlang. https://www.erlang.org/.

Elixir. https://elixir-lang.org/.

A brief introduction to BEAM. https://www.erlang.org/blog/a-brief-beam-primer.

OTP. https://www.erlang.org/doc/design_principles/des_princ.html.

58 | Chapter 2. Nearby Friends



e o e e

3 Google Maps

In this chapter, we design a simple version of Google Maps. Before we proceed to the
system design, let’s learn a bit about Google Maps. Google started Project Google Maps
in 2005 and developed a web mapping service. It provides many services such as satellite
imagery, street maps, real-time traffic conditions, and route planning [1].

Google Maps helps users find directions and navigate to their destination. As of March
2021, Google Maps had one billion daily active users, 99% coverage of the world, and
25 million updates daily of accurate and real-time location information [2]. Given the
enormous complexity of Google Maps, it is important to nail down which features our
version of it supports.

Step 1 - Understand the Problem and Establish Design Scope

The interaction between the interviewer and the candidate could look like this:

Candidate: How many daily active users are we expecting?
Interviewer: 1 billion DAU.

Candidate: Which features should we focus on? Direction, navigation, and estimated
time of arrival (ETA)?
Interviewer: Let’s focus on location update, navigation, ETA, and map rendering.

Candidate: How large is the road data? Can we assume we have access to it?
Interviewer: Great questions. Yes, let’s assume we obtained the road data from different
sources. It is terabytes (TBs) of raw data.

Candidate: Should our system take traffic conditions into consideration?
Interviewer: Yes, traffic conditions are very important for accurate time estimation.

Candidate: How about different travel modes such as driving, walking, bus, etc?
Interviewer: We should be able to support different travel modes.

Candidate: Should it support multi-stop directions?
Interviewer: It is good to allow a user to define multiple stops, but let’s not focus on it.
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Candidate: How about business places and photos? How many photos are we expect.
ing?

Interviewer: I am happy you asked and considered these. We do not need to design
those.

In the rest of the chapter, we focus on three key features. The main devices that we need
to support are mobile phones.
+ User location update.

+ Navigation service, including ETA service.

» Map rendering.

Non-functional requirements and constraints
» Accuracy: Users should not be given the wrong directions.

» Smooth navigation: On the client-side, users should experience very smooth map
rendering,.

- Data and battery usage: The client should use as little data and battery as possible.
This is very important for mobile devices.

» General availability and scalability requirements.
Before jumping into the design, we will briefly introduce some basic concepts and termi-
nologies that are helpful in designing Google Maps.
Map 101
Positioning system

The world is a sphere that rotates on its axis. At the very top, there is the north pole, and
the very bottom is the south pole.
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Figure 3.1: Latitude and longitude (source: [3])

Lat (Latitude): denotes how far north or south we are
Long (Longitude): denotes how far east or west we are

Going from 3D to 2D

The process of translating the points from a 3D globe to a 2D plane is called “Map Pro-
jection”,
There are different ways to do map projection, and each comes with its own strengths

and limitations. Almost all of them distort the actual geometry. Below we can see some
examples.
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Figure 3.2: Map projections (source: Wikipedia [4] (5] [6] [7])

Google Maps selected a modified version of Mercator projection called Web Mercator,
For more details on positioning systems and projections, please refer to [3].

Geocoding

Geocoding is the process of converting addresses to geographic coordinates. For instance,
“1600 Amphitheatre Parkway, Mountain View, CA” is geocoded to a latitude/longitude
pair of (latitude 37.423021, longitude —122.083739).

In the other direction, the conversion from the latitude/longitude pair to the actual
human-readable address is called reverse geocoding.

One way to geocode is interpolation [8]. This method leverages the data from differ-
ent sources such as geographic information systems (GIS) where the street network is
mapped to the geographic coordinate space.

Geohashing

Geohashing is an encoding system that encodes a geographic area into a short string of
letters and digits. At its core, it depicts the earth as a flattened surface and recursively
divides the grids into sub-grids, which can be square or rectangular. We represent each
grid with a string of numbers between 0 to 3 that are created recursively.
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Let’s assume the initial flattened surface is of size 20.000km x 10.000km. After the first
division, we would have 4 grids of size 10,000km % 5.000km. We represent them as (¥),
01,10, and 11 as shown in Figure 3.3. We further divide each grid into 4 grids and nse the
same naming strategy. Each sub-grid is now of size 5,000km » 2.500km. We recursively
divide the grids until each grid reaches a cerlain size threshold.

Figure 3.3: Geohashing

Geohashing has many uses. In our design, we use geohashing for map tiling. For more
details on geohashing and its benefits, please refer to [9].

Map rendering

We won'’t go into a lot of detail about map rendering here, but it is worth mentioning
the basics. One foundational concept in map rendering is tiling. Instead of rendering the
entire map as one large custom image, the world is broken up into smaller tiles. The client

only downloads the relevant tiles for the area the user is in and stitches them together
like a mosaic for display.
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There are distinct sets of tiles at different zoom levels. The client chooses the set of ).,
appropriate for the zoom level of the map viewport on the client. This provides the right
level of map details without consuming excess bandwidth. To illustrate with an extreq,
example, when the client is zoomed all the way out to show the entire world, we dop
want to have 1o download hundreds of thousands of tiles for a very high zoom level, Ay
the details would go to waste. Instead, the client would download one tile at the Joweg
zoom level, which represents the entire world with a single 256 x 260 pixel image,

Road data processing for navigation algorithms

Most routing algorithms are variations of Dijkstra’s or A* pathfinding algorithms. The ex-
act algorithm choice is a complex topic and we won'’t go into much detail in this chapter,
What is important to note is that all these algorithms operate on a graph data structure,
where intersections are nodes and roads are edges of the graph. See Figure 3.4 for ap
example:
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Figure 3.4: Map as a graph

The pathfinding performance for most of these algorithms is extremely sensitive to the
size of the graph. Representing the entire world of road networks as a single graph would
consume too much memory and is likely too large for any of these algorithms to run
efficiently. The graph needs to be broken up into manageable units for these algorithms
to work at our design scale.

One way to break up road networks around the world is very similar to the tiling con-
cept we discussed for map rendering. By employing a similar subdivision technique as
geohashing, we divide the world into small grids. For each grid, we convert the roads
within the grid into a small graph data structure that consists of the nodes (intersections)
and edges (roads) inside the geographical area covered by the grid. We call these grids
routing tiles. Each routing tile holds references to all the other tiles it connects to. This is
how the routing algorithms can stitch together a bigger road graph as it traverses these
interconnected routing tiles.

By breaking up road networks into routing tiles that can be loaded on demand, the rout-
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ing algorithms can significantly reduce memory consumption and improve pathfinding
performance by only consuming a small subset of the routing tiles at a time, and only
loading additional tiles as needed.
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Figure 3.5: Routing tiles

Reminder

In Figure 3.5, we call these grids routing tiles. Routing tiles are similar to map tiles in
that both are grids covering certain geographical areas. Map tiles are PNG images,
while routing tiles are binary files of road data for the area covered by the tiles.

Hierarchical routing tiles

Efficient navigation routing also requires having road data at the right level of detail. For
example, for cross country routing, it would be slow to run the routing algorithm against
a highly detailed set of street-level routing tiles. The graph stitched together from these
detailed routing tiles would likely be too large and consume too much memory.

There are typically three sets of routing tiles with different levels of detail. At the most
detailed level, the routing tiles are small and contain only local roads. At the next level,
the tiles are bigger and contain only arterial roads connecting districts together. At the
lowest level of detail, the tiles cover large areas and contain only major highways con-
necting cities and states together. At each level, there could be edges connecting to tiles
at a different zoom level. For example, for a freeway entrance from local street A to
freeway F, there would be a reference from the node (street A) in the small tile to the
node (freeway F) in the big tile. See Figure 3.6 for an example of routing tiles of varying
sizes.
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Figure 3.6: Routing tiles of varying sizes

Back-of-the-envelope estimation

Now that we understand the basics, let’s do a back-of-the-envelope estimation. Since
the focus of the design is mobile, data usage and battery consumption are two important
factors to consider.

Before we dive into the estimation, here are some imperial/metric conversions for refer-
ence.

« 1 foot = 0.3048 meters
+ 1 kilometer (km) = 0.6214 miles
« 1 km = 1,000 meters

Storage usage
We need to store three types of data.

+ Map of the world: A detailed calculation is shown below.

. Metadata: Given that the metadata for each map tile could be negligible in size, We
can skip the metadata in our computation.

« Road info: The interviewer told us there are TBs of road data from external sources.
We transform this dataset into routing tiles, which are also likely to be terabytes in

size.
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Map of the world

We discussed the concept of map tiling in the “Map 101" section on page 60. There are
many sets of map tiles, with one at each zoom level. To get an idea of the storage require-
ment for the entire collection of map tile images, it would he informative to estimate the
size of the largest tile set at the highest zoom level first. At zoom level 21, there are about
4.3 trillion tiles (Table 3.1). Let's assume that each tile is a 256 » 256 pixel compressed
PNG image, with the image size of about 100KB. The entire set at the highest zoom level
would need about 4.4 trillion x 100KB = 440PB,

In Table 3.1, we show the progression of tile counts at every zoom level.

Zoom | Number of Tiles
0 = 1
1_ 4
2 16
; 61
4 256
5 1024
6 4 096
7 16 384
8 65 536
9 262 144
10 1 048 576
11 4194 304
12 16 777 216
13 67 108 864
14 268 435 456
15 1073 741 824
16 4 294 967 296
17 17 179 869 184
18 68 T19 476 736
19 274 877 906 944
20 1099 511 627 776
21 4 398 046 511 104

Table 3.1: Zoom levels

However, keep in mind that about 90% of the world’s surface is natural and mostly un-
inhabited areas like oceans, deserts, lakes, and mountains. Since these areas are highly
compressible as images, we could conservatively reduce the storage estimate by 80 ~
90%. That would reduce the storage size to a range of 44 to 88PB. Let’s pick a simple
round number of 50PB.

Next, let’s estimate how much storage each subsequent lower zoom level would take. At
each lower zoom level, the number of tiles for both north-south and east-west directions
drops by half. This results in a total reduction of the number of tiles by 4x, which drops
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the storage size for the zoom level also by 4x. With the storage size reduced by 4x at each
lower zoom level, the math for the total size is a series: 50+ % 4 % b a4 =~ 6TPB,
This is just a rough estimate. It is good enough to know that we need roughly about 100PB
to store all the map tiles at varying levels of detail.

Server throughput

To estimate the server throughput, let’s review the types of requests we need to support.
There are two main types of requests. The first is navigation requests. These are sent by
the clients to initiate a navigation session. The second is location update requests. These
are sent by the client as the user moves around during a navigation session. The location
data is used by downstream services in many different ways. For example, location data
is one of the inputs for live traffic data. We will cover the use cases of location data in
the design deep dive section.

Now we can analyze the server throughput for navigation requests. Let’s assume we
have 1 billion DAU, and each user on average uses navigation for a total of 35 minutes per
week. This translates to 35 billion minutes per week or 5 billion minutes per day.

One simple approach would be to send GPS coordinates every second, which re-

sults in 300 billion (5 billion minutes x 60) requests per day, or 3 million QPS

(300 bmifgfqums =3 mi]_lion). However, the client may not need to send a GPS update

every second. We can batch these on the client and send them at a much lower
frequency (for example, every 15 seconds or 30 seconds) to reduce the write QPS. The
actual frequency could depend on factors such as how fast the user moves. If they are
stuck in traffic, a client can slow down the GPS updates. In our design, we assume GPS
updates are batched and then sent to the server every 15 seconds. With this batched
approach, the QPS is reduced to 200,000 (3—“”‘]11,3@)

Assume peak QPS is five times the average. Peak QPS for location updates = 200,000 x
5 = 1 million.

Step 2 - Propose High-level Design and Get Buy-in

Now that we have more knowledge about Google Maps, we are ready to propose a high-
level design (Figure 3.7).

High-level design
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Figure 3.7: High-level design

The high-level design supports three features. Let’s take a look at them one by one.

1. Location service
2. Navigation service

3. Map rendering

Location service

The location service is responsible for recording a user’s location update. The architecture
is shown in Figure 3.8.
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Figure 3.8: Location service

The basic design calls for the clients to send location updates every ¢ seconds, where
t is a configurable interval. The periodic updates have several benefits. First, we can
leverage the streams of location data to improve our system over time. We can use the
data to monitor live traffic, detect new or closed roads, and analyze user behavior to
enable personalization, for example. Second, we can leverage the location data in near
real-time to provide more accurate ETA estimates to the users and to reroute around
traffic, if necessary.

But do we really need to send every location update to the server immediately? The
answer is probably no. Location history can be buffered on the client and sent in batch
to the server at a much lower frequency. For example, as shown in Figure 3.9, the location
updates are recorded every second, but are only sent to the server as part of a batch every
15 seconds. This significantly reduces the total update traffic sent by all the clients.

.: Client ,
; Batch 3 Batch 2 Batch 1
; loc loc | | loc loc loc | | loc loc loc| |loc| |
; as ||~ |132]|]3 0| ||17]] 186 B5l]]] 2 1 :
:

Figure 3.9: Batch requests

m like Google Maps, even when location updates are batched, the write volume

For a syste ;
and is

is still very high. We need a database that is optimized for high write volume
highly scalable, such as Cassandra. We may also need to log location data using a streant
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processing engine such as Kafka for further processing. We discuss this in detail in the

deep dive section,

What communication protocol might be a good fit here? HTTP with the keep-alive op
tion [10] is a good choice because it is very efficient. The HTTP request might look like
this:
POST /v1/locations
Parameters
locs: JSON encoded array of (latitude, longitude, timestamp)
tuples.

Navigation service

This component is responsible for finding a reasonably fast route from point A to point
B. We can tolerate a little bit of latency. The calculated route does not have to be the
fastest, but accuracy is critical.

As shown in Figure 3.8, the user sends an HT TP request to the navigation service through
a load balancer. The request includes origin and destination as the parameters. The API
might look like this:

GET /v1/nav?origin=1355+market+street,SF&destination=
Disneyland

Here is an example of what the navigation result could look like:

e
L

'distance': {'text':'8.2 mi', 'value': 259},
"duration': {'text': '1 min', 'value': 83},
'end_location': {'lat': 37.4838943, 'Ing': -121.9410454},
"html_instructions': 'Head <b>northeast</b> on <b>Brandon St
</b> toward <b>Lumin Way</b><div style="font-size:8.%em">
Restricted usage road</div>',
'polyline': {'points': '_fhcFjbhgVuAwDsCal'},
'start_location': {'lat': 37.4827165, 'lng': -121.9435809},
'geocoded_waypoints': [
{
"geocoder_status" : "OK",
"partial_match" : true,
"place_id" : "ChIJwZNMtiifawwR0Z2aVVVX2yKg",
"types" : [ "locality", "political" ]

3
{
"geocoder_status" : "OK",
"partial_match" : true,
"place_id" : "ChIJ3aPgQGtXawwRLYeiBMUi/7bM",
"types" : [ "locality", "political" ]
}
]
I

travel_mode': 'DRIVING'

i
’

Please refer to [11] for more details on Google Maps’ official APIs.

So far we have not taken reroute and traffic changes into consideration. Those problems
are tackled by the Adaptive ETA service in the deep dive section.
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Map rendering

As we discussed in the back-of-the-envelope estimation, the entire collection of map tiles
at various zoom levels is about a hundred petabytes in size, It is not practical to hold the
entire dataset on the client. The map tiles must be fetched on-demand from the serye,
based on the client’s location and the zoom level of the client viewport.

When should the client fetch new map tiles from the server? Here are some scenar
105!

» The user is zooming and panning the map viewpoint on the client to explore thej;
surroundings.

« During navigation, the user moves out of the current map tile into a nearby tile.

We are dealing with a lot of data. Let’s see how we could serve these map tiles from the
server efficiently.

Option 1

The server builds the map tiles on the fly, based on the client location and zoom level of the
client viewport. Considering that there is an infinite number of location and zoom leve]
combinations, generating map tiles dynamically has a few severe disadvantages:

« It puts a huge load on the server cluster to generate every map tile dynamically.

« Since the map tiles are dynamically generated, it is hard to take advantage of caching,

Option 2

Another option is to serve a pre-generated set of map tiles at each zoom level. The map
tiles are static, with each tile covering a fixed rectangular grid using a subdivision scheme
like geohashing. Each tile is therefore represented by its geohash. In other words, there
is a unique geohash associated with each grid. When a client needs a map tile, it first de-
termines the map tile collection to use based on its zoom level. It then computes the map
tile URL by converting its location to the geohash at the appropriate zoom level.

These static, pre-generated images are served by a CDN as shown in Figure 3.10.
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Figure 3.10: Pre-generated images are served by a CDN

In the diagram above, the mobile user makes an HTTP request to fetch a tile from the
CDN. If the CDN has not yet served that specific tile before, it fetches a copy from the
origin server, caches it locally, and returns it to the user. On subsequent requests, even
if those requests are from different users, the CDN returns a cached copy without con-
tacting the origin server.

This approach is more scalable and performant because the map tiles are served from the
nearest point of presence (POP) to the client, as shown in Figure 3.11. The static nature
of the map tiles makes them highly cacheable.
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Figure 3.11: Without CDN vs with CDN

It is important to keep mobile data usage low. Let’s calculate the amount of data the
client needs to load during a typical navigation session. Note the following calculations
don’t take client-side caching into consideration. Since the routes a user takes could be
similar each day, the data usage is likely to be a lot lower with client-side caching.

Data usage

| Let’s assume a user moves at 30km/h, and at a zoom level where each image covers a
" block of 200m x 200m (a block can be represented by a 256-pixel by 256-pixel image
| and the average image size is 100KB). For an area of 1km x 1km, we need 25 images
or 2.5MB (25 x 100KB) of data. Therefore, if the speed is 30km/h, we need 75MB

(30 % 2.5MB) of data per hour or 1.256MB of data per minute.

Next, we estimate the CDN data usage. At our scale, the cost is an important factor to

consider.
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As mentioned earlier, we serve 5 billion minutes of navigation per day. This trans-
lates to 5 billion x 1.26MB = 6.25 billion MB per day. Hence, we serve (G2.500MB |
.25 billion g —_— : \ ; lvragea Are =
(Tﬁ’- e Sy 'Lw) of map data per second. With a CDN, these map images are go- |
ing to be served from the POPs all over the world. Let's assume there are 200 POPs.
(2,500

Each POP would only need to serve a few hundred MBs [ 42 ver second.
J an | |

There is one final detail in the map rendering design we have only briefly touched on.
How does the client know which URLSs to use to fetch the map tiles from the CDN? Keep
in mind that we are using option 2 as discussed above. With that option, the map tiles
are static and pre-generated based on fixed sets of grids, with each set representing a
discrete zoom level.

Since we encode the grids in geohash, and there is one unique geohash per grid,
computationally it is very efficient to go from the client’s location (in latitude and
longitude) and zoom level to the geohash, for the map tile. This calculation can
be done on the client and we can fetch any static image tile from the CDN. For
example, the URL for the image tile of Google headquarter could look like this:
https://cdn.map-provider.com/tiles/9g9hvu.png

Refer to Chapter 1 Proximity Service on page 10 for a more detailed discussion of geohash
encoding.

Calculating geohash on the client should work well. However, keep in mind that this
algorithm is hardcoded in all the clients on all different platforms. Shipping changes to
mobile apps is a time-consuming and somewhat risky process. We have to be sure that
geohashing is the method we plan to use long-term to encode the collection of map tiles
and that it is unlikely to change. If we need to switch to another encoding method for
some reason, it will take a lot of effort and the risk is not low.

Here is another option worth considering. Instead of using a hardcoded client-side algo-
rithm to convert a latitude/longitude (lat/Ing) pair and zoom level to a tile URL, we could
introduce a service as an intermediary whose job is to construct the tile URLs based on
the same inputs mentioned above. This is a very simple service. The added operational
flexibility might be worth it. This is a very interesting tradeoff discussion we could have
with the interviewer. The alternative map rendering flow is shown in Figure 3.12.

When a user moves to a new location or to a new zoom level, the map tile service de-
termines which tiles are needed and translates that information into a set of tile URLs to
retrieve.

Step 2 - Propose High-level Design and Get Buy-in | 75



Mobile User
{4) Download tiles a-.

CDN

(1) Fetch URLSs of tiles

Load Balancer

@ Forward Request

l

@ Construct
URLs of tiles

Map Tile Service

Figure 3.12: Map rendering

1. A mobile user calls the map tile service to fetch the tile URLs. The request is sent
the load balancer.
2. The load balancer forwards the request to the map tile service.

The map tile service takes the client’s location and zoom level as inputs and returns
9 URLs of the tiles to the client. These tiles include the tile to render and the eight

surrounding tiles.
4. The mobile client downloads the tiles from the CDN.

We will go into more detail on the precomputed map tiles in the design deep dive sec-
tion.

Step 3 - Design Deep Dive
In this section, we first have a discussion about the data model. Then we talk about
location service, navigation service, and map rendering in more detail.

Data model
We are dealing with four types of data: routing tiles, user location data, geocoding data,

and precomputed map tiles of the world.
Routing tiles
As mentioned previously, the initial road dataset is obtained from different sources and

authorities. It contains terabytes of data. The dataset is improved over time by the lo-
cation data the application continuously collects from the users as they use the applica-

tion.

This dataset contains a large number of roads and associated metadata such as names,
county, longitude, and latitude. This data is not organized as graph data structures and
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is not usable by most routing algorithms. We run a periodic offline processing pipeline,
called routing tile processing service, to transform this dataset into the routing tiles we
introduced. The service runs periodically to caplure new changes to the road data.

The output of the routing tile processing service is routing tiles. There are three sets
of these tiles at different resolutions, as described in the “Map 101" section on page 60.
Each tile contains a list of graph nodes and edges representing the intersections and
roads within the area covered by the tile. It also contains references to other tiles its
roads connect to. These tiles together form an interconnected network of roads that the
routing algorithms can consume incrementally.

Where should the routing tile processing service store these tiles? Most graph data is
represented as adjacency lists [12] in memory. There are too many tiles to keep the
entire set of adjacency lists in memory. We could store the nodes and edges as rows in a
database, but we would only be using the database as storage, and it seems an expensive
way to store bits of data. We also don’t need any database features for routing tiles.

The more efficient way to store these tiles is in object storage like S3 and cache it ag-
gressively on the routing service that uses those tiles. There are many high-performance
software packages we could use to serialize the adjacency lists to a binary file. We could
organize these tiles by their geohashes in object storage. This provides a fast lookup
mechanism to locate a tile by lat/Ing pair.

We discuss how the shortest path service uses these routing tiles shortly.

User location data

User location data is valuable. We use it to update our road data and routing tiles. We
also use it to build a database of live and historical traffic data. This location data is also
consumed by multiple data stream processing services to update the map data.

For user location data, we need a database that can handle the write-heavy workload well
and can be horizontally scaled. Cassandra could be a good candidate.

Here is what a single row could look like:

user_id | timestamp | user_mode | driving_mode | location
101 1635740977 | active driving (20.0, 30.5)

Table 3.2: Location table

Geocoding database

This database stores places and their corresponding lat/Ing pair. We can use a key-value
database such as Redis for fast reads, since we have frequent reads and infrequent writes.
We use it to convert an origin or destination to a lat/Ing pair before passing it to the route
planner service.

Precomputed images of the world map

When a device asks for a map of a particular area, we need to get nearby roads and
compute an image that represents that area with all the roads and related details. These
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computations would be heavy and redundant, so it could be helpful to compy,

once and then cache the images. We precompute images al different zoom |P\'élthE

store them on a CDN. which is backed by cloud storage such as Amazon S3, }[ﬂ.:.a
n

example of such an image:

Figure 3.13: Precomputed tiles

Services
Now that we have discussed the data model, let’s take a close look at some of the most im-
portant services: location service, map rendering service, and navigation service.

Location service
In the high-level design, we discussed how location service works. In this section, we

focus on the database design for this service and also how user location is used in de-

tail.
In Figure 3.14, the key-value store is used to store user location data. Let’s take a close
look.
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Figure 3.14: User location database

Given the fact we have 1 million location updates every second, we need to have a
database that supports fast writes. A NoSQL key-value database or column-oriented
database would be a good choice here. In addition, a user’s location is continuously
changing and becomes stale as soon as a new update arrives. Therefore, we can prior-
itize availability over consistency. The CAP theorem [13] states that we could choose
two attributes among consistency, availability, and partition tolerance. Given our con-
straints, we would go with availability and partition tolerance. One database that is a
good fit is Cassandra. It can handle our scale with a strong availability guarantee.

The key is the combination of (user_id, timestamp) and the value is a lat/Ing pair. In
this setup, user_id is the primary key and timestamp is the clustering key. The advantage
of using user_id as the partition key is that we can quickly read the latest position of a
specific user. All the data with the same partition key are stored together, sorted by
timestamp. With this arrangement, the retrieval of the location data for a specific user

within a time range is very efficient.

Below is an example of what the table may look like.

]key (user_id) | timestamp | lat | long | user_mode | navigation_mode
| 51 132053000 | 21.9 | 89.8 | active driving

Table 3.3: Location data

How do we use the user location data?

User location data is essential. It supports many use cases. We use the data to detect new
and recently closed roads. We use it as one of the inputs to improve the accuracy of our
map over time. It is also an input for live traffic data.

To support these use cases, in addition to writing current user locations in our data-
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base. we log this information into a message queue, such as Kafka. Kafka is a 1Nifeg
low-latency. high-throughput data streaming platform designed for real-time dat, feed,

Figure 3.15 shows how Kafka is used in the improved design.

Maobids User
! il —
' Traffic Update
l Service
e Traffic DB
Load Balancer
Machine Learning ——
Service for -
Personalization J s - !
PersonalizationDp
Location i
Routing Tile '
Processing e i
Service
r Routing Tiles
(Object storage)
User Location DB Analytics !
Analytics DB~ |

Figure 3.15: Location data is used by other services

Other services consume the location data stream from Kafka for various use cases. For
instance, the live traffic service digests the output stream and updates the live traffic
database. The routing tile processing service improves the map of the world by detect-
ing new or closed roads and updating the affected routing tiles in object storage. Other
services can also tap into the stream for different purposes.

Rendering map
In this section, we dive deep into precomputed map tiles and map rendering optimization,
They are primarily inspired by the work of Google Design [3].

Precomputed tiles

As mentioned previously, there are different sets of precomputed map tiles at various
distinct zoom levels to provide the appropriate level of map detail to the user, based on
the client’s viewport size and zoom level. Google Maps uses 21 zoom levels (Table 3.1).

This is what we use, as well.

Level 0 is the most zoomed-out level. The entire map is represented by a single tile of
size 256 x 250 pixels.

With each increment of the zoom level, the number of map tiles doubles in both north-
south and east-west directions, while each tile stays at 256 x 256 pixels. As shown in
Figure 3.16, at zoom level 1, there are 2 x 2 tiles, with a total combined resolution of
H12 x 512 pixels. At zoom level 2, there are 4 x 4 tiles, with a total combined resolution
of 1024 x 1024 pixels. With each increment, the entire set of tiles has 4x as many pixels
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as the previous level. The increased pixel count provides an increasing level of detail 1o
the user. This allows the client to render the map at the best granularities depending
on the client’s zoom level, without consuming excessive bandwidth to download tiles in
excessive detail.

Figure 3.16: Zoom levels

Optimization: use vectors

With the development and implementation of WebGL, one potential improvement is to
change the design from sending the images over the network, to sending the vector in-
formation (paths and polygons) instead. The client draws the paths and polygons from
the vector information.

One obvious advantage of vector tiles is that vector data compresses much better than
images do. The bandwidth saving is substantial.

A less obvious benefit is that vector tiles provide a much better zooming experience.
With rasterized images, as the client zooms in from one level to another, everything gets
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Shortest-path service

The shortest-path service receives the origin and the destination in lat/Ing pairs anq ,,
turns the top-k shortest paths without considering traffic or current conditions. T,
computation only depends on the structure of the roads. Here, caching the routes cqy4
be beneficial because the graph rarely changes.

The shortest-path service runs a variation of A pathfinding algorithms against the rey,.
ing tiles in object storage. Here is an overview:

- The algorithm receives the origin and destination in lat/Ing pairs. The lat/Ing pajr
are converted to geohashes which are then used to load the start and end-points of
routing tiles.

« The algorithm starts from the origin routing tile, traverses the graph data structure,
and hydrates additional neighboring tiles from object storage (or its local cache if it
has loaded it before) as it expands the search area. It's worth noting that there are
connections from one level of tile to another covering the same area. This is how
the algorithm could “enter” the bigger tiles containing only highways, for example,
The algorithm continues to expand its search by hydrating more neighboring tiles
(or tiles at different resolutions) as needed until a set of best routes is found.

Figure 3.18 (based on [14]) gives a conceptual overview of the tiles used in the graph
traversal.
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Figure 3.18: Graph traversal

ETA service

Once the route planner receives a list of possible shortest paths, it calls the ETA service
for each possible route and gets a time estimate. For this, the ETA service uses machin¢
learning to predict the ETAs based on the current traffic and historical data.

One of the challenges here is that we not only need to have real-time traffic data but also
to predict how the traffic will look like in 10 or 20 minutes. These kinds of challenges
need to be addressed at an algorithmic level and will not be discussed in this section. If
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vou are interested, refer to [15] and [16].
Ranker service

Finally. after the route planner obtains the ETA predictions, it passes this info to the
ranker to apply possible filters as defined by the user. Some example filters include op-
tions to avoid toll roads or to avoid freeways. The ranker service then ranks the possible
routes from fastest to slowest and returns top-k results to the navigation service.

Updater services

These services tap into the Kafka location update stream and asynchronously update
some of the important databases to keep them up-to-date. The traffic database and the
routing tiles are some examples.

The routing tile processing service is responsible for transforming the road dataset with
newly found roads and road closures into a continuously updated set of routing tiles.
This helps the shortest path service to be more accurate.

The traffic update service extracts traffic conditions from the streams of location updates
sent by the active users. This insight is fed into the live traffic database. This enables the
ETA service to provide more accurate estimates.

Improvement: adaptive ETA and rerouting

The current design does not support adaptive ETA and rerouting. To address this, the
server needs to keep track of all the active navigating users and update them on ETA
continuously, whenever traffic conditions change. Here we need to answer a few impor-
tant questions:

« How do we track actively navigating users?

+ How do we store the data, so that we can efficiently locate the users affected by traffic
changes among millions of navigation routes?

Let’s start with a naive solution. In Figure 3.19, user_1’s navigation route is represented
by routing tiles r_1,r_2,r_3, ..., r_7.

E r_1 ‘: 2 E r_3 E r_4 i

' (origin) | ' ! B H

! i I ] i

_________ l---------I.---------:.-—-—-—-._‘____:
| 15
T
(] r_ I
E r6 i (destination) E

Figure 3.19: Navigation route

The database stores actively navigating users and routes information which might look
like this:

usar i ¢ 1y P25 T3, e ok
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user_2:
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Let's say there is a traffic incident in routing tile 2 (r_2). To figure out which userg
affected, we scan through each row and check if routing tile 2 is in our list of routing tjj,.
(see example below).

user 1 rily ra2y rody g ok

SRV 27 td, Bl Fo% oy FoB

user_3: r 2, r .8, r.9, .. rm

user.n: r2; r8; o2); e 11

Assume the number of rows in the table is n and the average length of the navigatioy
route is m. The time complexity to find all users affected by the traffic change is O(n »

m).
Can we make this process faster? Let’s explore a different approach. For each actively
navigating user, we keep the current routing tile, the routing tile at the next resolution

level that contains it, and recursively find the routing tile at the next resolution level until
we find the user’s destination in the tile as well (Figure 3.20). By doing this, we can get

a row of the database table like this.

user_1, r_1, super(r_1), super(super(r_1)), ...
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Figure 3.20: Build routing tiles

To find out if a user is affected by the traffic change, we need only check if a routing tile
is inside the last routing tile of a row in the database. If not, the user is not impacted. If
it is, the user is affected. By doing this, we can quickly filter out many users.

This approach doesn't specify what happens when traffic clears. For example, if routing
tile 2 clears and users can go back to the old route, how do users know rerouting is
available? One idea is to keep track of all possible routes for a navigating user, recalculate
the ETAs regularly and notify the user if a new route with a shorter ETA is found.

Delivery protocols

It is a reality that during navigation, route conditions can change and the server needs
a reliable way to push data to mobile clients. For delivery protocol from the server to
the client, our options include mobile push notification, long polling, WebSocket, and
Server-Sent Events (SSE).

» Mobile push notification is not a great option because the payload size is very limited
(4,096 bytes for iOS) and it doesn’t support web applications.

+ WebSocket is generally considered to be a better option than long polling because it
has a very light footprint on servers.

« Since we have ruled out the mobile push notification and long polling, the choice is
mainly between WebSocket and SSE. Even though both can work, we lean towards
WebSocket because it supports bi-directional communication and features such as
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last-mile delivery might require bi-directional real-time communication
For more details about ETA and rerouting, please refer to [15].

Now we have every piece of the design together. Please see the updated design in Fig,,
321

Mobile User
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= Geocoding
Service

Geocoding DB

Route Planer
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Adaptive ETA and
Shortest Path ETA Service .
Raror Sarvice \ Rerouting
¥
Filter Service Traffic DB
(Avoid tolls, ...) g -
Routing Tiles ive Users
{Object storage)
Update Traffic
Service
Location DB
Figure 3.21: Final design
Step 4 - Wrap Up

In this chapter, we designed a simplified Google Maps application with key f_eatures such
as location update, ETAs, route planning, and map rendering, If you are 1r‘1terested in
expanding the system, one potential improvement would be to provide muitl—stlup navi-
gation capability for enterprise customers. For example, for a given set of destinations,
we have to find the optimal order in which to visit them all and provide proper naviga-
tion, based on live traffic conditions. This could be helpful for delivery services such as
DoorDash, Uber, Lyft, etc.

Congratulations on getting this far! Now give yourself a pat on the back. Good job!
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4 Distributed Message Queue

In this chapter, we explore a popular question in system design interviews: design a
distributed message queue. In modern architecture, systems are broken up into small and
independent building blocks with well-defined interfaces between them. Message queues
provide communication and coordination for those building blocks. What benefits do
message queues bring?

+ Decoupling. Message queues eliminate the tight coupling between components so
they can be updated independently.

» Improved scalability. We can scale producers and consumers independently based
on traffic load. For example, during peak hours, more consumers can be added to
handle the increased traffic.

+ Increased availability. If one part of the system goes offline, the other components
can continue to interact with the queue.

» Better performance. Message queues make asynchronous communication easy. Pro-
ducers can add messages to a queue without waiting for the response and consumers
consume messages whenever they are available. They don’t need to wait for each
other.

Figure 4.1 shows some of the most popular distributed message queues on the mar-

ket.
g Apache Kafka Apache RocketMQ E RabbitMQ
[ ] ]

v

Z s Apache Pulsar Apache ActiveMQ Z ZeroMQ

Figure 4.1: Popular distributed message queues
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Message queues vs event streaming platforms

Strictly speaking, Apache Kafka and Pulsar are not message queues as they are ¢y,
streaming platforms. However, there is a convergence of features that starts 1o by, ”:"
distinction between message queues (RocketMQ, ActiveMQ, RabbitMQ), ZeroMQ, et |
and event streaming platforms (Kafka, Pulsar). For example, RabbitMQ, whichisa lYFHf'ai
message queue, added an optional streams feature to allow repeated message Consump,
tion and long message retention, and its implementation uses an append-only log, Much
like an event streaming platform would. Apache Pulsar is primarily a Kafka competit,
but it is also flexible and performant enough to be used as a typical distributed message

queue.

In this chapter, we will design a distributed message queue with additional features
such as long data retention, repeated consumption of messages, etc., that are typ.’
ically only available on event streaming platforms. These additional features make the
design more complicated. Throughout the chapter, we will highlight places where the de.
sign could be simplified if the focus of your interview centers around the more tradition|
distributed message queues.

Step 1 - Understand the Problem and Establish Design Scope

In a nutshell, the basic functionality of a message queue is straightforward: producers
send messages to a queue, and consumers consume messages from it. Beyond this basic
functionality, there are other considerations including performance, message delivery se-
mantics, data detention, etc. The following set of questions will help clarify requirements

and narrow down the scope.

Candidate: What's the format and average size of messages? Is it text only? Is multi-

media allowed?
Interviewer: Text messages only. Messages are generally measured in the range of

kilobytes (KBs).

Candidate: Can messages be repeatedly consumed?
Interviewer: Yes, messages can be repeatedly consumed by different consumers. Note

that this is an added feature. A traditional distributed message queue does not retain
a message once it has been successfully delivered to a consumer. Therefore, a message
cannot be repeatedly consumed in a traditional message queue.

Candidate: Are messages consumed in the same order they were produced?
Interviewer: Yes, messages should be consumed in the same order they were produced.
Note that this is an added feature. A traditional distributed message queue does not
usually guarantee delivery orders.

Candidate: Does data need to be persisted and what is the data retention?
Interviewer: Yes, let’s assume data retention is two weeks. This is an added feature. A
traditional distributed message queue does not retain messages.

Candidate: How many producers and consumers are we going to support?
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Interviewer: The more the beller,

Candidate: Whal's the data delivery semantic we need to support? For example, at-
most-once, at-least-once, and exactly once.

Interviewer: We (i{‘ﬁl]il(’]}f wanl to support al-least-once. ]dc;.ﬂly_ we should support
all of them and make them configurable.

Candidate: What's the target throughput and end-to-end latency?
Interviewer: It should support high throughput for use cases like log aggregation. It
should also support low latency delivery for more traditional message queue use cases.

With the above conversation, let’s assume we have the following functional require-
ments:

- Producers send messages to a message queue.

« Consumers consume messages from a message queue,

. Messages can be consumed repeatedly or only once.

. Historical data can be truncated.

« Message size is in the kilobyte range.

+ Ability to deliver messages to consumers in the order they were added to the queue.

» Data delivery semantics (at-least once, at-most once, or exactly once) can be config-
ured by users.

Non-functional requirements
+ High throughput or low latency, configurable based on use cases.

« Scalable. The system should be distributed in nature. It should be able to support a
sudden surge in message volume.

« Persistent and durable. Data should be persisted on disk and replicated across mul-
tiple nodes.

Adjustments for traditional message queues

Traditional message queues like RabbitMQ do not have as strong a retention requirement
as event streaming platforms. Traditional queues retain messages in memory just long
enough for them to be consumed. They provide on-disk overflow capacity [1] which
is several orders of magnitude smaller than the capacity required for event streaming
platforms. Traditional message queues do not typically maintain message ordering. The
messages can be consumed in a different order than they were produced. These differ-
ences greatly simplify the design which we will discuss where appropriate.

Step 2 - Propose High-level Design and Get Buy-in
First, let’s discuss the basic functionalities of a message queue.

Figure 4.2 shows the key components of a message queue and the simplified interactions
between these components.
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s
Producer —— a. produce —» Consumer
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Figure 4.2: Key components in a message queue

. Producer sends messages to a message queue.

Consumer subscribes to a queue and consumes the subscribed messages.

L

Message queue is a service in the middle that decouples the producers from the con-
sumers, allowing each of them to operate and scale independently.

Both producer and consumer are clients in the client/server model, while the message
queue is the server. The clients and servers communicate over the network.

Messaging models

The most popular messaging models are point-to-point and publish-subscribe.
Point-to-point

This model is commonly found in traditional message queues. In a point-to-point model,
a message is sent to a queue and consumed by one and only one consumer. There can
be multiple consumers waiting to consume messages in the queue, but each message can

only be consumed by a single consumer. In Figure 4.3, message A is only consumed by
consumer 1.

Message A Consumer 1

Message A

Message Queue

e (TN

Consumer 2

Figure 4.3: Point-to-point model

Once the consumer acknowledges that a message is consumed, it is removed from the
queue. There is no data retention in the point-to-point model. In contrast, our design in-
cludes a persistence layer that keeps the messages for two weeks, which allows messages
to be repeatedly consumed.

While our design could simulate a point-to-point model, its capabilities map more natu-
rally to the publish-subscribe model.

Publish-subscribe

First, let's introduce a new concept, the topic. Topics are the categories used to organize
messages. Each topic has a name that is unique across the entire message queue service.
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Messages are sent to and read from a specific topic

In the publish-subscribe model, a message is sent 10 2 topic and rec cived by the con
sumers subscribing to this topic. As shown in Figure 4.4 message A is consumed by both
consumer 1 and consumer 2.

Conaumer 1

Message A

Message A

= = ﬂ Message Queue - .
Producer

L (0000000 ~

]

[:| xlh“‘-& S
Message A ’7 Consumer 2 '

Figure 4.4: Publish-subscribe model

Our distributed message queue supports both models. The publish-subscribe model is
implemented by topics, and the point-to-point model can be simulated by the concept of
the consumer group, which will be introduced in the consumer group section.

Topics, partitions, and brokers

As mentioned earlier, messages are persisted by topics. What if the data volume in a
topic is too large for a single server to handle?

One approach to solve this problem is called partition (sharding). As Figure 4.5 shows,
we divide a topic into partitions and deliver messages evenly across partitions. Think
of a partition as a small subset of the messages for a topic. Partitions are evenly dis-
tributed across the servers in the message queue cluster. These servers that hold parti-
tions are called brokers. The distribution of partitions among brokers is the key element
to support high scalability. We can scale the topic capacity by expanding the number of
partitions.

—
- ‘! ! Partition-1

Parﬁtion—z
Figure 4.5: Partitions

Each topic partition operates in the form of a queue with the FIFO (first in, first out) mech-
anism. This means we can keep the order of messages inside a partition. The position of
a message in the partition is called an offset.

When a message is sent by a producer, it is actually sent to one of the partitions for
the topic. Each message has an optional message key (for example, a user’s ID), and all
messages for the same message key are sent to the same partition. If the message key is
absent, the message is randomly sent to one of the partitions.
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When a consumer subseribes Lo a topie, it pulls data from one or more ol these partition,
When there are multiple consumers subseribing to a topic, each consimer 1s responsih|e
for a subset of the partitions for the topic, The consumers form a consumer group [,

a In|'-in'.

The message queue cluster with brokers and partitions is represented in Figure 4.6

Brokers

il b1. subscriba -
Fil 1| sl Consumers
Producers — a. produce —» [l :

[/ p2. consume —»

Figure 4.6: Message queue cluster

Consumer group

As mentioned earlier, we need to support both point-to-point and subscribe-publish mod-
els. A consumer group is a set of consumers, working together to consume messages
from topics.

Consumers can be organized into groups. Each consumer group can subscribe to multipe
topics and maintain its own consuming offsets. For example, we can group consumers
by use cases, one group for billing and the other for accounting.

The instances in the same group can consume traffic in parallel, as in Figure 4.7.

« Consumer group 1 subscribes to topic A.
- Consumer group 2 subscribes to both topics A and B.

. Topic A is subscribed by both consumer groups-1 and group-2, which means the
same message is consumed by multiple consumers. This pattern supports the sub-
scribe/publish model.

! | Consumer group-1
Partition-1

Topic-A e
Partition-2 = |

———* Consumer-1

| Consumer-2

Consﬁmerlgrc.;;up-E ‘

Topic-B Partition-1 | | | | | ||| '\ Consumer-3 |
—» Consumer-4 |

Figure 4.7: Consumer groups

However, there is one problem. Reading data in parallel improves the throughput, but
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the consumption order of messages in the same partition cannot be guaranteed. For
example, if Consumer-1 and Consumer-2 both read from Partition-1, we will not be able
to guarantee the message consumption order in Partition-1.

The good news is we can fix this by adding a constraint, that a single partition can only
be consumed by one consumer in the same group. If the number of consumers of a group
is larger than the number of partitions of a topic, some consumers will not get data from
this topic. For example, in Figure 4.7, Consumer-3 in Consumer group-2 cannot consume
messages from topic B because it is consumed by Consumer-4 in the same consumer
group, already.

With this constraint, if we put all consumers in the same consumer group, then mes-
sages in the same partition are consumed by only one consumer, which is equivalent to
the point-to-point model. Since a partition is the smallest storage unit, we can allocate
enough partitions in advance to avoid the need to dynamically increase the number of
partitions. To handle high scale, we just need to add consumers.

High-level architecture
Figure 4.8 shows the updated high-level design.

. Metadata storage | )
] e — g y Coordination
| sarvice
Brokers
Data storage .
Consumers
P *  (Consumer groups)

State storage

Figure 4.8: High-level design

Clients

« Producer: pushes messages to specific topics.

+ Consumer group: subscribes to topics and consumes messages.

Core service and storage

« Broker: holds multiple partitions. A partition holds a subset of messages for a topic.
« Storage:

o Data storage: messages are persisted in data storage in partitions.
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o Slale storage: consumer slales are nmnngcd !.)y slale sloragoe.
o Metadata storage: configuration and properties of lopics are persisted in mey,.
data storage.
« Coordination service:
o Service discovery: which brokers are alive.

o Leader election: one of the brokers is selected as the active colntro]ler. There i
only one active controller in the cluster. The active controller is responsible o,
assigning partitions.

o Apache ZooKeeper [2] or eted [3] are commonly used to elect a controller,

Step 3 - Design Deep Dive

To achieve high throughput while satisfying the high data retention requirement, we
made three important design choices, which we explain in detail now.

- We chose an on-disk data structure that takes advantage of the great sequential ac.
cess performance of rotational disks and the aggressive disk caching strategy of mod-
ern operating systems.

» We designed the message data structure to allow a message 10 be ]-?aSSEd fr.om the
producer to the queue and finally to the consumer, with no modifications. 'lfhls mini-
mizes the need for copying which is very expensive in a high volume and high traffic
system.

« We designed the system to favor batching. Small /O is an enemy of high through-
put. So, wherever possible, our design encourages batching. The producers send
messages in batches. The message queue persists messages in even larger batches.
The consumers fetch messages in batches when possible, too.

Data storage

Now let’s explore the options to persist messages in more detail. In order to find the best
choice, let’s consider the traffic pattern of a message queue.

« Write-heavy, read-heavy.

« No update or delete operations. As a side note, a traditional message queue dﬂoes not
persist messages unless the queue falls behind, in which case there will be “delete”
operations when the queue catches up. What we are talking about here is the per-
sistence of a data streaming platform.

« Predominantly sequential read/write access.

Option 1: Database

The first option is to use a database.

» Relational database: create a topic table and write messages to the table as rows.
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« NoSQL database: creale a colleclion as a lopic and wrile messages as documents,

Databases can handle the .‘\'lﬂl’i'ié_'{(‘ I'qulit'mnpm. but they are nol ideal hecause il 1s harel
to design a database that supports both write-heavy and read-heavy access patierns at
a large scale. The database solution does not fit our specific data usage patterns very

well.

This means a database is not the best choice and could become a bottleneck of the sys-
lem.

Option 2: Write-ahead log (WAL)

The second option is write-ahead log (WAL). WAL is just a plain file where new entries
are appended to an append-only log. WAL is used in many systems, such as the redo log
in MySQL [4] and the WAL in ZooKeeper.

We recommend persisting messages as WAL log files on disk. WAL has a pure sequential
read/write access pattern. The disk performance of sequential access is very good [5].
Also. rotational disks have large capacity and they are pretty affordable.

As shown in Figure 4.9, a new message is appended to the tail of a partition, with a
monotonically increasing offset. The easiest option is to use the line number of the log
file as the offset. However, a file cannot grow infinitely, so it is a good idea to divide it
into segments.

With segments, new messages are appended only to the active segment file. When the
active segment reaches a certain size, a new active segment is created to receive new
messages, and the currently active segment becomes inactive, like the rest of the non-
active segments. Non-active segments only serve read requests. Old non-active segment
files can be truncated if they exceed the retention or capacity limit.

1st record Next record written

Topic-APartition-1 | 0 | 1 2 |3|4 5 |6|7 |89 1011|1213 1415/
. Rt Rt

Figure 4.9: Append new messages

Segment files of the same partition are organized in a folder named Partition-{:parti
tion_id}. The structure is shown in Figure 4.10.
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Topic-A

Partition-1 Partition-2
segment-1 segment-2 . segment-1 segment-2
segmem-s' [ | segment-3 |

Figure 4.10: Data segment file distribution in topic partitions

A note on disk performance

To meet the high data retention requirement, our design relies heavily on disk drives 1,
hold a large amount of data. There is a common misconception that rotational disks are
slow, but this is really only the case for random access. For our workload, as long as we
design our on-disk data structure to take advantage of the sequential access pattern, the
modern disk drives in a RAID configuration (i.e., with disks striped together for higher
performance) could comfortably achieve several hundred MB/sec of read and write speed,
This is more than enough for our needs, and the cost structure is favorable.

Also, a modern operating system caches disk data in main memory very aggressively, so
much so that it would happily use all available free memory to cache disk data. The WAL
takes advantage of the heavy OS disk caching, too, as we described above.

Message data structure

The data structure of a message is key to high throughput. It defines the contract between
the producers, message queue, and consumers. Our design achieves high performance
by eliminating unnecessary data copying while the messages are in transit from the pro-
ducers to the queue and finally to the consumers. If any parts of the system disagree on
this contract, messages will need to be mutated which involves expensive copying. It

could seriously hurt the performance of the system.

Below is a sample schema of the message data structure:

"Field Name | Data Type
key | byte[] |
(valwe [ bytel]
| topic string
Cpartition | integer |
Ir o'f'f_set' - » long
“timestamp | long
[size [ integer |
cre | integer |

| I

Table 4.1: Data schema of a message

100 | Chapter 4. Distributed Message Queue




i P

Message key
The key of the message is used to determine the partition of the message. If the key
is not defined, the partition is randomly chosen, Otherwise. the partition is chosen by
hash(key) % numPartitions. If we need more flexibility, the producer can define its own
mapping algorithm to choose partitions. Please note that the key is not equivalent to the
partition number.

The key can be a string or a number. It usually carries some business information. The
partition number is a concept in the message queue, which should not be explicitly ex-
posed to clients.

With a proper mapping algorithm, if the number of partitions changes, messages can still
be evenly sent to all the partitions.

Message value

The message value is the payload of a message. It can be plain text or a compressed
binary block.

Reminder

| The key and value of a message are different from the key-value pair in a key-value
(KV) store. In the KV store, keys are unique, and we can find the value by key. In
a message, keys do not need to be unique. Sometimes they are not even mandatory,
and we don’t need to find a value by key.

Other fields of a message
+ Topic: the name of the topic that the message belongs to.
« Partition: the ID of the partition that the message belongs to.

Offset: the position of the message in the partition. We can find a message via the
combination of three fields: topic, partition, offset.

Timestamp: the timestamp of when this message is stored.

+ Size: the size of this message.

+ CRC: Cyclic redundancy check (CRC) is used to ensure the integrity of raw data.

To support additional features, some optional fields can be added on demand. For exam-
ple, messages can be filtered by tags, if tags are part of the optional fields.

Batching

Batching is pervasive in this design. We batch messages in the producer, the consumer,
and the message queue itself. Batching is critical to the performance of the system. In
this section, we focus primarily on batching in the message queue. We discuss batching
for producer and consumer in more detail, shortly.

Batching is critical to improving performance because:
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structure. Now. let's switch gears and discuss the producer and consumer flows T '
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we will come back and finish the deep dive into the rest of the message queue.

Producer flow

If a producer wants to send messages to a partition, which broker should it Connect 1,
The first option is to introduce a routing layer. All messages sent to the routing laye, &
routed to the “correct” broker. If the brokers are replicated, the “correct” broker i the
leader replica. We will cover replication later. E

Producer {

Routing
e

-----

R de e B Ty
|

. . |

. Topic-A [ !][1, [ |

_ ‘ Partition-1 '_JE.;LI_ID_E |

o moker2
Figure 4.11: Routing layer

|
| Topic-A
- Partition-1

As shown in Figure 4.11, the producer tries to send messages to Partition-1 of Topic-
A.

1. The producer sends messages to the routing layer.

2. The routing layer reads the replica distribution plan' from the metadata storage and
caches it locally. When a message arrives, it routes the message to the leader replica
of Partition-1, which is stored in Broker-1.

"The distribution of replicas for each partition is called a replica distribution plan
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3. The leader replica receives the message and follower replicas pull data from the
leader.

4. When “enough” replicas have synchronized the message, the leader commits the data
(persisted on disk), which means the data can be consumed. Then it responds lo the

producer.

You might be wondering why we need both leader and follower replicas. The reason
is fault tolerance. We dive deep into this process in the “In-sync replicas™ section on

page 113.
This approach works, but it has a few drawbacks:

. A new routing layer means additional network latency caused by overhead and ad-
ditional network hops.

« Request batching is one of the big drivers of efficiency. This design doesn’t take that
into consideration.

Figure 4.12 shows the improved design.

Producer

Buffer

l

Routing

Topic-A
Partition-1 Partition-1
Broker-1 Broker-2

Figure 4.12: Producer with buffer and routing

The routing layer is wrapped into the producer and a buffer component is added to the
producer. Both can be installed in the producer as part of the producer client library. This

change brings several benefits:

« Fewer network hops mean lower latency.
« Producers can have their own logic to determine which partition the message should
be sent to.

« Batching buffers messages in memory and sends out larger batches in a single re-
quest. This increases throughput.

The choice of the batch size is a classic tradeoff between throughput and latency (Figure
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4.13). With a large batch size, the throughput increases bul ]alf::_u‘)’ is higher, duge A
a longer wail time to accumulate the batch. With a small batch size, requests g, Se
sooner so the latency is lower, but throughput suffers. Producers can lune the batc}, Sing
based on use cases.

Latency

High A : ;

H

b

¥ Batch size -
4"' :
» Throughput
Low High
Figure 4.13: The choice of the batch size

Consumer flow

The consumer specifies its offset in a partition and receives back a chunk of events be-
ginning from that position. An example is shown in Figure 4.14.

consumer 1: =
ed offset =
last consum ;
|-+ --- Consumer 1 consumed ———p-l'
o1 2 3 4 5 6 T B 8 10 11 12 13 4 15
o= i A .T--— ————————— Consumer 2

consumaer 2:
last consumed offset = 13

Figure 4.14: Consumer flow

Push vs pull

An important question to answer is whether brokers should push data to consumers, or
if consumers should pull data from the brokers.

Push model

Pros:
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. Low latency. The broker can push messages (o the consumer immediately upon re-
ceiving them.

Cons:
. If the rate of consumption falls below the rate of production, consumers could be

overwhelmed.

» Itis difficult to deal with consumers with diverse processing power because the bro-
kers control the rate at which data is transferred.

Pull model

Pros:

« Consumers control the consumption rate, We can have one set of consumers process
messages in real-time and another set of consumers process messages in batch mode.

« If the rate of consumption falls below the rate of production, we can scale out the
consumers, or simply catch up when it can.

« The pull model is more suitable for batch processing. In the push model, the broker
has no knowledge of whether consumers will be able to process messages immedi-
ately. If the broker sends one message at a time to the consumer and the consumer
is backed up, new messages will end up waiting in the buffer. A pull model pulls
all available messages after the consumer’s current position in the log (or up to the
configurable max size). It is suitable for aggressive batching of data.

Cons:

« When there is no message in the broker, a consumer might still keep pulling data,
wasting resources. To overcome this issue, many message queues support long
polling mode, which allows pulls to wait a specified amount of time for new messages

(6].

Based on these considerations, most message queues choose the pull model.

Figure 4.15 shows the workflow of the consumer pull model.
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; ]

Figure 4.18: New consumer joins

1. Initially, only Consumer A is in the group. It consumes all the partitions and keeps
the heartbeat with the coordinator.

2. Consumer B sends a request to join the group.

3. The coordinator knows it's time to rebalance, so it notifies all the consumers in the
group in a passive way. When Consumer A's heartbeat is received by the coordinator,
it asks Consumer A to rejoin the group.

4. Once all the consumers have rejoined the group, the coordinator chooses one of them
as the leader and informs all the consumers about the election result.

5. The leader consumer generates the partition dispatch plan and sends it to the coor-
dinator. Follower consumers ask the coordinator about the partition dispatch plan,

6. Consumers start consuming messages from newly assigned partitions.

Figure 4.19 shows the flow when an existing Consumer A leaves the group.
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Figure 4.19: Existing consumer leaves

1. Consumer A and B are in the same consumer group.
2. Consumer A needs to be shut down, so it requests to leave the group.

3. The coordinator knows it’s time to rebalance. When Consumer B’s heartbeat is re-
ceived by the coordinator, it asks Consumer B to rejoin the group.

4. The remaining steps are the same as the ones shown in Figure 4.18.

Figure 4.20 shows the flow when an existing Consumer A crashes.
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Figure 4.20: Existing consumer crashes

1. Consumer A and B keep heartbeats with the coordinator.

9 Consumer A crashes, so there is no heartbeat sent from Consumer A to the coordina-
tor. Since the coordinator doesn’t get any heartbeat signal within a specified amount
of time from Consumer A, it marks the consumer as dead.

3. The coordinator triggers the rebalance process.

4. The following steps are the same as the ones in the previous scenario.

Now that we finished the detour on producer and consumer flows, let’s come back and
finish the deep dive on the rest of the message queue broker.

State storage
In the message queue broker, the state storage stores:

« The mapping between partitions and consumers.

« The last consumed offsets of consumer groups for each partition. As shown in Figure
4.21, the last consumed offset for consumer group-1 is 6 and the offset for consumer

group-2 is 13.
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consumer group- 1
last consumed offset - &

|- group-1 consumed t-i Topic-A Partition -1

|" -------------- - group-2 consumed - ---- oo ——m-- '-T

consumer group-2.
last consumed offset = 13

Figure 4.21: Last consumed offset of consumer groups

For example, as shown in Figure 4.21, a consumer in group-1 consumes Mmessages from
the partition in sequence and commits the consumed offset 6, This means all the messages
before and at offset 6 are already consumed. If the consumer crashes, another new con-
sumer in the same group will resume consumption by reading the last consumed offset
from the state storage.

The data access patterns for consumer states are:

» Frequent read and write operations but the volume is not high.

-

Data is updated frequently and is rarely deleted.
+ Random read and write operations.

+ Data consistency is important.

Lots of storage solutions can be used for storing the consumer state data. Considering the
data consistency and fast read/write requirements, a KV store like ZooKeeper is a great
choice. Kafka has moved the offset storage from ZooKeeper to Kafka brokers. Interested
readers can read the reference material [8] to learn more.

Metadata storage

The metadata storage stores the configuration and properties of topics, including a num-
ber of partitions, retention period, and distribution of replicas.

Metadata does not change frequently and the data volume is small, but it has a high
consistency requirement. ZooKeeper is a good choice for storing metadata.

ZooKeeper

By reading previous sections, you probably have already sensed that ZooKeeper is
very helpful for designing a distributed message queue. If you are not familiar with
it, ZooKeeper is an essential service for distributed systems offering a hierarchical
key-value store. It is commonly used to provide a distributed configuration service,
synchronization service, and naming registry [2].

ZooKeeper is used to simplify our design as shown in Figure 4.22.
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Figure 4.22: ZooKeeper
Let’s briefly go over the change.

+ Metadata and state storage are moved to ZooKeeper.
« ‘The broker now only needs to maintain the data storage for messages.

» ZooKeeper helps with the leader election of the broker cluster.

Replication

In distributed systems, hardware issues are common and cannot be ignored. Data ges
lost when a disk is damaged or fails permanently. Replication is the classie solutionty
achieve high availability.

As in Figure 4.23, each partition has 3 replicas, distributed across different broke,
nodes.

For each partition, the highlighted replicas are the leaders and the others are followers,
Producers only send messages to the leader replica. The follower replicas keep pulling
new messages from the leader. Once messages are synchronized to enough replicas, the
leader returns an acknowledgment to the producer. We will go into detail about how 1
define “enough” in the In-sync Replicas section on page 113.

produce
Topic-A Topic-A Togic-A
Partition-1 Partition. 1 Partition - 1
e 1
Topic-A TI Topee A Topic-A
Partition- 2 Partition -2 Partition-2
Topic-8 1 vee-o [TTITIT) Topic-8
Partition-1 Partition- 1 Partition- 1
Broker-1 Broker 2 Brobar-) Brokar-4

Figure 4.23: Replication
The distribution of replicas for each partition is called a replica distribution plan. For
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example, the replica distribution plan in Figure 4.24 can be described as:

« Partition-1 of Topic-A: 3 replicas, leader in Broker-1. followers in Broker-2 and 3:
« Partition-2 of Topic-A: 3 replicas, leader in Broker-2, followers in Broker-3 and 4:

« Partition-1 of Topic-B: 3 replicas, leader in Broker-3. followers in Broker-4 and 1.

Who makes the replica distribution plan? It works as follows; with the help of the coor-
dination service, one of the broker nodes is elected as the leader. It generates the replica
distribution plan and persists the plan in metadata storage. All the brokers now can work
according to the plan.

If you are interested in knowing more about replications, check out “Chapter 5. Replica-
tion” of the book “Design Data-Intensive Applications” [9].

In-sync replicas

We mentioned that messages are persisted in multiple partitions to avoid single node
failure, and each partition has multiple replicas. Messages are only written to the leader,
and followers synchronize data from the leader. One problem we need to solve is keeping
them in sync.

In-sync replicas (ISR) refer to replicas that are “in-sync” with the leader. The defi-
nition of “in-sync” depends on the topic configuration. For example, if the value of
replica.lag. max.messages is 4, it means that as long as the follower is behind the leader
by no more than 3 messages, it will not be removed from ISR [10]. The leader is an ISR
by default.

Let’s use an example as shown in Figure 4.24 to shows how ISR works.

+ The committed offset in the leader replica is 13. Two new messages are written to
the leader, but not committed yet. Committed offset means that all messages before
and at this offset are already synchronized to all the replicas in ISR.

« Replica-2 and replica-3 have fully caught up with the leader, so they are in ISR and
can fetch new messages.

+ Replica-4 did not fully catch up with the leader within the configured lag time, so it
is not in ISR. When it catches up again, it can be added to ISR.
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Figure 4.24: How ISR works

Why do we need ISR? The reason is that ISR reflects the trade-off between performance
and durability. If producers don’t want to lose any messages, the safest way to do that is
to ensure all replicas are already in sync before sending an acknowledgment. But a sloy
replica will cause the whole partition to become slow or unavailable.

Now that we've discussed ISR, let’s take a look at acknowledgment settings. Producers
can choose to receive acknowledgments until the k number of ISRs has received the
message, where k£ is configurable.

ACK=all
Figure 4.25 illustrates the case with ACK=all. With ACK=all, the producer gets an ACK

when all ISRs have received the message. This means it takes a longer time to send

message because we need to wait for the slowest ISR, but it gives the strongest message
durability.
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Figure 4.25: ACK=all

ACK=1

With ACK=1, the producer receives an ACK once the leader persists the message. The
latency is improved by not waiting for data synchronization. If the leader fails immedi-
ately after a message is acknowledged but before it is replicated by follower nodes, then
the message is lost. This setting is suitable for low latency systems where occasional data
loss is acceptable.

not caught up

replica-1 []][]| replica-2 replica-3 | |/ [
follower | ! | 1| || leader follower_;_f!_,i il
Broker-1 """ synced *“groker-2 | i

ISR: {replica-1, replica-2}, ack=1

Figure 4.26: ACK=1
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Figure 4.27: ACK=0

Configurable ACK allows us to trade durability for performance.

Now let’s look at the consumer side. The easiest setup is to let consumers connect to g
leader replica to consume messages.

You might be wondering if the leader replica would be overwhelmed by this design ang
why messages are not read from ISRs. The reasons are:

Design and operational simplicity.

-

Since messages in one partition are dispatched to only one consumer within a con-
sumer group, this limits the number of connections to the leader replica.

The number of connections to the leader replicas is usually not large as long as a
topic is not super hot.

If a topic is hot, we can scale by expanding the number of partitions and consumers

In some scenarios, reading from the leader replica might not be the best option. For
example, if a consumer is located in a different data center from the leader replica, the
read performance suffers. In this case, it is worthwhile to enable consumers to read
from the closest ISRs. Interested readers can check out the reference material about this

[11].

ISR is very important. How does it determine if a replica is ISR or not? Usually, the leader
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for every partition tracks the ISR list by computing the lag of every replica from ilsell [f
you are interested in detailed algorithms, you can find the implemenlalions in reference
materials [12] [13].
Scalability
By now we have made great progress designing the distributed message queue system,
In the next step, let’s evaluate the scalability of different system components:

« Producers

« Consumers

Brokers

Partitions

Producer

The producer is conceptually much simpler than the consumer because it doesn’t need
group coordination. The scalability of producers can easily be achieved by adding or
removing producer instances.

Consumer

Consumer groups are isolated from each other, so it is easy to add or remove a consumer
group. Inside a consumer group, the rebalancing mechanism helps to handle the cases
where a consumer gets added or removed, or when it crashes. With consumer groups
and the rebalance mechanism, the scalability and fault tolerance of consumers can be
achieved.

Broker

Before discussing scalability on the broker side, let’s first consider the failure recovery of
brokers.
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Figure 4.28: Broker node crashes

Let’s use an example in Figure 4.28 to explain how failure recovery works.

1. Assume there are 4 brokers and the partition (replica) distribution plan is shown
below:

« Partition-1 of topic A: replicas in Broker-1 (leader), 2, and 3.
« Partition-2 of topic A: replicas in Broker-2 (leader), 3, and 4.
. Partition-1 of topic B: replicas in Broker-3 (leader), 4, and 1.

2. Broker-3 crashes, which means all the partitions on the node are lost. The partition
distribution plan is changed to:

. Partition-1 of topic A: replicas in Broker-1 (leader) and 2.
. Partition-2 of topic A: replicas in Broker-2 (leader) and 4.
. Partition-1 of topic B: replicas in Broker-4 and 1.
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.

3. The broker controller detects Broker-3 partition distri-

is down and generates a new
bution plan for the remaining broker nodes:

« Partition-1 of topic A: replicas in Broker-1 (leader). 2, and 4 (new).
» Partition-2 of topic A: replicas in Broker-2 (leader), 4, and 1 (new).
« Partition-1 of topic B: replicas in Broker-4 (leader), 1, and 2 (new).

4. The new replicas work as followers and catch up with the leader.
To make the broker fault-tolerant, here are additional considerations:

« The minimum number of ISRs specifies how many replicas the producer must receive
before a message is considered to be successfully committed. The higher the number,
the safer. But on the other hand, we need to balance latency and safety.

- If all replicas of a partition are in the same broker node, then we cannot tolerate the
failure of this node. It is also a waste of resources to replicate data in the same node.
Therefore, replicas should not be in the same node.

« If all the replicas of a partition crash, the data for that partition is lost forever. When
choosing the number of replicas and replica locations, there’s a trade-off between
data safety, resource cost, and latency. It is safer to distribute replicas across data
centers, but this will incur much more latency and cost, to synchronize data between
replicas. As a workaround, data mirroring can help to copy data across data centers,
but this is out of scope. The reference material [14] covers this topic.

Now let’s get back to discussing the scalability of brokers. The simplest solution would
be to redistribute the replicas when broker nodes are added or removed.

However, there is a better approach. The broker controller can temporarily allow more
replicas in the system than the number of replicas in the config file. When the newly
added broker catches up, we can remove the ones that are no longer needed. Let’s use
an example as shown in Figure 4.29 to understand the approach.,

Step 3 - Design Deep Dive | 119



Topic-A Topie-A [ [ 111 11 ] If | Topic-A | | RINEEN
Partition-1 partition-1 | || ||| | | | i ' Partition-1 | 111 LIEIIL]
Topic-A Nt | | Topic-A !. ‘ Topic-A | || |! RN JI
Partition-2 LI | Partition-2 | Partition-2 !|| I (LA
|
Broker-1 ' Broker-2 ‘ | Broker-3 |
! - ' Broker-4 added, Partition-2 shoyig be
= - distributed in broker (2, 3, 4)
Topic-A .| Topic-A '“| I ig; '.” 1 Toplc-A U' | ”J‘ i;JH
Partition-1 . Partition-1 | _____|_Li__4L|:___,. Partition-1 | i _I__ UL
. | | T T TaTel I i AOAA |
Topic-A [T | | _ Topic-A Topic-A || me | o Tesea TN
Partition-2 || LI} | | Pantition-2 | parttion-2 UL | [ Pertition-2 LUUUY
r = ' -
 eokest | | Bokerz | | Boera | | Boked
i____ After the replica in Broker-4 catches up,
\ e remove the redundant replica in Broker-1
e e - e ___| < o —e——— =
_ | e | ; e T TS |
. Topic-A || oA TN | Topic-A [ | !H |J” |
i Partition-1 | | Partition-1 .__.. ML Partition-1 _',__:'._J..|____L-:._i__u ) ‘ |
| | S
| [ | . ——— 3 | BiRlainnlsl
l | TopicA | meeeA TN | | patane LUULL
| I Partition-2 | i Partition-2 | || | _| i Ju | Partition-2 UUUL _._
 Broker-1 , Broker-2 Lo Broker-3 O ... S

Figure 4.29: Add new broker node

1. The initial setup: 3 brokers, 2 partitions, and 3 replicas for each partition.

9. New Broker-4 is added. Assume the broker controller changes the replica distribu-
tion of Partition-2 to the broker (2, 3, 4). The new replica in Broker-4 starts to copy
data from leader Broker-2. Now the number of replicas for Partition-2 is temporarily
more than 3.

3. After the replica in Broker-4 catches up, the redundant partition in Broker-1 is grace-
fully removed.

By following this process, data loss while adding brokers can be avoided. A similar pro-
cess can be applied to remove brokers safely.

Partition

For various operational reasons, such as scaling the topic, throughput tuning, balancing
availability/ throughput, etc., we may change the number of partitions. When the num-
ber of partitions changes, the producer will be notified after it communicates with any

broker, and the consumer will trigger consumer rebalancing. Therefore, it is safe for both
the producer and consumer.

Now let’s consider the data storage layer when the number of partitions changes. Asin
Figure 4.30, we have added a partition to the topic.
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Figure 4.30: Partition increase

+ Persisted messages are still in the old partitions, so there’s no data migration.

« After the new partition (partition-3) is added, new messages will be persisted in all
3 partitions.

So it is straightforward to scale the topic by increasing partitions.
Decrease the number of partitions

Decreasing partitions is more complicated, as illustrated in Figure 4.31.

m
partition-1 II I II l U[’ partition-1

partition-2 III lIID U partition-2

r
partition-3 I II . .'

Figure 4.31: Partition decrease

« Partition-3 is decommissioned so new messages are only received by the remaining
partitions (partition-1 and partition-2).

+ The decommissioned partition (partition-3) cannot be removed immediately because
data might be currently consumed by consumers for a certain amount of time. Only
after the configured retention period passes, data can be truncated and storage space
is freed up. Reducing partitions is not a shortcut to reclaiming data space.

* During this transitional period (while partition-3 is decommissioned), producers only
send messages to the remaining 2 partitions, but consumers can still consume from
all 3 partitions. After the retention period of the decommissioned partition expires,
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consumer groups need rebalancing,

Data delivery semantics

Now that we understand the different components of a distributed message quene, 1,
. \ H |

discuss different delivery semantics: at-most once, at-least once, and exactly once,

At-most once

As the name suggests, at-most once means a message will be delivered not more than
once. Messages may be lost but are not redelivered. This is how al-most once df:li\fﬂry
works at the high level.

« The producer sends a message asynchronously to a topic without waiting for ;.
acknowledgment (ACK=0). If message delivery fails, there is no retry.

- Consumer fetches the message and commits the offset before the data is processeq
If the consumer crashes just after offset commit, the message will not be r,.

consumed.

Message queue

Producer —maylosemsg— [/ ][ /]]| — maylosemsg—* Consumer

Figure 4.32: At-most once

It is suitable for use cases like monitoring metrics, where a small amount of data loss is

acceptable.

At-least once
With this data delivery semantic, it’s acceptable to deliver a message more than once, but
no message should be lost. Here is how it works at a high level.

« Producer sends a message synchronously or asynchronously with a response call-
back, setting ACK=1 or ACK=all, to make sure messages are delivered to the broker.
If the message delivery fails or timeouts, the producer will keep retrying.

« Consumer fetches the message and commits the offset only after the data is success-
fully processed. If the consumer fails to process the message, it will re-consume the
message so there won't be data loss. On the other hand. if a consumer processes the
message but fails to commit the offset to the broker, the message will be re-consumed
when the consumer restarts, resulting in duplicates.

« A message might be delivered more than once to the brokers and consumers.
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Figure 4.33: At-least once

Use cases: With at-least once, messages won't be lost but the same message might be
delivered multiple times. While not ideal from a user perspective, at-least once delivery
semantics are usually good enough for use cases where data duplicationis not a big issue
or deduplication is possible on the consumer side. For example, with a unique key in each
message, a message can be rejected when writing duplicate data to the database.

Exactly once

Exactly once is the most difficult delivery semantic to implement. It is friendly to users,
but it has a high cost for the system’s performance and complexity.

’ Message queue -
' guaranteed ___guaranteed ___ | Consumer

Producer 00NN once

Figure 4.34: Exactly once

Use cases: Financial-related use cases (payment, trading, accounting, etc.). Exactly once
is especially important when duplication is not acceptable and the downstream service
or third party doesn’t support idempotency.

Advanced features

In this section, we talk briefly about some advanced features, such as message filtering,
delayed messages, and scheduled messages.

Message filtering

A topic is a logical abstraction that contains messages of the same type. However, some
consumer groups may only want to consume messages of certain subtypes. For example,
the ordering system sends all the activities about the order to a topic, but the payment
system only cares about messages related to checkout and refund.

One option is to build a dedicated topic for the payment system and another topic for the
ordering system. This method is simple, but it mught raise some concerns.

« What if other systems ask for different subtypes of messages? Do we need to build
dedicated topics for every single consumer request?

« Itis a waste of resources to save the same messages on different topics.

+ The producer needs to change every time a new consumer requirement comes, as the
producer and consumer are now tightly coupled.

Therefore, we need to resolve this requirement using a different approach. Luckily, mes-
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sage filtering comes to the rescue.

A naive solution for message filtering is that the consumer fetches the full set of MC3Sag0,
and filters out unnecessary messages during processing time. This approach is Nexib)e
but introduces unnecessary traflic that will affect system performance.

A better solution is to filter messages on the broker side so that consumers will only gy
messages they care about. Implementing this requires some careful consideration. If |y,
filtering requires data decryption or deserialization, it will degrade the performance o
the brokers. Additionally, if messages contain sensitive data, they should not be reada,

in the message queue.

Therefore, the filtering logic in the broker should not extract the message payload.
is better to put data used for filtering into the metadata of a message, which can he
efficiently read by the broker. For example, we can attach a tag to each message. With
a message ltag, a broker can filter messages in that dimension. If more tags are attached,
the messages can be filtered in multiple dimensions. Therefore, a list of tags can support
most of the filtering requirements. To support more complex logic such = ma_themati.:a]
formulae, the broker will need a grammar parser or a script executor, which might be tog
heavyweight for the message queue.

With tags attached to each message, a consumer can subscribe to messages based on
the specified tag, as shown in Figure 4.35. Interested readers can refer to the reference
material [15].

 TTEIBIFGBIBIFIR g | e Submcrmowiniags —
& 1184 & g 0 Consumer
=L fetch messages sl
Broker

Figure 4.35: Message filtering by tags

Delayed messages & scheduled messages

Sometimes you want to delay the delivery of messages to a consumer for a specified
period of time. For example, an order should be closed if not paid within 30 minutes after
the order is created. A delayed verification message (check if the payment is completed) s
sent immediately but is delivered to the consumer 30 munutes later. When the consumer
receives the message, it checks the payment status. If the payment is not completed. the
order will be closed. Otherwise, the message will be ignored

Different from sending instant messages, we can send delayed messages to temporary
storage on the broker side instead of to the topics immediately, and then deliver them to
the topics when time’s up. The high-level design for this 1s shown in Figure 4.36.
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Figure 4.36: Delayed messages

Core components of the system include the temporary storage and the timing func-
tion.

+ The temporary storage can be one or more special message topics.

» The timing function is out of scope, but here are 2 popular solutions:

o Dedicated delay queues with predefined delay levels [16]. For example, Rock-
etMQ doesn’t support delayed messages with arbitrary time precision, but de-
layed messages with specific levels are supported. Message delay levels are 1s,
5s, 10s, 30s, 1m, 2m, 3m, 4m, 6m, 8m, 9m, 10m, 20m, 30m, 1h, and 2h.

o Hierarchical time wheel [17].

A scheduled message means a message should be delivered to the consumer at the sched-
uled time. The overall design is very similar to delayed messages.

Step 4 - Wrap Up

In this chapter, we have presented the design of a distributed message queue with some
advanced features commonly found in data streaming platforms. If there is extra time at
the end of the interview, here are some additional talking points:

+ Protocol: it defines rules, syntax. and APIs on how to exchange information and
transfer data between different nodes. In a distributed message queue, the protocol
should be able to:

o Cover all the activities such as production, consumption, heartbeat, etc.
o Effectively transport data with large volumes.
o Verify the integrity and correctness of the data.

Some popular protocols include Advanced Message Queuing Protocol (AMQP) [18]
and Kafka protocol [19].
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+ Retry consumption. Il some messages cannol be comsumed successtully, .

|'J.,1

”'"'r

to retry the operation. In order not to block incoming messages, how ey,
the operation after a certain lime period? One idea is 1o send failed Messagog o
&) “
i

dedicated retry topic. so they can be consumed later.

« Historical data archive. Assume there is a time-based or capacity-bascd log releny,
mechanism. If a consumer needs to replay some historical messages that are ;ﬂﬁ.:”;n
truncated, how can we do it? One possible solution is to use storage systemg With
large capacities, such as HDFS [20] or object storage, to store historical daty.

Congratulations on getting this far! Now give yourself a pat on the back. Good job!
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T P e e e e T
B Metrics Monitoring and Alerting Sys-

tem

In this chapter, we explore the design of a scalable metrics monitoring and alerting sys-
tem. A well-designed monitoring and alerting system plays a key role in providing clear
visibility into the health of the infrastructure to ensure high availability and reliabil-

ity.
Figure 5.1 shows some of the most popular metrics monitoring and alerting services in
the marketplace. In this chapter, we design a similar service that can be used internally

by a large company.

F} DATADOG () influ: _hjagios‘

Prometheus MUNIN Grafana

Figure 5.1: Popular meltrics moniloring and alerting services

Step 1 - Understand the Problem and Establish Design Scope

A metrics monitoring and alerting system can mean many different things to different
companies, so it is essential to nail down the cxact requirements first with the interviewer.
For example, you do not want to design a system that focuses on logs such as web server
error or access logs if the interviewer has only infrastructure metrics in mind.

Let's first fully understand the problem and establish the scope of the design before diving
into the details.
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Candidate: Who are we building the system for? Are we building an in-hay.,. S

ation like Facebook or Google, or are we designing a Saa$ sery;,, hi:"

for a large corpor

Datadog [1), Splunk [2], etc? P ,
Intervigefw]:r' 13l'haLt's a great question. We are building it for internal use only.

1 I 0 W . .

usage data of the operating system, such as CPU load, memory usage, and-djsk $Pacy
consumption. They can also be high—level concepts such as regucsts per _-‘»{?Cnnd of 4
service or th(—; running server count of a web pool. Business metrics are not in the Scope

of this design.

Candidate: What is the scale of the infrastructure W€ are momtormdg ;l{t]h ‘hl;-‘fyﬂlcmja
Interviewer: 100 million daily active users, 1,000 server pools, an rrachines pe;

pool.

Candidate: How long should we keep the data? .
Interviewer: Let’s assume we want 1 year retention.
Je metrics data for long-term storage?

Id like to be able to keep newly receiveq
| minute resolution for 30 day,

Candidate: May we reduce the resolution of t}
Interviewer: That's a great question. We wou
data for 7 days. After 7 days, you may roll themup to a _
After 30 days, you may further roll them up at a ] hour resolution.

Candidate: What are the supported alert channels?

ints).

Interviewer: Email, phone, PagerDuty (3], o webhooks (HTTP endpoi
2
Candidate: Do we need to collect logs, such as error log or aCCess log!

Interviewer: No.

Candidate: Do we need to support distributed system tracing’
Interviewer: No.

High-level requirements and assumptions
Now you have finished gathering requirements from the interviewer and have
scope of the design. The requirements are:

a clear

+ The infrastructure being monitored is large-scale.
o 100 million daily active users

o Assume we have 1,000 server pools, 100 machines per pool. 100 metncs per
machine = ~ 10 million metrics

o 1 year data retention

o Data retention policy: raw form for 7 days, | minute resolution for 30 days, |
hour resolution for 1 year.

« A variety of metrics can be monitored. for example:

o CPU usage
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o Requesl count
o Memory usage

o Message count in message queucs

Non-functional requirements
« Scalability. The system should be scalable 1o accommodate growing melrics a nd aler|
volume.

« Low latency. The system needs to have low query latency for dashboards and alerts,
+ Reliability. The system should be highly reliable to avoid missing critical alerts.

« Flexibility. Technology keeps changing, so the pipeline should be flexible enough to
easily integrate new technologies in the future.

Which requirements are out of scope?

+ Log monitoring. The Elasticsearch, Logstash, Kibana (ELK) stack is very popular for
collecting and monitoring logs [4].

« Distributed system tracing [5] [6]. Distributed tracing refers to a tracing solution
that tracks service requests as they flow through distributed systems. It collects data
as requests go from one service to another.

Step 2 - Propose High-level Design and Get Buy-in

In this section, we discuss some fundamentals of building the system, the data model,
and the high-level design.

Fundamentals

A metrics monitoring and alerting system generally contains five components, as illus-
trated in Figure 5.2.

« Data collection: collect metric data from different sources.
+ Data transmission: transfer data from sources to the metrics monitoring system.
« Data storage: organize and store incoming data.

Alerting: analyze incoming data. detect anomalies, and generate alerts. The system
must be able to send alerts to different communication channels.

Visualization: present data in graphs, charts, etc. Engineers are better at identifying
patterns, trends, or problems when data is presented visually, so we need visualiza-
tion functionality.
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1. Data collection

- 2. Data transrmission

Metrics mon
itoring and
alerting system

—— 3, ata storage

4. Alerting

Visualization

-

Figure 5.2: Five components of the system

Data model

Metrics data is usually recorded as a t
associated timestamps. The series itse
tionally by a set of labels.

ime series that contains a set of values with thei,
If can be uniquely identified by its name, ang op.

Let’s take a look at two examples.

Example 1:
What is the CPU load on production server

o R

0.626

instance 1631 at 28:8087

0.313

- - - — — - — - — _— — F"‘ - ) ; DD: .
18:00 18:30 19:00 19:30 20:00 20:30 21:00 21:30 22:00 22:30 23:.00 23:30 00 00:30

Figure 5.3: Popular metrics monitoring and alerting services

The data point highlighted in Figure 5.3 can be represented by Table 5.1.

metric_name | cpuload

labels host:i631,env:prod
timestamp 1613707265

value 0.29

Table 5.1: The data point represented by a table

In this example, the time series is represented by the metric name, the labels
(host:1631,env:prod), and a single point value at a specific time.
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Example 2:

. Tl P i Aacr '8 f ' Jal s 1 i
what is the average CPU load across all web servers in the us-west region for the last 10
Dinutes? Conceptually, we would pull up something like this from storage where the
melric name is CPU. load and the region label is us-west.

(PU.1oad host=webserver@1,region=us-west 1613707265 50
cPU.1oad host=webserver81,region=us-west 1613787265 62
cPU. load host=webserverB2, region=us-west 1613707265 43
cpU. load host=webserverf2, region=us-west 1613787265 53

cPU. load host=webserver81,region=us-west 1613707265 74
cPU.load host=webserver®1,region=us-west 1613787265 83

The average CPU load could be computed by averaging the values at the end of each
line. The format of the lines in the above example is called the line protocol. It is a
common input format for many monitoring software in the market. Prometheus [7] and

OpenTSDB [8] are two examples.
Every time series consists of the following [9]:

' Name Type
A metric name String
A set of tags/labels List of <key:value> pairs
An array of values and their
. y Y An array of <value, timestamp> pairs
timestamps
Table 5.2: Time series
Data access pattern

In Figure 5.4, each label on the y-axis represents a time series (uniquely identified by the
names and labels) while the x-axis represents time.
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Figure 5.4: Data access pattern

The write load is heavy. Asyou can see, there can be many time-series daFa points written
at any moment. As we mentioned in the “High-level requirements” sectl::m on page 132,
about 10 million operational metrics are written per day, and many metrics are collected
at high frequency, so the traffic is undoubtedly write-heavy.

At the same time, the read load is spiky. Both visualization and alerting services send
queries to the database, and depending on the access patterns of the graphs and alerts,
the read volume could be bursty.

In other words, the system is under constant heavy write load, while the read load is
spiky.

Data storage system

The data storage system is the heart of the design. It's not recommended to build your

own storage system or use a general-purpose storage system (for example, MySQL [10])
for this job.

A gener%purpose database, in theory, could support time-series data, but it would re-
quire e)f:pc:rt—level tuning to make it work at our scale. Specifically, a relational database is
not optimized for-operations you would commonly perform against time-series data. For
;xa.mple, enmputing the moving average in a rolling time window requires complicated

.QL that is difficult to read (there is an example of this in the deep dive section). Be-
sides, to support tagging/labeling data, we need to add an index for each tag. Moreover,
a general-purpose relational database does not perform well under constant heavy write

load. At our sc‘ale, we would need to expend significant effort in tuning the database
and even then, it might not perform well. |
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How about NoSQL? In theory, a few NoSQI, databases on the market conld handle time
series data effectively. For example, Cassandra and Bigtable [11] can both be used for
lime series data. However, this would require deep knowledge of the internal workings
of each NoSQL to devise a scalable schema for effectively storing and querying time
series data. With industrial-scale time-series databases readily available, using a general-
purpose NoSQL database is not appealing,

There are many storage systems available that are optimized for time-series data. The
optimization lets us use far fewer servers to handle the same volume of data. Many of
these databases also have custom query interfaces specially designed for the analysis of
time-series data that are much easier to use than SQL. Some even provide features to
manage data retention and data aggregation. Here are a few examples of time-series
databases.

OpenTSDB is a distributed time-series database, but since it is based on Hadoop and
HBase, running a Hadoop/HBase cluster adds complexity. Twitter uses MetricsDB [12],
and Amazon offers Timestream as a time-series database [13]. According to DB-engines
[14], the two most popular time-series databases are InfluxDB [15] and Prometheus,
which are designed to store large volumes of time-series data and quickly perform real-
time analysis on that data. Both of them primarily rely on an in-memory cache and
on-disk storage. And they both handle durability and performance quite well. As shown
in Figure 5.5, an InfluxDB with 8 cores and 32GB RAM can handle over 250,000 writes
per second.

Writes per Queries* per
second sacond
2-4 cores 2-4 GB 500 <5,000 <5 <100.000
B-32 500
a4 g 000 <25 <1,000,000
& cores GB 1000 < 250,00
8+ cores 312+ GB 1000+ » 250 000 »25 >1.000.000

Figure 5.5: InfluxDb benchmarking

Since a time-series database is a specialized database, you are not expected to understand
the internals in an interview unless you explicitly mentioned it in your resume. For the
purpose of an interview, it's important to understand the metrics data are time-series
in nature and we can select time-series databases such as InfluxDB for storage to store
them.

Another feature of a strong time-series database is efficient aggregation and analysis of
a large amount of time-series data by labels, also known as tags in some databases. For
example, InfluxDB builds indexes on labels to facilitate the fast lookup of time-series
by labels [15]. It provides clear best-practice guidelines on how to use labels, without
overloading the database The key 1s to make sure cach label is of low cardinality (having
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a small set of possible values). This feature is critical for visualization, and it wey),,
alabase. Ak,

a lot of effort to build this with a general-purpose d

High-level design
The high-level design diagram is shown in Figure 5.6. |
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Figure 5.6: High-level design

plication servers, SQL databases, message queues,

Metrics source. This can be ap

etc.
. Metrics collector. It gathers metrics data and writes data into the time-series
database.
me series. It usually provides a

amount of time-series

Time-series database. This stores metrics data as ti
p of time-series data

custom query interface for analyzing and summarizing a large
data. It maintains indexes on labels to facilitate the fast looku

by labels.
query and retrieve data from

Query service. The query service makes it easy to
the time-series database. This should be a very thin wrapper if we choose a good
series database’s

time-series database. It could also be entirely replaced by the time-

own query interface.
Alerting system. This sends alert notifications to various alerting destinations.

Visualization system. This shows metrics in the form of various graphsicharts.

Step 3 - Design Deep Dive
In a system design interview, candidates are expected to dive deep into a few key com-
ponents or flows. In this section, we investigate the following topics in detail:

« Metrics collection
« Scaling the metrics transmission pipeline
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» Query service
. Storage layer
« Alerting system

« Visualization system

Metrics collection

For metrics collection like counters or CPU usage, occasional data loss is not the end of
the world. It's acceptable for clients to fire and forget. Now let’s take a look at the metrics
collection flow. This part of the system is inside the dashed box (Figure 5.7).

Email
-f’é Text Massaga
Alarling System
PageDuty
{_ Send Queries \
- HTTPS Endpoints
e o e oy I s e
; Time series DB

Send Queries

Visualization
System

i

Figure 5.7: Metrics collection flow

Pull vs push models
There are two ways metrics data can be collected, pull or push. It is a routine debate as
to which one is better and there is no clear answer. Let’s take a close look.

Pull model

Figure 5.8 shows data collection with a pull model over HTTP. We have dedicated metric
collectors which pull metrics values from the running applications periodically.
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Figure 5.8: Pull model

In this approach, the metrics collector needs to know the complete list of service eng.
points to pull data from. One naive approach is to use a file to hold DNS/IP information
for every service endpoint on the “metric collector” servers. While the idea is simple,
this approach is hard to maintain in a large-scale environment where servers are added
or removed frequently, and we want to ensure that metric collectors don’t miss out on
collecting metrics from any new servers. The good news is that we have a reliable, scal-
able, and maintainable solution available through Service Discovery, provided by etcd
[16], ZooKeeper [17], etc., wherein services register their availability and the metrics
collector can be notified by the Service Discovery component whenever the list of ser-
vice endpoints changes.

Service discovery contains configuration rules about when and where to collect metrics
as shown in Figure 5.9.

Service Discovery
L__eted | [ Zookeeper |

Figure 5.9: Service discovery

Figure 5.10 explains the pull model in detail.
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[ etcd | [ Zookeeper ]

(A)Discover Targets

Web Servers  |«———@HTTP Requests—— -—*‘ Metrics Colleclorj

/metrics endpoint

Figure 5.10: Pull model in detail

1. The metrics collector fetches configuration metadata of service endpoints from Ser-

vice Discovery. Metadata include pulling interval, IP addresses, timeout and retry
parameters, etc.

2. The metrics collector pulls metrics data via a pre-defined HTTP endpoint (for exam-
ple, /metrics). To expose the endpoint, a client library usually needs to be added to
the service. In Figure 5.10, the service is Web Servers.

3. Optionally, the metrics collector registers a change event notification with Service
Discovery to receive an update whenever the service endpoints change. Alterna-
tively, the metrics collector can poll for endpoint changes periodically.

Atour scale, a single metrics collector will not be able to handle thousands of servers. We
must use a pool of metrics collectors to handle the demand. One common problem when
there are multiple collectors is that multiple instances might try to pull data from the

same resource and produce duplicate data. There must exist some coordination scheme
among the instances to avoid this.

One potential approach is to designate each collector to a range in a consistent hash ring,
and then map every single server being monitored by its unique name in the hash ring,

This ensures one metrics source server is handled by one collector only. Let’s take a look
al an example.

As shown in Figure 5.11. there are four collectors and six metrics source servers. Each

collector is responsible for collecting metrics from a distinct set of servers. Collector 2 is
responsible for collecting metnics from Server 1 and Server 5.

Step 3 - Design Deep Dive | 141



Collocton 2 is mspnn-_:ihlrlr for sprvers in this range

[ 81)

\ _-'I Sm%, 1
(52)-8
\Cnllactor 2 (82) Serve, 4
Collsctor 1| ' ( = J .

S vy 4

B —
\ (Sd 1] Sorvey 4

[\S?) b
- t\iﬁj Servey 5
\\é;\ (56 )~ Saverg

/

? — /’.
Collector 4 | X Fj Collector 3
L / A
#E
33

Figure 5.11: Consistent hashing

Push model

As shown in Figure 5.12, in a push model various metrics sources, such as web servers,
database servers, etc., directly send metrics to the metrics collector.

Push metncs

i push m/";,'#_;___
Queue Clusters v
' Push metrics

Figure 5.12: Push model

In a push model, a collection agent is commonly installed on every server being moni-
tored. A collection agent is a piece of long-running software that collects metrics from
the services running on the server and pushes those metrics periodically to the metrics
collector. The collection agent may also aggregate metrics (especially a simple counter)
locally, before sending them to metric collectors.
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Aggregation is an eflective way to reduce the volume of data sent to the metrics collector,
I the push traffic is high and the melrics collector rejects the push wilh an error, t!w agent
could keep a small bufer of data lTocally (possibly by storing them loeally on disk), and
resend them later. However, il the servers are in an auto-scaling group where they are
rotated out frequently, then holding data locally (even temporarily) might result in data
loss when the metrics collector falls behind,

To prevent the melrics collector from falling behind in 2 push model, the metrics collec-
tor should be in an auto-scaling cluster with a load balancer in front of it (Figure 5.13).
The cluster should scale up and down based on the CPU load of the metric collector
SCTVETS.

1 Metrics Source + Collection Agent i -
: : Metrics 1 i
| webservers [ : t i Push ) Load | o Metrics Collectors
: | Metrics 2 1 T Messages Balancer
" i 1 =
| b
! Metrics 3 b

Figure 5.13: Load balancer

Pull or push?

So, which one is the better choice for us? Just like many things in life, there is no clear
answer. Both sides have widely adopted real-world use cases.

» Examples of pull architectures include Prometheus.

. Examples of push architectures include Amazon CloudWatch [18] and Graphite [19].

Knowing the advantages and disadvantages of each approach is more important than
picking a winner during an interview. Table 5.3 compares the pros and cons of push and
pull architectures [20] [21] [22] [23].
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| Easy debugging

| Health check

Short-lived jobs

setups

The /metrics endpoint
| on application servers

Pull

used for pulling met-
rics can be used to
view melrics al any
time. You can even
do this on your laptop.
Pull wins.

If an application
server doesn’t  re-

spond to the pull, you
can quickly figure
out if an application
server is down. Pull

wins. |

—
Firewall or com-
plicated network

Having servers
pulling metrics T€
quires  all metric
endpoints  to  be
reachable. ~ This 1s
potentially prob-

lematic in multiple
data center setups. It
might require a more
elaborate  network

infrastructure. -.

Push

e —
s
1

If the metrics collec-
tor doesn’t receive |
metrics, the problem |
might be caused by |
network issues. '

might be short-lived |
and don’t last long i
enough to be pulled. |
Push wins. This can |
be fixed by introduc- |
ing push gateways for !
the pull model [24]. |

|

|

If the metrics collec- |
tor is set up with a :
load balancer and an |
auto-scaling group, it !
is possible to receive !
data from anywhere. |
Push wins.
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Performance

Pull methods typically
use TCP.

Push  methods  typi

cally use UDP. This |

push
[}rcwirlrﬁ
lrans-

means the
method
lower-latency
ports of metrics. The
counterargument here
is that the effort of
establishing a TCP
connection is small
compared to sending
the metrics payload.

Data authenticity

Application servers to
collect metrics from
are defined in con-
fig files in advance.
Metrics gathered from
those servers are guar-
anteed to be authentic.

Any kind of client
can push metrics to
the metrics collector.
This can be fixed by
whitelisting ~ servers
from which to accept
metrics, or by requir-
ing authentication.

Table 5.3: Pull vs push

clear answer.

As mentioned above, pull vs push is a routine debate topic and there is no

A large organization probably needs to support both, especially with the popularity of
serverless [25] these days. There might not be a way to install an agent from which to

push data in the first place.

Scale the metrics transmission pipeline
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S ————————

/

L e

Text Message

Alarting System

Send L:;M\
e

PageDuty

HTTPS Endpoints

1 (i a—|
Metrics Source ———# Metrics Collector i——-— Query Service
Tlmo--nmss DB ' T
............... | Send Queries
} Visualization
Systemn

Figure 5.14: Metrics transmission pipeline
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1et's zoom in on the metrics colleclor and time-series databases. Whether yon e, he
push or pull maodel, the metries collector is a cluster of servers, and the cluster FCCCiyp,
enormons amounts of data. For cither push or pull, the melrics collector cluster is g¢ p
for auto-scaling. 1o ensure that there are an adequate number of collector instanceg l
handle the demand.

However. there is a risk of data loss il the lime-series database is unavailable. To Mitigat,
; ‘ oy -1 e oy 1 -
this problem. we introduce a queueing componenl as shown in Figure 5.15.
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Figure 5.15: Add queues

In this design, the metrics collector sends metrics data to queuning systems like Kafka
Then consumers or streaming processing services such as Apache Storm, Flink, and
Spark, process and push data to the time-series database. This approach has several ad-
vantages:

. Kafka is used as a highly reliable and scalable distributed messaging platform.
« It decouples the data collection and data processing services from each other.

« It can easily prevent data loss when the database is unavailable, by retaining the data
in Kafka.

Scale through Kafka

There are a couple of ways that we can leverage Kafka's built-in partition mechanism to
scale our system.

. Configure the number of partitions based on throughput requirements.

Partition metrics data by metric names, so consumers can aggregate data by metrics
names.

Further partition metrics data with tags/labels.

Categorize and prioritize metrics so that important metrics can be processed first.
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lKafka

Partition 0 (metric 1) '

Partition 1 {metric 2)

Metrics Collector

v

Partition 2 (metric 3)

Figure 5.16: Kafka partition

Alternative to Kafka

Maintaining a production-scale Kafka system is no small undertaking. You might get
pushback from the interviewer about this. There are large-scale monitoring ingestion
systems in use without using an intermediate queue. Facebook’s Gorilla [26] in-memory
time-series database is a prime example; it is designed to remain highly available for
writes, even when there is a partial network failure. It could be argued that such a design
is as reliable as having an intermediate queue like Kafka.

Where aggregations can happen

Metrics can be aggregated in different places; in the collection agent (on the client-side),
the ingestion pipeline (before writing to storage), and the query side (after writing to
storage). Let’s take a closer look at each of them.

Collection agent. The collection agent installed on the client-side only supports simple
aggregation logic. For example, aggregate a counter every minute before it is sent to the
metrics collector.

Ingestion pipeline. To aggregate data before writing to the storage, we usually need
stream processing engines such as Flink. The write volume will be significantly re-
duced since only the calculated result is written to the database. However, handling
late-arriving events could be a challenge and another downside is that we lose data pre-
cision and some flexibility because we no longer store the raw data.

Query side. Raw data can be aggregated over a given time period at query time. There is
no data loss with this approach, but the query speed might be slower because the query
result is computed at query time and is run against the whole dataset.
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Query service

The query service comprises a cluster of query servers, which access the time-series
databases and handle requests from the visualization or alerting systems. Having a dedi-
cated set of query servers decouples time-series databases from the clients (visualization
and alerting systems). And this gives us the flexibility to change the time-series database
or the visualization and alerting systems, whenever needed.

Cache layer

To reduce the load of the time-series database and make query service more performant,
cache servers are added to store query results, as shown in Figure 5.17.

Email
Text Message
Alarting System
Pageluty
Send Queries HTTPS Endpaints

......................

i =] ! Send Visualization
Matrics Source Metrics Caollector Kafka Consumaers v Query Service ""f‘ Cluaries System

Time seres DB *

Cacha

Figure 5.17: Cache layer

The case against query service

There might not be a pressing need to introduce our own abstraction (a query service)
because most industrial-scale visual and alerting systems have powerful plugins to in-
terface with well-known time-series databases on the market. And with a well-chosen
time-series database, there is no need to add our own caching, either.

Time-series database query language

Most popular metrics monitoring systems like Prometheus and InfluxDB don’t use SQL
and have their own query languages. One major reason for this is that it is hard to build
SQL queries to query time-series data. For example, as mentioned here [27], computing
an exponential moving average might look like this in SQL:
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elect id,
temp,
avg(temp) over (partition by group_nr order by
time_read)
as rolling_avg
from (
select id,
temp,
time_read,
interval_group,
id - row_number() over (partition by interval_group
order
by time_read) as group_nr
from (
select id,
time_read,
"epoch"::timestamp + "988 seconds"::interval * (
extract(epoch from time_read)::int4 / 988) as interval_group,
temp
from readings
) %8
) t2
order by time_read;

While in Flux, a language that’s optimized for time-series analysis (used in InfluxDB), it
looks like this. As you can see, it’s much easier to understand.

from(db:"telegraf")
|> range(start:-1h)
|> filter{(fn: (r) => r._measurement == "foo")
|> exponentialMovingAverage(size:-18s)

Storage layer

Now let’s dive into the storage layer.

Choose a time-series database carefully

According to a research paper published by Facebook [26], at least 85% of all queries
to the operational data store were for data collected in the past 26 hours. If we use a
time-series database that harnesses this property, it could have a significant impact on
overall system performance. If you are interested in the design of the storage engine,
please refer to the design document of the InfluxDB storage engine [28].

Space optimization

As explained in high-level requirements, the amount of metric data to store is enormous.
Here are a few strategies for tackling this.

Data encoding and compression

Data encoding and compression can significantly reduce the size of data. Those features
are usually built into a good time-series database. Here is a simple example.
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Figure 5.18: Data encoding

As you can see in the image above, 1610087371 and 1610087381 differ by only 10 sec-
onds, which takes only 4 bits to represent, instead of the full timestamp of 32 bits. So,
rather than storing absolute values, the delta of the values can be stored along with one
base value like: 1610087371, 10, 10, 9, 11.

Downsampling

Downsampling is the process of converting high-resolution data to low-resolution to
reduce overall disk usage. Since our data retention is 1 year, we can downsample old
data. For example, we can let engineers and data scientists define rules for different
metrics. Here is an example:

+ Retention: 7 days, no sampling
+ Retention: 30 days, downsample to 1 minute resolution
« Retention: 1 year, downsample to 1 hour resolution

Let’s take a look at another concrete example. It aggregates 10-second resolution data to
30-second resolution data.

metric | timestamp hostname | metric_value
cpu 2021-10-24T19:00:00Z | host-a 10
cpu 2021-10-24T19:00:10Z | host-a 16

cpu 2021-10-24T19:00:20Z | host-a 20
cpu 2021-10-24T19:00:30Z | host-a 30
cpu 2021-10-24T19:00:40Z | host-a 20
cpu 2021-10-24T19:00:50Z | host-a 30

Table 5.4: 10-second resolution data

Rollup from 10 second resolution data to 30 second resolution data.
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‘_melEig__ timestamp hostname | Metric_value (avg) 1
| cpu | 2021-10-24T19:00:00Z | host-a | 19
| cpu | 2021-10-24T19:00:30Z | host-a | 25

Table 5.5: 30-second resolution data

Cold storage

Cold storage is the storage of inactive data that is rarely used. The financial cost for cold
storage is much lower.

In a nutshell, we should probably use third-party visualization and alerting systems, in-
stead of building our own.

Alerting system

For the purpose of the interview, let’s look at the alerting system, shown in Figure 5.19

below.

Iy
@ Cache

Rule config files Email

@
Text Message
Alert Consumer }-—(:}"
Alert store PageDuty

(3

¥

HTTPS Endpoints

Figure 5.19: Alerting system

The alert flow works as follows:

1. Load config files to cache servers. Rules are defined as config files on the disk. YAML
[29] is a commonly used format to define rules. Here is an example of alert rules:

- pname: instance_down
rules:

# Alert for any instance that is unreachable for >5
minutes.
- alert: instance_down

expr: up ==

for: 5m

labels:

severity: page

2. The alert manager fetches alert configs from the cache.
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3. Based on config rules, the alert manager calls the query service at a predefined inie,
val. If the value violates the threshold, an alert event is created. The alert manag,,

is responsible for the following:

- Filter, merge, and dedupe alerts. Here is an example of merging alerts that 5,
triggered within one instance within a short amount of time (instance 1) (Fig,
5.20).

Event 1
Instance 1
disk_usage > 90%

Event 2
Instance 1 Merge —| 1 alert on Instance 1
disk_usage > 90%

Event 3
Instance 1
disk_usage > 90%

Figure 5.20: Merge alerts

« Access control. To avoid human error and keep the system secure, it is essentia]

to restrict access to certain alert management operations to authorized individ-
uals only.

» Retry. The alert manager checks alert states and ensures a notification is sent at
least once.

4. The alert store is a key-value database, such as Cassandra, that keeps the state (in-
active, pending, firing, resolved) of all alerts. It ensures a notification is sent at least
once.

5. Eligible alerts are inserted into Kafka.
6. Alert consumers pull alert events from Kafka.

7. Alert consumers process alert events from Kafka and send notifications over to dif-
ferent channels such as email, text message, PagerDuty, or HT TP endpoints.

Alerting system - build vs buy

There are many industrial-scale alerting systems available off-the-shelf, and most provide
tight integration with the popular time-series databases. Many of these alerting systems
integrate well with existing notification channels, such as email and PagerDuty. In the
real world, it is a tough call to justify building your own alerting system. In interview
settings, especially for a senior position, be ready to justify your decision.
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Visualization system

Visualization is built on top of the data layer. Metrics can be shown on the metrics dash
board over various time scales and alerts can be shown on the alerts dashboard. Figure
5.21 shows a dashboard that displays some of the melrics like the current server requests.
memory/CPU utilization, page load time, traffic. and login information [30)]
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Figure 5.21: Grafana Ul

A high-quality visualization system is hard to build. The argument for using an off-
the-shelf system is very strong. For example, Grafana can be a very good system for
this purpose. It integrates well with many popular time-series databases which you can
buy.

Step 4 - Wrap Up

In this chapter, we presented the design for a metrics monitoring and alerting system.
At a high level, we talked about data collection, time-series database, alerts, and visu-
alization. Then we went in-depth into some of the most important techniques/compo-

nents:

+ Pull vs pull model for collecting metrics data.
« Utilize Kafka to scale the system.

+ Choose the right time-series database.
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« Use downsampling to reduce data size.

« Build vs buy options for alerting and visualization systems.

We went through a few iterations to refine the design, and our final design looks like

this:
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Figure 5.22: Final design
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Congratulations on getting this far! Now give yourself a pat on the back. Good job!
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6 Ad Click Event Aggregation

With the rise of Facebook, YouTube, TikTok, and the online media economy, digital ad-
vertising is taking an ever-bigger share of the total advertising spending. As a result,
tracking ad click events is very important. In this chapter, we explore how to design an
ad click event aggregation system at Facebook or Google scale.

Before we dive into technical design, let’s learn about the core concepts of online ad-
vertising to better understand this topic. One core benefit of online advertising is its
measurability, as quantified by real-time data.

Digital advertising has a core process called Real-Time Bidding (RTB), in which digital
advertising inventory is bought and sold. Figure 6.1 shows how the online advertising
process works.

Demand Side : T Suppy Sice

' osP E ! SsP e T
| | Advertiser ™" (pemand Side Platform) | Ad Exchange [+ g,00ly Side Platiorm) |~ Paee L

Figure 6.1: RTB process

The speed of the RTB process is important as it usually occurs in less than a second.

Data accuracy is also very important. Ad click event aggregation plays a critical role in
measuring the effectiveness of online advertising, which essentially impacts how much
money advertisers pay. Based on the click aggregation results, campaign managers
can control the budget or adjust bidding strategies, such as cha‘m_gmg‘ targe_ted Ell:lf.'.]l-
ence groups, keywords, etc. The key metrics used in online advertising, mciudmgd (,‘111(‘2]{};
through rate (CTR) [1] and conversion rate (CVR) [2], depend on aggregated ad clic
data.

Step 1 - Understand the Problem and Establish Design Scope

, » rrow down the
The following set of questions helps to clarify requirements and na

scope.
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Candidate: What is the format of the input dala?

Interviewer: It's a log file located in different servers and the Tatest click eve »
appended to the end of the log file. The event has the following attributes al i
click_timestamp, user_id, ip, and country.

Candidate: What's the data volume?
Interviewer: 1 billion ad clicks per day and 2 million ads in total. The number of
click events grows 30% year-over-year.

Candidate: What are some of the most important queries to support”
Interviewer: The system needs to support the following 3 queries:
« Return the number of click events for a particular ad in the last A/ minutes,

« Return the top 100 most clicked ads in the past 1 minute. Both parameters should b
configurable. Aggregation occurs every minute.

» Support data filtering by ip, user_id, or country for the above two queries.

Candidate: Do we need to worry about edge cases? I can think of the following:

» There might be events that arrive later than expected.
« There might be duplicated events.

« Different parts of the system might be down at any time, so we need to consider
system recovery.

Interviewer: That’s a good list. Yes, take these into consideration.

Candidate: What is the latency requirement?

Interviewer: A few minutes of end-to-end latency. Note that latency requirements
for RTB and ad click aggregation are very different. While latency for RTB is usually
less than one second due to the responsiveness requirement, a few minutes of latency is
acceptable for ad click event aggregation because it is primarily used for ad billing and
reporting,.

With the information gathered above, we have both functional and non-functional re-
quirements.

Functional requirements

Aggregate the number of clicks of ad_id in the last M minutes.

Return the top 100 most clicked ad_id every minute.

Support aggregation filtering by different attributes.

Dataset volume is at Facebook or Google scale (see the back-of-envelope estimation
section below for detailed system scale requirements).

.

L]

Non-functional requirements

+ Correctness of the aggregation result is important as the data is used for RTB and
ads billing.
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« Properly handle delayed or duplicate events,
+ Robustness. The system should be resilient to partial failures.

» Latency requirement. End-to-end latency should be a few minutes, al most.

Back-of-the-envelope estimation

Let’s do an estimation to understand the scale of the system and the potential challenges
we will need to address.

-

1 billion DAU (Daily Active Users).

+ Assume on average each user clicks 1 ad per day. That’s 1 billion ad click events per
day.

9
L TR, W

105 seconds in a day Hime

Assume peak ad click QPS is 5 times the average number. Peak QPS = 50,000 QPS.

» Assume a single ad click event occupies (.1KB storage. Daily storage requirement
is: 0.1KB X 1 billion = 100GB. The monthly storage requirement is about 3TB.

Step 2 - Propose High-level Design and Get Buy-in
In this section, we discuss query API design, data model, and high-level design.
Query API design

The purpose of the API design is to have an agreement between the client and the server.
In a consumer app, a client is usually the end-user who uses the product. In our case,
however, a client is the dashboard user (data scientist, product manager, advertiser, etc.)
who runs queries against the aggregation service.

Let’s review the functional requirements so we can better design the APIs:

« Aggregate the number of clicks of ad_id in the last M minutes.
« Return the top N most clicked ad_ids in the last M minute.
+ Support aggregation filtering by different attributes.

We only need two APIs to support those three use cases because filtering (the last re-
quirement) can be supported by adding query parameters to the requests.

API 1: Aggregate the number of clicks of ad_id in the last A/ minutes.

API Detail

r Return aggregated event count for
GET /v1/ads/{:ad_id}/aggregated_count ¥ givarad 1

Table 6.1: API for aggregating the number of clicks

Request parameters are:
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Field
! from
to

filter

Anidentifier for different fillering strategies. o

Table 6.2: Request parameters for /v1/ads/{:ad_id}/aggregated count

Description

Start minute (default is now minus 1 minute) . I

End minute (default is now) I

example, filter = 8081 filters out non-US clicks

lype

!

IF ML

Response:
Field " Description - . . Type
ad_id The identifier of the ad | slring
- 3 =1 =1 B W ; 2] | 1
— Th.e aggregated count between the start and enc | ot
b minutes

API 2: Return top N most clicked ad_ids in the last A/ minutes

API Detail

LGET /v1/ads/popular_ads

last M minutes

Table 6.4: API for /v1/ads/popular_ads

Request parameters are:

Table 6.3: Response for /v1/ads/{:ad_id}/aggregated_count

Return top N most clicked ads in the |

Field Description | Type |
count Top N most clicked ads o | integer |
window | The aggregation window size (M) in minutes | integer
filter | Anidentifier for different filtering strategies ~ long

Table 6.5: Request parameters for /v1/ads/popular_ads
Response:
Field Description - _- T):’PE:J]
ad_ids | A list of the most clicked ads | array |
Table 6.6: Response for /v1/ads/popular_ads
Data model
There are two types of data in the system: raw data and aggregated data.
Raw data
Below shows what the raw data looks like in log files:
[AdClickEvent] ad8@1, 2021-81-81 88:80:81, user 1 , 207.148.22.22, USA

162 | Chapter 6.

Ad Click Event Aggregation




Table 6.7 lists what the data fields look like in a structured way. Data is scatlered on
different application servers.

ad_____i—d cliclz___timcstamp uscr_id ip cdu}]ﬁ |
add@l1 | 2021-01-01 00:00:01 | userl 207.148.22.22 | USA
~ade@1 | 2021-01-01 00:00:02 | user 2{1?.148.22;22” USA
add@2 | 2021-01-01 00:00:02 | wuser2 | 209.153.56.11 | USA
Table 6.7: Raw data
Aggregated data

Assume that ad click events are aggregated every minute. Table 6.8 shows the aggregated

result.

ad_id | click_minute | count
adBB1 | 202101010000 H
adBe1 | 202101010001 i

Table 6.8: Aggregated data

To support ad filtering, we add an additional field called filter_id to the table. Records
with the same ad_id and click_minute are grouped by filter_id as shown in Table 6.9,
and filters are defined in Table 6.10.

ad_id | click_minute | filter_id | count
addB81 | 202101010000 0012 2
adean 202101010000 8623 3
addd1 | 202101010001 8812 i
adeg1 202101010001 8823 6

Table 6.9: Aggregated data with filters

filter_id | region | ip | user_id |
8812 US 0012 *
9813 * 0023 | 123.1.2.3

Table 6.10: Filter table

To support the query to return the top /N most clicked ads in the last A/ minutes, the
following structure is used.
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Let’s examine the raw data first, Even though we don't need to query the raw data during
normal operations, it is useful for data scientists or machine learning engineers to study
user response prediction, behavioral targeting, relevance feedback, etc. [4].

As shown in the back of the envelope estimation, the average write QPS is 10,000, and
the peak QPS can be 50,000, so the system is write-heavy. On the read side, raw data is
used as backup and a source for recalculation, so in theory, the read volume is low.

Relational databases can do the job, but scaling the write can be challenging. NoSQL
databases like Cassandra and InfluxDB are more suitable because they are optimized for
write and time-range queries.

Another option is to store the data in Amazon $3 using one of the columnar data formats
like ORC [5], Parquet [6], or AVRO [7]. We could put a cap on the size of each file (say,
10GB) and the stream processor responsible for writing the raw data could handle the
file rotation when the size cap is reached. Since this setup may be unfamiliar for many,
in this design we use Cassandra as an example.

For aggregated data, it is time-series in nature and the workflow is both read and write
heavy. This is because, for each ad, we need to query the database every minute to display
the latest aggregation count for customers. This feature is useful for auto-refreshing the
dashboard or triggering alerts in a timely manner. Since there are two million ads in
total, the workflow is read-heavy. Data is aggregated and written every minute by the
aggregation service, so it’s write-heavy as well. We could use the same type of database
to store both raw data and aggregated data.

Now we have discussed query API design and data model, let’s put together the high-level
design.

High-level design

In real-time big data [8] processing, data usually flows into and out of the processing
system as unbounded data streams. The aggregation service works in the same way; the
input is the raw data (unbounded data streams), and the output is the aggregated results
(see Figure 6.2).

Input i Process Output Display
0 Ad count
.E e | (Aggregate every min) —p e i
Log Walcher |—— Push data — Aggregation ! ﬂufﬂ‘ Query Service
i Service | 1.0 100 most clicked Ads :

{Aggrogate every min

Figure 6.2: Aggregation workflow

Asynchronous processing

The design we currently have is s
producers and consumers is not always equ
sudden increase in traffic and the number o
sumers can handle, consumers might get out-of-memory €

ynchronous. This is not good because the capacity of
al. Consider the following case; if there is a
f events produced is far beyond what con-
rrors or experience an unex-
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pected shutdown. If one component in the synchronous link is down. the whaole systep
stops working.

A common solution is to adopt a message queue (Kafka) 1o decouple producers and con
sumers, This makes the whole process asynchronous and producers/consumers can he
scaled independently.

Putting everything we have discussed together, we come up with the high-level design
as shown in Figure 6.3. Log watcher, aggregation service, and database are decoupled by
two message queues. The database writer polls data from the message queue, transforms
the data into the database format, and writes it to the database.

Ad count
Data (Agaregate every min) —

Message
Log Watcher ig Aggregation
ueue :
Service |~ Top 100 most clicked Ads —

(Aggregata every min)

Message
Queue

Pull aggregation results

Database Database
Writer Writer

Aggregation
database

Raw data
database

Query aggregation results

Query
Service
{Dashboard)

Figure 6.3: High-level design

What is stored in the first message queue? It contains ad click event data as shown in
Table 6.13.

[ad_id | click_timestamp | user_id | ip | countrﬂ

Table 6.13: Data in the first message queue

What is stored in the second message queue? The second message queue contains two
types of data:

1. Ad click counts aggregated at per-minute granularity.

| ad_id | click_minute [ count |

Table 6.14: Data in the second message queue
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2. Top N mosl clicked ads aggregated at per-minute granularity.

(update_timo‘_minulr most_clicked ads i

Table 6.15: Data in the second message queue

You might be wondering why we don’t write the aggregated results to the database di
rectly. The short answer is that we need the second message queue like Kafka to achieve
end-to-end exactly once semantics (atomic commit) [9].

Atomic commit
Al eoumd '
. Data = (Apgragata aveny min) ~——y, -
' Message ; Message
Log Watcher | Agaregation g
= : Queue A Queue
L— ' Service Top 100 most clicked Ads

(Aggregate avary ming

Pull aggregation results

Database Database
Wiriter Writer

Raw data Aggregation
database database

Query aggregation results
1
Query
Service
(Dashboard)

Figure 6.4: End-to-end exactly once

Next, let’s dig into the details of the aggregation service.

Aggregation service

The MapReduce framework is a good option to aggregate ad click events. The directed
acyclic graph (DAG) is a good model for it [10]. The key to the DAG model is to break
down the system into small computing units, like the Map/Aggregate/Reduce nodes, as
shown in Figure 6.5.
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Figure 6.5: Aggregation service
Each node is responsible for one single task and it sends the processing result to its
downstream nodes.
Map node

A Map node reads data from a data source, and then filters and transforms the data. For
example, a Map node sends ads with ad_id %2 = 0 to node 1, and the other ads go to
node 2, as shown in Figure 6.6.
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Aggregate
Node 1

e

ad id %2=0
.-'/J
Data
Input
ad_id %62 =1

Figure 6.6: Map operation

You might be wondering why we need the Map node. An alternative option is to set
up Kafka partitions or tags and let the aggregate nodes subscribe to Kafka directly. This
works, but the input data may need to be cleaned or normalized, and these operations
can be done by the Map node. Another reason is that we may not have control over how
data is produced and therefore events with the same ad_id might land in different Kafka
partitions.

Aggregate node

An Aggregate node counts ad click events by ad_id in memory every minute. In the

MapReduce paradigm, the Aggregate node is part of the Reduce. So the map-aggregate-
reduce process really means map-reduce-reduce.

Reduce node

A Reduce node reduces aggregated results from all “Aggregate” nodes to the final result.
For example, as shown in Figure 6.7, there are three aggregation nodes and each contains
the top 3 most clicked ads within the node. The Reduce node reduces the total number
of most clicked ads to 3.
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Figure 6.7: Reduce node

The DAG model represents the well-known MapReduce paradigm. 1t is designed to tak

big data and use parallel distributed computing to turn big data into little- or regular-sizeg
data.

In the DAG model, intermediate data can be stored in memory and diflerent nodes com-
municate with each other through either TCP (nodes running in different processes) or
shared memory (nodes running in different threads).

Main use cases
Now that we understand how MapReduce works at the high level. let’s take a look at

how it can be utilized to support the main use cases:

« Aggregate the number of clicks of ad_id in the last M mins.
» Return top N most clicked ad_ids in the last A/ minutes.
« Data filtering,

Use case 1: aggregate the number of clicks

As shown in Figure 6.8, input events are partitioned by ad_id (ad_id %:3) in Map nodes
and are then aggregated by Aggregation nodes.
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Figure 6.8: Aggregate the number of clicks

Use case 2: return top N most clicked ads

Oulputs

, ad3 was clicked 4 times
in the past 1 minute

i, ad1 was clicked 3 times

In the past 1 minute

ad? was clicked 5 times
in the pasl 1 minute

Figure 6.9 shows a simplified design of getting the top 3 most clicked ads, which can
be extended to top N. Input events are mapped using ad_id and each Aggregate node
maintains a heap data structure to get the top 3 ads within the node efficiently. In the
last step, the Reduce node reduces 9 ads (top 3 from each aggregate node) to the top 3
most clicked ads every minute.
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Figure 6.9: Return top N most clicked ads

Use case 3: data filtering

To support data filtering like “show me the aggregated click count for ad001 within the
USA only”, we can pre-define filtering criteria and aggregate based on them. For example,
the aggregation results look like this for ad881 and ad862:
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" ad_id | click minute | country

. : count
add81 | 202101010001 USA | 100
adBB1 | 202101010001 | GPB 200)

0801 | 202101010001 | others | 3000
adBez 202101[11[]00] USA 10
ad8ez2 | 202101010001 GPB 2F

I

ad0e2 ;Qz;q}olnﬁhi""élhcrs

)
2

Table 6.16: Aggregation results (filter by country)

This technique is called the star schema [11], which is widely used in data warehouge
The filtering fields are called dimensions. This approach has the following benefits:
« It is simple to understand and build.

+ The current aggregation service can be reused to create more dimensions in the sty
schema. No additional component is needed.

» Accessing data based on filtering criteria is fast because the result is pre-calculated

A limitation with this approach is that it creates many more buckets and records, espe-
cially when we have a lot of filtering criteria.

Step 3 - Design Deep Dive

In this section, we will dive deep into the following:

Streaming vs batching

Time and aggregation window

Delivery guarantees

Scale the system

Data monitoring and correctness

Final design diagram

Fault tolerance

Streaming vs batching

The high-level architecture we proposed in Figure 6.3 is a type of stream processing sys
tem. Table 6.17 shows the comparison of three types of systems [12]:
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Services
(Online
system)

Batch system
(offline system)

|
|
- =
|

| Responsiveness

|

Respond to
the client
quickly

No response to the
client needed

‘ Input

User requests

finite size. A large
amount of data

Bounded input with |

Streaming system
(near real-time
system)

No response to the
client needed

Input has no

boundary (infinite
streams)

-

Responses to

Materialized views,

Materialized views,

| Output . aggregated metrics, | aggregated metrics,

\ etc. ete.

| Performance Availability, Thurgiput Threughpue Tateney

| measurement latency e
] Online :

‘i Example Sisiipia MapReduce Flink [13]

1

|
{

Table 6.17: Comparison of three types of systems

In our design, both stream processing and batch processing are used. We utilized stream
processing to process data as it arrives and generates aggregated results in a near real-
time fashion. We utilized batch processing for historical data backup.

For a system that contains two processing paths (batch and streaming) simultaneously,
this architecture is called lambda [14]. A disadvantage of lambda architecture is that
you have two processing paths, meaning there are two codebases to maintain. Kappa
architecture [15], which combines the batch and streaming in one processing path, solves

the problem. The key idea is to handle both real-time data processing and continuous data

reprocessing using a single stream processing engine. Figure 6.10 shows a comparison
of lambda and kappa architecture.

Step 3 - Design Deep Dive | 173



Lambda Architecture )
Batch Layer
”[ EIalchEﬂg'rr:-e_ J

e Serving Layer

i — e = g o i = :‘ | :
|.4p{ k e S S H Serving Backend I"- Dller,r
\ : ! o = 1}

\L ! Streaming Layer

S A AR
~| Real-time Engine [ |

W Data Storage | |

Raw Daté ‘Resulls

Kappa Architecture

i Streaming Layer | Serving Layer

L ]—'S)—'{ Real-time Engine | +—————»| Serving Backend [«———{ Query |

Figure 6.10: Lambda and Kappa architectures

Our high-level design uses Kappa architecture, where the reprocessing of historical data

also goes through the real-time aggregation service. See the “Data recalculation” section
below for details.

Data recalculation

Sometimes we have to recalculate the aggregated data, also called historical data replay.
For example, if we discover a major bug in the aggregation service, we would need to
recalculate the aggregated data from raw data starting at the point where the bug was
introduced. Figure 6.11 shows the data recalculation flow:

1. The recalculation service retrieves data from raw data storage. This is a batched job.

2. Retrieved data is sent to a dedicated aggregation service so that the real-time pro-
cessing is not impacted by historical data replay.

3. Aggregated results are sent to the second message queue, then updated in the aggre-
gation database.
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Figure 6.11: Recalculation service

The recalculation process reuses the data aggregation service but uses a different data
source (the raw data).

Time
We need a timestamp to perform aggregation. The timestamp can be generated in two
different places:

+ Event time: when an ad click happens.

+ Processing time: refers to the system time of the aggregation server that processes
the click event.

Due to network delays and asynchronous environments (data go through a message
queue), the gap between event time and processing time can be large. As shown in Figure
6.12, event 1 arrives at the aggregation service very late (5 hours later).

5 hours later

90 Second

Event Time - @

®

el g e e
i ]

o

[5)]

o e s o il o B =

Processing Time

Figure 6.12: Late events
If event time is used for aggregation, we have to deal with delayed events. If processing

time is used for aggregation, the aggregation result may not be accurate. There is no
perfect solution, so we need to consider the trade-offs.
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Table 6.18: Event time vs processing time

Since data accuracy is very important, we recommend using event time for aggregation,
How do we properly process delayed events in this case? A technique called “watermark”
is commonly utilized to handle slightly delayed events.

In Figure 6.13, ad click events are aggregated in the one-minute tumbling window (sec
the “Aggregation window” section on page 177 for more details). If event time is used
to decide whether the event is in the window, window 1 misses event 2, and window 3
misses event 5 because they arrive slightly later than the end of their aggregation win-
dows.
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Figure 6.13: Miss events in an aggregation window

One way to mitigate this problem is to use “watermark” (the extended rectangles in Fig-
ure 6.14), which is regarded as an extension of an aggregation window. This improves
the accuracy of the aggregation result. By extending an extra 15 second (adjustable) ag-
gregation window, window 1 is able to include event 2, and window 3 is able to include
event 5.

The value set for the watermark depends on the business requirement. A long watermark
could catch events that arrive very late, but it adds more latency to the system. A short
watermark means data is less accurate, but it adds less latency to the system.
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Figure 6.14: Watermark

Notice that the watermark technique does not handle events that have long delays. We
can argue that it is not worth the return on investment (ROI) to have a complicated
design for low probability events. We can always correct the tiny bit of inaccuracy with
end-of-day reconciliation (see “Reconciliation” section on page 189). One trade-off to
consider is that using watermark improves data accuracy but increases overall latency,
due to extended wait time.

Aggregation window

According to the “Designing data-intensive applications” book by Martin Kleppmann
[16], there are four types of window functions: tumbling window (also called fixed win-
dow), hopping window, sliding window, and session window. We will discuss the tum-
bling window and sliding window as they are most relevant to our system.

In the tumbling window (highlighted in Figure 6.15), time is partitioned into same-length,
non-overlapping chunks. The tumbling window is a good fit for aggregating ad click
events every minute (use case 1).
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-
-
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2
i
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s )

— Aggregate Aggregate Aggregate Aggregate
Tumbling Window click count click count click count click count
(1 minute window)

Figure 6.15: Tumbling window

In the sliding window (highlighted in Figure 6.16), events are grouped within a window
that slides across the data stream, according to a specified interval. A sliding window
can be an overlapping one. This is a good strategy to satisfy our second use case; to get
the top N most clicked ads during the last A/ minutes.
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Delivery guarantees

Since the aggregation result is ulilized for billing, data accuracy and completeness are
very important. The system needs to be able to answer questions such as:

» How to avoid processing duplicate events?

- How to ensure all events are processed?

Message queues such as Kafka usually provide three delivery semantics: at-most once,
at-least once, and exactly once.

Which delivery method should we choose?

In most circumstances, at-least once processing is good enough if a small percentage of
duplicates are acceptable.

However, this is not the case for our system. Differences of a few percent in data points
could result in discrepancies of millions of dollars. Therefore, we recommend exactly-
once delivery for the system. If you are interested in learning more about a real-life ad
aggregation system, take a look at how Yelp implements it [17].

Data deduplication

One of the most common data quality issues is duplicated data. Duplicated data can come
from a wide range of sources and in this section, we discuss two common sources.

« Client-side. For example, a client might resend the same event multiple times. Du-
plicated events sent with malicious intent are best handled by ad fraud/risk control
components. If this is of interest, please refer to the reference material [18].

- Server outage. If an aggregation service node goes down in the middle of aggregation
and the upstream service hasn’t yet received an acknowledgment, the same events
might be sent and aggregated again. Let’s take a closer look.

Figure 6.17 shows how the aggregation service node (Aggregator) outage introduces du-
plicate data. The Aggregator manages the status of data consumption by storing the
offset in upstream Kafka.
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Figure 6.17: Duplicate data

If step 6 fails, perhaps due to Aggregator outage, events from 100 to 110 are already sent
to the downstream, but the new offset 110 is not persisted in upstream Kafka. In this case,
anew Aggregator would consume again from offset 100, even if those events are already
processed, causing duplicate data.

The most straightforward solution (Figure 6.18) is to use external file storage, such as
HDFS or S3, to record the offset. However, this solution has issues as well.
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Figure 6.18: Record the offset

In step 3, the aggregator will process events from offset 100 to 110, only if the last offset
stored in external storage is 100. If the offset stored in the storage is 110, the aggregator
ignores events before offset 110.

But this design has a major problem: the offset is saved to HDFS or S3 (step 3.2) before the
aggregation result is sent downstream. If step 4 fails due to Aggregator outage, events
from 100 to 110 will never be processed by a newly brought up aggregator node, since
the offset stored in external storage is 110.

To avoid data loss, we need to save the offset once we get an acknowledgment back from
downstream. The updated design is shown in Figure 6.19.
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Figure 6.19: Save offset after receiving ack

In this design, if the Aggregator is down before step 5.1 is executed, events from 100

to 110 will be sent downstream again. To achieve exactly once processing, We need to
put operations between step 4 to step 6 in one distributed transaction. A distributed
transaction is a transaction that works across several nodes. If any of the operations

fails, the whole transaction is rolled back.
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Figure 6.20: Distributed transaction

As you can see, it's not easy to dedupe data in large-scale systems. IHow to achieve
exactly-once processing is an advanced topic. If you are interested in the details, please
refer to reference material [9].

Scale the system

From the back-of-the-envelope estimation, we know the business grows 30% per year,
which doubles traffic every 3 years. How do we handle this growth? Let’s take a
look.

Our system consists of three independent components: message queue, aggregation ser-
vice, and database. Since these components are decoupled, we can scale cach one inde-
pendently.

Scale the message queue

We have already discussed how to scale the message queue extensively in the “Distributed
Message Queue” chapter, so we’ll only briefly touch on a few points.

Producers. We don’t limit the number of producer instances, so the scalability of pro-
ducers can be easily achieved.

Consumers. Inside a consumer group, the rebalancing mechanism helps to scale the
consumers by adding or removing nodes. As shown in Figure 6.21, by adding two more
consumers, each consumer only processes events from one partition.
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Figure 6.21: Add consumers

When there are hundreds of Kafka consumers in the system, consumer rebalance can be
quite slow and could take a few minutes or even more. Therefore, if more consumers
need to be added, try to do it during off-peak hours to minimize the impact.

Brokers

+ Hashing key
Using ad_id as hashing key for Kafka partition to store events from the same ad_id
in the same Kafka partition. In this case, an aggregation service can subscribe to all
events of the same ad_id from one single partition.

+ The number of partitions
If the number of partitions changes, events of the same ad_id might be mapped to a
different partition. Therefore, it’s recommended to pre-allocate enough partitions in
advance, to avoid dynamically increasing the number of partitions in production.

+ Topic physical sharding
One single topic is usually not enough. We can split the data by geography
(topic_north_america, topic_europe, topic_asia, etc.) or by business type
(topic_web_ads, topic_mobile_ads, etc).

o Pros: Slicing data to different topics can help increase the system throughput.
With fewer consumers for a single topic, the time to rebalance consumer groups
is reduced.

o Cons: It introduces extra complexity and increases maintenance costs.

Scale the aggregation service

In the high-level design, we talked about the aggregation service being a map/reduce
Operation. Figure 6.22 shows how things are wired together.
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Figure 6.22: Aggregation service

If you are interested in the details, please refer to reference material [19]. Aggrega-
tion service is horizontally scalable by adding or removing nodes. Here is an interesting
question; how do we increase the throughput of the aggregation service? There are two

options.

Option 1: Allocate events with different ad_ids to different threads, as shown in Figure

6.23.
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Figure 6.23: Multi-threading

Option 2: Deploy aggregation service nodes on resource providers like Apache Hadoop
YARN [20]. You can think of this approach as utilizing multi- -processing.

Option 1 is easier to implement and doesn’t depend on resource providers. In reality,
however, option 2 is more widely used because we can scale the system by adding more

computing resources.
Scale the database

Cassandra natively supports horizontal scaling, 1
Ing,

n a way similar to consistent hash-
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Figure 6.24: Virtual nodes [21]

Data is evenly distributed to every node with a proper replication factor. Each node saves
its own part of the ring based on hashed value and also saves copies from other virtual
nodes.

If we add a new node to the cluster, it automatically rebalances the virtual nodes among
all nodes. No manual resharding is required. See Cassandra’s official documentation for
more details [21].

Hotspot issue

A shard or service that receives much more data than the others is called a hotspot. This
occurs because major companies have advertising budgets in the millions of dollars and
their ads are clicked more often. Since events are partitioned by ad_id, some aggregation
service nodes might receive many more ad click events than others, potentially causing
server overload.

This problem can be mitigated by allocating more aggregation nodes to process popular
ads. Let’s take a look at an example as shown in Figure 6.25. Assume each aggregation
node can handle only 100 events.

1. Since there are 300 events in the aggregation node (beyond the capacity of a node
can handle), it applies for extra resources through the resource manager.

2. The resource manager allocates more resources (for example, add two more aggre-
gation nodes) so the original aggregation node isn't overloaded.
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3. The original aggregation node split events into 3 groups and each aggregation node
handles 100 events.

4. The result is written back to the original aggregate node.
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Figure 6.25: Allocate more aggregation nodes

There are more sophisticated ways to handle this problem, such as Global-Local Aggre-
gation or Split Distinct Aggregation. For more information, please refer to [22].

Fault tolerance

Let’s discuss the fault tolerance of the aggregation service. Since aggregation happens
in memory, when an aggregation node goes down, the aggregated result is lost as well.
We can rebuild the count by replaying events from upstream Kafka brokers.

Replaying data from the beginning of Kafka is slow. A good practice is to save the “system
status” like upstream offset to a snapshot and recover from the last saved status. In our
design, the “system status” is more than just the upstream offset because we need to store
data like top NV most clicked ads in the past M minutes.

Figure 6.26 shows a simple example of what the data looks like in a snapshot.
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Figure 6.26: Data in a snapshot

With a snapshot, the failover process of the aggregation service is quite simple. [f gpe
aggregation service node fails, we bring up a new node and recover data from the Jy-
est snapshot (Figure 6.27). If there are new events that arrive after the last snapshot
was taken, the new aggregation node will pull those data from the Kafka broker for re.

play.
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Figure 6.27: Aggregation node failover

Data monitoring and correctness

As mentioned earlier, aggregation results can be used for RTB and billing purposes. It’s
critical to monitor the system’s health and to ensure correctness.

Continuous monitoring

Here are some metrics we might want to monitor:

+ Latency. Since latency can be introduced at each stage, it’s invaluable to track times-
tamps as events flow through different parts of the system. The differences between

those timestamps can be exposed as latency metrics.

* Message queue size. If there is a sudden increase in queue size, we may need to add
more aggregation nodes. Notice that Kafka is a message queue implemented as 2
distributed commit log, so we need to monitor the records-la g metrics instead.
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+ System resources on aggregation nodes: CPU, disk, JVM, elc.

Reconciliation

Reconciliation means comparing different sets of data in order to ensure data integrity.
Unlike reconciliation in the banking industry, where you can compare your records with
the bank's records, the result of ad click aggregation has no third-party result to reconcile
with.

What we can do is to sort the ad click events by event time in every partition at the end
of the day, by using a batch job and reconciling with the real-time aggregation result, If
we have higher accuracy requirements, we can use a smaller aggregation window; for
example, one hour. Please note, no matter which aggregation window is used, the result
from the batch job might not match exactly with the real-time aggregation result, since
some events might arrive late (see “Time” section on page 175).

Figure 6.28 shows the final design diagram with reconciliation support.
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Figure 6.28: Final design

Alternative design

In a generalist system design interview, you are not expected to know the internals of dif-
ferent pieces of specialized software used in a big data pipeline. Explaining your thought
process and discussing trade-offs is very important, which is why we propose a generic
solution. Another option is to store ad click data in Hive, with an ElasticSearch layer built
for faster queries. Aggregation is usually done in OLAP databases such as ClickHouse
(23] or Druid [24]. Figure 6.29 shows the architecture.
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For more detail on this, please refer lo reference material [25].

Step 4 - Wrap Up

In this chapter, we went through the process of designing an ad click event aggregation
system at the scale of Facebook or Google. We covered:

+ Data model and API design.

Use MapReduce paradigm to aggregate ad click events.

Scale the message queue, aggregation service, and database.
Mitigate hotspot issue.

Monitor the system continuously.

L]

Use reconciliation to ensure correctness.

Fault tolerance.

The ad click event aggregation system is a typical big data processing system. It will be
easier to understand and design if you have prior knowledge or experience with industry-
standard solutions such as Apache Kafka, Apache Flink, or Apache Spark.

Congratulations on getting this far! Now give yourself a pat on the back. Good job!
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7 Hotel Reservation System

In this chapter, we design a hotel reservation system for a hotel chain such as Marriott
International. The design and techniques used in this chapter are also applicable to other
popular booking-related interview topics:

« Design Airbnb
« Design a flight reservation system

« Design a movie ticket booking system

Step 1 - Understand the Problem and Establish Design Scope

The hotel reservation system is complicated and its components vary based on business

use cases. Before diving into the design, we should ask the interviewer clarification ques-
tions to narrow down the scope.

Candidate: What is the scale of the system?

Interviewer: Let’s assume we are building a website for a hotel chain that has 5,000
hotels and 1 million rooms in total.

Candidate: Do customers pay when they make reservations or when they arrive at the
hotel?

Interviewer: For simplicity, they pay in full when they make reservations.

Candidate: Do customers book hotel rooms through the hotel’s website only? Do we
need to support other reservation options such as phone calls?

Interviewer: Let’s assume people could book a hotel room through the hotel website
or app.

Candidate: Can customers cancel their reservations?
Interviewer: Yes.

Candidate: Are there any other things we need to consider?

Interviewer: Yes, we allow 10% overbooking. In case you do not know, overbooking
means the hotel will sell more rooms than they actually have. Hotels do this in anticipa-
tion that some customers will cancel their reservations.
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Candidate: Since we have limited time, I assume the hotel room search is not in scope
We focus on the following features.

« Show the hotel-related page.

» Show the hotel room-related detail page.

» Reserve a room.

» Admin panel to add/remove/update hotel or room info.

» Support the overbooking feature,

Interviewer: Sounds good.

Interviewer: Onc more thing, hotel prices change dynamically. The price of a hotel
room depends on how full the hotel is expected to be on a given day. For this interview,
we can assume the price could be different each day.

Candidate: I'll keep this in mind.

Next, you might want to talk about the most important non-functional require-
ments.

Non-functional requirements

» Support high concurrency. During peak season or big events, some popular hotels
may have a lot of customers trying to book the same room.

« Moderate latency. It’s ideal to have a fast response time when a user makes the reser-
vation, but it’s acceptable if the system takes a few seconds to process a reservation
request.

Back-of-the-envelope estimation
« 5,000 hotels and 1 million rooms in total.

+ Assume 70% of the rooms are occupied and the average stay duration is 3 days.

- Estimated daily reservations: — ot X 0T 993 333 (rounding up to

~ 240,000) 3

240,000

10° seconds in a day
reservation transaction per second (TPS) is not high.

=~ 3. As we can see, the average

» Reservations per second =

Next, let’s do a rough calculation of the QPS of all pages in the system. There are three
steps in a typical customer flow:

1. View hotel/room detail page. Users browse this page (query).

2. View the booking page. Users can confirm the booking details, such as dates, number
of guests, payment information before booking (query).

3. Reserve a room. Users click on the “book” button to book the room and the room is
reserved (transaction).
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Let's assume around 10% of the users reach the next step and 90% of users drop off
the flow before reaching the final step. We can also assume that no prefetching feature
(prefetching the content before the user reaches the next step) is implemented. Figure
7.1 shows a rough estimation of what the QPS looks like for different steps. We know
the final reservation TPS is 3 so we can work backward along the funnel. The QPS of the
order confirmation page is 30 and the QPS for the detail page is 300.

View hotel/room detail
(QPS=300)

Order booking page
(QPS=30)

Reserve rooms
(QPS=3)

Figure 7.1: QPS distribution

Step 2 - Propose High-level Design and Get Buy-in

In this section, we’ll discuss:

« API design
« Data models

+ High-level design

API design

We explore the API design for the hotel reservation system. The most important APIs
are listed below using the RESTful conventions.

Note that this chapter focuses on the design of a hotel reservation system. For a complete
hotel website, the design needs to provide intuitive features for customers to search for
rooms based on a large array of criteria. The APIs for these search features, while impor-
tant, are not technically challenging. They are out of scope for this chapter.

Hotel-related APIs
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AP 1
"GET /v1/hotels/ID Get detailed information about a hotel. |
e —tT - 1

Add a new hotel. This API is only available 1o
hotel stafT.

_[Il_*_-dﬁﬁ hotel information. This API is only avail- |
able to hotel staff,

POST /v1/hotels

PUT /v1/hotels/ID

DELETE /v1/hotels/ID

| Delete a hotel. This AP is only available to hotel |
staff. ‘

Table 7.1: Hotel-related APIs

Room-related APIs

API - Detail ]

— |

GET /v1 jhotels!ID{tonmsZID | Get detailed information about a rf__m_m. )
POST /v1/hotels/ID/rooms

staff.

PUT /v1/hotels/ID/rooms/ID Update room information. This API is only avail-
able to hotel staff.

DELETE Delete a room. This API is only available to hotel
/v1/hotels/ID/rooms/1D staff. B

Table 7.2: Hotel-related APIs

Reservation related APls

API Detail

GET /v1/reservations Get the reservation history of the logged-in user.
GET /v1/reservations/ID Get detailed information about a reservation.
POST /v1/reservations Make a new reservation.

DELETE /v1/reservations/ID | Cancel a reservation. : ]

Table 7.3: Reservation-related APIs

Making a new reservation is a very important feature. The request parameters of making
a new reservation (POST /v1/reservations) could look like this.

{
"startDate": "2821-84-28",

"endDate":"2821-84-38",
"hotelID":"245",
"roomID":"U12354673389",
"reservationID":"13422445"

}

Please note reservationID is used as the idempotency key to prevent double booking.
Double booking means multiple reservations are made for the same room on the same
day. The details are explained in the “Concurrency issue” section on page 206.

198 | Chapter 7. Hotel Reservation System



Data model

Before we decide which database to use, let’s take a close look at the data access patterns.
For the hotel reservation system, we need to support the following queries:

Query 1: View detailed information about a hotel.

Query 2: Find available types of rooms given a date range.
Query 3: Record a reservation.

Query 4: Look up a reservation or past history of reservations.

From the back-of-the-envelope estimation, we know the scale of the system is not large
but we need to prepare for traffic surges during big events. With these requirements in
mind, we choose a relational database because:

+ Arelational database works well with read-heavy and write less frequently workflow.
This is because the number of users who visit the hotel website/apps is a few orders
of magnitude higher than those who actually make reservations. NoSQL databases

are generally optimized for writes and the relational database works well enough for
read-heavy workflow.

« A relational database provides ACID (atomicity, consistency, isolation, durability)
guarantees. ACID properties are important for a reservation system. Without those
properties, it’s not easy to prevent problems such as negative balance, double charge,
double reservations, etc. ACID properties make application code a lot simpler and

make the whole system easier to reason about. A relational database usually provides
these guarantees.

« A relational database can easily model the data. The structure of the business data
is very clear and the relationship between different entities (hotel, room, room_type,
etc) is stable. This kind of data model is easily modeled by a relational database.

Now that we have chosen the relational database as our data store, let's explore the
schema design. Figure 7.2 shows a straightforward schema design and it is the most
natural way for many candidates to model the hotel reservation system.
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Hotel Service Rate Service

' oo -
: - Lo
| I ¥
i hotel E E ruom"_type_raf.e_ | 5 é guest
bescoues 8 S ) . Sy P '
:' hotel_id PK ' : hotel_id PK . ' guest_id PK
¢ | name : | date PK : ' | firsl_name !
E address E ' | rate : E last_ name :
1 | location : :_ ____________________ ; ! | email !
' ; ' |
| o | St '
i ' ' Reservation Service |
€ 9 '
E room 1: i reservation E
E room_id PK i : reservation_id PK '
' | room_type id ' 1 |hotel_id :
Tr floor ! :’ room_id -
i | number i E start_dale E
3 hotel_id ! ' |end_date :
' | name i1 |status |
E is_available E E guest_id E
M j el | :

Figure 7.2: Database schema

Most attributes are self-explanatory and we will only explain the status field in the reser-
vation table. The status field can be in one of these states: pending. paid, refunded,
canceled, rejected. The state machine is shown in Figure 7.3.

Pending

Canceled Paid Rejected

4

Refunded

Figure 7.3: Reservation status

This schema design has a major issue. This data model works for companies like Airbnb
as room_id (might be called 1isting_id)is given when users make reservations. However,
this isn’t the case for hotels. A user actually reserves a type of room in a given hotel
instead of a specific room. For instance, a room type can be a standard room, king-size
room, queen-size room with two queen beds, etc. Room numbers are given when the
guest checks in and not at the time of the reservation. We need to update our data model
to reflect this new requirement. See “Improved data model” in the deep dive section on
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page 203 for more details.

High-level design

We use the microservice architecture for this hotel reservation system. Over the pasi
few years, microservice architecture has gained great popularity. Companies that use
microservice include Amazon, Netflix, Uber, Airbnb, Twitter, etc. If you want to learn
more about the benefits of a microservice architecture, you can check out some good
resources [1] [2] .

Our design is modeled with the microservice architecture and the high-level design dia-

gram is shown in Figure 7.4.

Internal

Public | Private
External CDN
Public API
Gat;cway Internal AP|
. ; Reservation Payment Hotel Management
Hotel Service Rate Service Sandcs Samica Sarics
Hotel Cache Hotel DB Rate DB Reservation DB Payment DB

Figure 7.4: High-level design

We will briefly go over each component of the system from top to bottom.

User: a user books a hotel room on their mobile phone or computer.

Admin (hotel staff): authorized hotel staff perform administrative operations such as
refunding a customer, canceling a reservation, updating room information, etc.

CDN (content delivery network): for better load time, CDN is used to cache all static
assets, including javascript bundles, images, videos, HTML, etc.

Public API Gateway: this is a fully managed service that supports rate limiting, au-
thentication, etc. The API gateway is configured to direct requests to specific ser-
vices based on the endpoints. For example, requests to load the hotel homepage are
directed to the hotel service and requests to book a hotel room are routed to the
reservation service.

Internal APIs: those APIs are only available for authorized hotel staff. They are
accessible through internal software or websites. They are usually further protected
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by a VPN (virtual private network).

« Hotel Service: this provides detailed information on hotels and rooms. ool and
and
room data are generally static, so can be easily cached.

« Rate Service: this provides room rates for different future dates. An interesting i
B 14r]
about the hotel industry is that the price of a room depends on how full the hate] 5
]
expected to be for a given day.

« Reservation Service: receives reservation requests and reserves the hotel rooms, Th;.
service also tracks room inventory as rooms are reserved or reservations are can-
celed.

« Payment Service: executes payment from a customer and updates the reservatioy,
status to paid once a payment transaction succeeds, or rejected if the transactioy
fails.

« Hotel Management Service: only available to authorized hotel staff. Hotel staff are
eligible to use the following features: view the record of an upcoming reservation,
reserve a room for a customer, cancel a reservation, etc.

For clarity, Figure 7.4 omits many arrows of interactions between microservices. For
example, as shown in Figure 7.5, there should be an arrow between Reservation service
and Rate service. Reservation service queries Rate service for room rates. This is used to
compute the total room charge for a reservation. Another example is that there should
be many arrows connecting the Hotel Management Service with most of the other ser-
vices. When an admin makes changes via Hotel Management Service, the requests are
forwarded to the actual service owning the data, to handle the changes.

Reservation Hotel Management
Service Service
: ; - Reservation
Rate Service Hotel Service Rate Service Bamice: | 1 e

Figure 7.5: Connections between services

For production systems, inter-service communication often employs a modern and high-
performance remote procedure call (RPC) framework like gPRC. There are many benefits
to using such frameworks. To learn more about gPRC in particular, check out [3].

Step 3 - Design Deep Dive

Now we’ve talked about the high-level design, let’s go deeper into the following.

- Improved data model

« Concurrency issues
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« Scaling the system

. Resolving data inconsistency in the microservice architecture

Improved data model

As mentioned in the high-level design, when we reserve a hotel room, we actually reserve
a type of room, as opposed to a specific room. What do we need to change about the API
and schema to accommodate this?

For the reservation API, roonID is replaced by roomTypelID in the request parameter. The
AP to make a reservation looks like this:

PPST /v1/reservations

Request parameters:

"startDate": "2821-84-28",
"endDate":"2821-84-38",
"thElID“:“z‘;5",
"roomTypeID":"12354673389",
"reservationID":"13422445"

}

The updated schema is shown in Figure 7.6.

We'll briefly go over some of the most important tables.

i i Lo
': Hotel Service . : Rate Service : 4 Guest Service I
! i
i hotel E E room_type_rate i E guest i
H 1 | —
| hotel_id PK : ' hotel_id PK : ! | quest_id PK
! |name . ' date PK E ! | first_name l
‘: address i i rate ' E last_name :’
! | location A e ! | email :
(] ]
' eem— ;
| U B e .'
E E E Reservation Service i
i room i i room_type_inventory reservation :'
[
i room_id PK i i hotel_id reservation_id PK i
1 | room_type_id ' | |room_type_id hotel_id !
' | floor ! | |date room_type_id i
E number i E total_inventory starl_date E
' | hotel_id ' 1 | total_reserved end_date "
E name E E status :
E is_avallable E i guest_id E
| (R ;

Figure 7.6: Updated schema

room: contains information regarding a room.
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room_type_rate: stores price data for a specific room type, for future dates.
reservation: records guest reservation data.

room_type_inventory: stores inventory data about hotel rooms. This table is very impqr.
tant for the reservation system, so let’s take a close look at each column.

« hotel_id: ID of the hotel
» room_type_id: ID of a room type.
- date: a single date.

« total_inventory: the total number of rooms minus those that are temporarily taken
off the inventory. Some rooms might be taken off from the market for maintenance,

- total_reserved: the total number of rooms booked for the specified hotel ig,
room_type_id, and date.

There are other ways to design the room_type_inventory table, but having one row per
date makes managing reservations within a date range and queries easy. As shown in
Figure 7.6, (hotel_id, room_type_id, date) is the composite primary key. The rows of the
table are pre-populated by querying the inventory data across all future dates within 2

years. We have a scheduled daily job that pre-populates inventory data when the dates
advance further.

Now that we've finalized the schema design, let’s do some estimation about the storage
volume. As mentioned in the back-of-the-envelope estimation, we have 5,000 hotels.
Assume each hotel has 20 types of rooms. That’s (5,000 hotels x 20 types of rooms x2
years x365 days) = 73 million rows. 73 million is not a lot of data and a single database
1s enough to store the data. However, a single server means a single point of failure. To

achieve high availability, we could set up database replications across multiple regions
or availability zones.

Table 7.4 shows the sample data of the room_type_inventory table.

hotel_id | room_type_id date total_inventory tt;ta_l_;'@ij
211 1001 2021-06-01 100 80 |
211 1001 2021-06-02 100 82
211 1001 2021-06-03 100 86 :
211 1001 e |
211 1001 2023-05-31 100 — 0 |
211 1002 2021-06-01 200 164
2210 101 2021-06-01 30 23
2210 101 2021-06-02 30 2% |

Table 7.4: Sample data of the room_type_inventory table

The room_type_inventory table is utilized to check if a customer can reserve a specific
type of room or not. The input and output for a reservation might look like this:
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« Input:  startDate (2021-07-01), endDate (2021-07-03), roomTypeld, hotelld,
number0fRoomsToReserve

« Output: True if the specified type of room has inventory and users can book it. Oth-
erwise, it returns False.

From the SQL perspective, it contains the following two steps:

1. Select rows within a date range

SELECT date, total_inventory, total_reserved

FROM room_type_inventory

WHERE room_type_id = ${roomTypeld} AND hotel_id = ${
hotelId}

AND date between ${startDate} and ${endDate}

This query returns data like this:

date total_inventory | total reserved
2021-07-01 100 97
2021-07-02 100 96
2021-07-03 100 95

Table 7.5: Hotel inventory

2. For each entry, the application checks the condition below:

if ((total_reserved + ${numberOfRoomsToReserve}) <=
total_inventory)

If the condition returns True for all entries, it means there are enough rooms for each
date within the date range.

One of the requirements is to support 10% overbooking. With the new schema, it is easy
to implement:

if ((total_reserved + ${numberOfRoomsToReserve}) <= 118% *
total_inventory)

At this point, the interviewer might ask a follow-up question: “if the reservation data is
too large for a single database, what would you do?” There are a few strategies:

+ Store only current and future reservation data. Reservation history is not frequently
accessed. So they can be archived and some can even be moved to cold storage.

+ Database sharding. The most frequent queries include making a reservation or
looking up a reservation by name. In both queries, we need to choose the hotel
first, meaning hotel_id is a good sharding key. The data can be sharded by
hash(hotel_id) % number_of_servers.
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Concurrency issues
Another importanl problem to look at is double booking. We need to solve twe Prob

lems:
1. The same user clicks on the book button multiple times.
2. Multiple users try to book the same room at the same time.

Let's take a look at the first scenario. As shown in Figure 7.7, two reservations
! ns

Ale
made.

User's first click User's second click raaarvation
resarvation id
hoted] ]
mom hpe il
gtart date
end date
status

INSERT INTO RESERVATION INSERT INTO RESERVATION ( et
121, 121,
2. 2,
3, 3,
2021-06-01, 2021-06-01,
2021-06-04, 2021-06-04,
pending_pay, pending_pay,
guesti guesti
) )

row 1: 121, 2, 3, 2021-06-01, 2021-06-04, pending_pay, guesti
row 2: 121, 2, 3, 2021-06-01, 2021-06-04, pending_pay, guesti

Figure 7.7: Two reservations are made

There are two common approaches to solve this problem:

« Client-side implementation. A client can gray out, hide or disable the “submit” button
once a request is sent. This should prevent the double-clicking issue most of the time.
However, this approach is not very reliable. For example, users can disable javascript,
thereby bypassing the client check.

« Idempotent APIs. Add an idempotency key in the reservation API request. An APl
call is idempotent if it produces the same result no matter how many times it is
called. Figure 7.8 shows how to use the idempotency key reservation_id to avoid
the double-reservation issue. The detailed steps are explained below.
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SEEHIS——
i
: i
]
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1

1) Generate reservation order ——»

- - @ Show reservation page (reservation_id) - -

————(@3a) Submit reservation (reservation_id) —»

4@ Submit reservation (reservation_id) —x—

Unigue constraint is violated
= (reservation_id)

i
i
1
i
I
i
]
]
1

Figure 7.8: Unique constraint

l. Generate a reservation order. After a customer enters detailed information about
the reservation (room type, check-in date, check-out date, etc) and clicks the “continue
button, a reservation order is generated by the reservation service.

2. The system generates a reservation order for the customer to review. The unique
reservation_id is generated by a globally unique ID generator and returned as part of
the APT response. The UI of this step might look like this:
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Booking.com

Flnal Siap

@ o —O

Almost done, Alex! We just need a
few more details to confirm your
booking.

San Francisco Marriott Marguis Union

Square

Check-in Check-out

Wed, Jul 7, 2021 Sat, Jul 10, 2021

3 nights , 1 room Change dates

King Room No View £R0A
14 % TAX

Towreem fge 22189
2.25 % City tnx 51143

Card Number *

I.:j
o Mo charge - anly needed 1o hold your raoom

Cardholder's name *
| Alex

Expiration date *
MMy

Complete my baoking

Figure 7.9: Confirmation page (Source: [4])

3a. Submit reservation 1. The reservation_id is included as part of the request. It is the
primary key of the reservation table (Figure 7.6). Please note that the idempotency key
doesn’t have to be the reservation_id. We choose reservation_id because it already
exists and works well for our design.

3b. If a user clicks the “Complete my booking” button a second time, reservation 2 is
submitted. Because reservation_id is the primary key of the reservation table, we can
rely on the unique constraint of the key to ensure no double reservation happens.

Figure 7.10 explains why double reservation can be avoided.

208 | Chapter 7. Hotel Reservation System




User's first click User's second click

INSERT INTO RESERVATION ( IIN_S_ERT INTO RESERVATION (
T s G [121,],
2. Z, e .
3, 3,
2021-06-01, 2021-06-01, aat] S
2021-06-04, 2021-06-04, Bt Unique
pending_pay, pending_pay, constraint
guesti guesti violation
L )
| |
v X

Figure 7.10: Unique constraint violation
Scenario 2: what happens if multiple users book the same type of room at the same

time when there is only one room left? Let’s consider the scenario as shown in Figure
1.11.

Step 3 - Design Deep Dive | 209



Time . User 1 User 2
total inventory = 100 (1) L3 [ ] D total_inventory = mi-] '
total reserved = 99 =~ - * total reserved = 0g |

v
) Check room inventory
(2

1 room left

1

o Check room inventory
3 1 room left

J
@ Reserve room:
total reserved +=1

Y

@ Reserve room:
total_reserved += 1

total_inventory = 100 ¥
total_reserved = 100 | & Commit

Y .
. total_inventory = 100
@ CDTm't [ total_reserved = 100

Figure 7.11: Race condition

. Let’s assume the database isolation level is not serializable [5]. User 1 and User 2 fry
to book the same type of room at the same time, but there is only 1 room left. Let’s
call User 1’s execution transaction 1 and User 2’s execution transaction 2. At this
time, there are 100 rooms in the hotel and 99 of them are reserved.

. Transaction 2 checks if there are enough rooms left by checking if (total_reserved +
rooms_to_book) < total_inventory. Since there is 1 more room left, it returns True.

. Transaction 1 checks if there are enough rooms by checking if (total_reserved +
ruoms]_lto_buok] < total_inventory. Since there is 1 more room left, it returns True
as well.

i 'ﬁr}gnsaction 1 reserves the room and updates the inventory: reserved_room becomes

. Then transaction 2 reserves the room. The isolation property in ACID means
database transactions must complete their tasks independently from other transac-
tions. So data changes made by transaction 1 are not visible to transaction 2 until
transaction 1 is completed (committed). So transaction 2 still sees total_reserved
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as 00 and reserves the room by updating the inventory: reserved_room becomes
100 This results in the system allowing both users to book a room, but there is only
| room left.

6. Transaction 1 successfully commits the change.

7 Transaction 2 successfully commits the change.

The solution to this problem generally requires some form of locking mechanism. We
explore the following techniques:

+ Pessimistic locking
« Optimistic locking

« Database constraints

Refore jumping into a fix, let’s take a look at the SQL pseudo-code utilized to reserve a
room. The SQL has two parts:

+ Check room inventory

« Reserve a room

# step 1: check room inventory

SELECT date, total_inventory, total_reserved
FROM room_type_inventory

WHERE room_type_id = ${roomTypeld} AND hotel_id = ${hotelld}
AND date between ${startDate} and ${endDate}

# For every entry returned from step 1

if((total_reserved + ${number0fRoomsToReserve}) > 118% *
total_inventory) {

Rollback
3

# step 2: reserve rooms
UPDATE room_type_inventory

SET total_reserved = total_reserved + ${numberOfRoomsToReserve}

WHERE room_type_id = ${roomTypeld}
AND date between ${startDate} and ${endDate}

Commit

Option 1: Pessimistic locking

The pessimistic locking [6], also called pessimistic concurrency control, prevents simulta-
neous updates by placing a lock on a record as soon as one user starts to update it. Other

users who attempt to update the record have to wait until the first user has released the
lock (committed the changes).

For MySQL, the “SELECT ... FOR UPDATE” statement works by locking the rows returned
by a selection query. Let’s assume a transaction is started by “transaction 1”. Other
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transactions have to wait for transaction 1 to finish before beginning another transaction
A detailed explanation is shown in Figure 7.12.

Time User 1 User 2

Transaction 2

Transaction 1

| [ BEGIN TRANSACTION | | | BeaIN TRANSACTIDN:I E
# check room inventory .
i SELECT ... FOR UPDATE ! : !
! ! Transaction 2 | !
J waits for | # check room inventory i
: # reserve room ; Transaction 1 | | SELECT ... FOR UPDATE | !
: UPDATE query ' to finish ! !
' | COMMIT TRANSACTION | ! l ! !
i 1 i i
______________________________ ! # reserve room

! | Total reserved = 100, cannot| |

i reserve room i

: !

Figure 7.12: Pessimistic locking

In Figure 7.12, the “SELECT ... FOR UPDATE” statement of transaction 2 waits for trans-
action 1 to finish because transaction 1 locks the rows. After transaction 1 finishes,
total_reserved becomes 100, which means there is no room for user 2 to book.

Pros:

« Prevents applications from updating data that is being or has been changed.

. It is easy to implement and it avoids conflict by serializing updates. Pessimistic lock-
ing is useful when data contention is heavy.

Cons:
. Deadlocks may occur when multiple resources are locked. Writing deadlock-free
application code could be challenging.

« This approach is not scalable. If a transaction is locked for too long, other transac-
tions cannot access the resource. This has a significant impact on database perfor-
mance, especially when transactions are long-lived or involve a lot of entities.

Due to these limitations, we do not recommend pessimistic locking for the reservation
system.
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Option 2: Optimistic locking
Optimistic locking [7], also referred to as optimistic concurrency control, allows multiple

concurrent users to attempt to update the same resource.

There are two common ways to implement optimistic locking: version number and times-
tamp. Version number is generally considered to be a better option because the server
clock can be inaccurate over time. We explain how optimistic locking works with version

number.

Figure 7.13 shows a successful case and a failure case.

o 1 " |

. dvi :

Read v1 L Read v1 dat T 9 :
@ N T -
. i piadat
! User 1 ) i i User 1 - i
: Write v2 v Write v2 !
| (?) | | ) =.
i Read v2 L Write v2 5
i > | Conflict i
i _ User2! | 5
i Write v3 b !
| (va) l v2 |
E V" No conflict b X Conflict

.....................................................................................

Figure 7.13: Optimistic locking

1. A new column called version is added to the database table.

2. Before a user modifies a database row, the application reads the version number of
the row.

3. When the user updates the row, the application increases the version number by 1
and writes it back to the database.

4. A database validation check is put in place; the next version number should exceed
the current version number by 1. The transaction aborts if the validation fails and
the user tries again from step 2.

Optimistic locking is usually faster than pessimistic locking because we do not lock the
database. However, the performance of optimistic locking drops dramatically when con-
currency is high.

To understand why, consider the case when many clients try to reserve a hotel room at
the same time. Because there is no limit on how many clients can read the available room
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count, all of them read back the same available room count and the current version num-
ber. When different clients make reservations and write back the results to the database,
only one of them will succeed, and the rest of the clients receive a version check failure
message. These clients have to retry. In the subsequent round of retries, there is only
one successful client again, and the rest have to retry. Although the end result is correct,
repeated retries cause a very unpleasant user experience.

Pros:

« It prevents applications from ediling stale data.

+ We don't need to lock the database resource. There's actually no locking from the
database point of view. It’s entirely up to the application to handle the logic with the
version number.

« Optimistic locking is generally used when the data contention is low. When conflicts
are rare, transactions can complete without the expense of managing locks.

Cons:
« Performance is poor when data contention is heavy.

Optimistic locking is a good option for a hotel reservation system since the QPS for
reservations is usually not high.

Option 3: Database constraints
This approach is very similar to optimistic locking. Let’s explore how it works. In the
room_type_inventory table, add the following constraint:

CONSTRAINT “check_room_count® CHECK((' total_inventory - total_reserved
T o>=8))

Using the same example as shown in Figure 7.14, when user 2 tries to reserve a
room, total_reserved becomes 101, which violates the total_inventory (100)—
total_reserved (101) > 0 constraint. The transaction is then rolled back.
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Time User 1 User 2

:_mal inventory = 100 @ - ® ©) total_inventory = 100
total_reserved = 99 — “ L total reserved = 99_

@ Check room inventory
1 room left

v
@ Check room Inventory
1 room left

@ Reserve room:
total_reserved += 1

(5) Commit
v
Reserve room:
@ total_reserved += 1
X

total_inventory - total_reserved >= 0 constraint is violated

Figure 7.14: Database constraint

Pros

+ Easy to implement.

« It works well when data contention is minimal.

Cons

« Similar to optimistic locking, when data contention is heavy, it can result in a high
volume of failures. Users could see there are rooms available, but when they try
to book one, they get the “no rooms available” response. The experience can be
frustrating to users.

. The database constraints cannot be version-controlled easily like the application
code.

. Not all databases support constraints. It might cause problems when we migrate
from one database solution to another.
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Since this approach is easy lo implement and the data contention for a hatel reserva.
tion is usually not high (low QPS). it is another good option for the hotel reservation

syslem.

Scalability

Usually, the load of the hotel reservation system is not high. However. the interviewer
might have a follow-up guestion: “what if the hotel reservation system is used not juat
for a hotel chain but for a popular travel site such as booking.com or expedia.com?” In
this case. the QPS could be 1.000 times higher.

When the svstem load is high, we need to understand what might become the bottleneck
All our services are stateless, so they can be easily expanded by adding more servers. The
database. however. contains all the states and cannot be scaled up by simply adding more
datahases. Let's explore how to scale the database.

Database sharding

One way to scale the database is to apply database sharding. The idea is to split the data
into multiple databases so that each of them only contains a portion of data.

When we shard a database, we need to consider how to distribute the data. As we can
see from the data model section, most queries need to filter by hotel_id. So a natural
conclusion is we shard data by hotel_id. In Figure 7.15, the load is spread among 16
shards. Assume the QPS is 30.000. After database sharding, each shard handles w_lrg'_n =

1.575 QPS. which is within a single MySQL server’s load capacity.

Reservation
Service

|
i

Shard
[ o | hotel_id % 16 15
i —
Shard Shard
1 14
) — e
e =
2
re—— e
Shard Shard
PR — = 12
S'f‘: e = E”
Shard Shard
5 - 10

Figure 7.15: Database sharding

Caching
The hotel inventory data has an interesting characteristic; only current and future ho-
tel inventory data are meaningful because customers can only book rooms in the near
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future.

So for the storage choice, ideally we want to have a time-to-live (TTL) mechanism to
expire old data automatically. Historical data can be queried on a different database.
Redis is a good choice because TTL and Least Recently Used (LRU) cache eviction policy
help us make optimal use of memory.

If the loading speed and database scalability become an issue (for instance, we are design-
ing at booking.com or Expedia’s scale). we can add a cache layer on top of the database
and move the check room inventory and reserve room logic to the cache layer, as shown
in Figure 7.16. In this design, only a small percentage of the requests hit the inventory
database as most ineligible requests are blocked by the inventory cache. One thing worth
mentioning is that even when there is enough inventory shown in Redis, we still need to
recheck the inventory at the database side as a precaution. The database is the source of
truth for the inventory data.

Reservation
Service

/N

Query inventory Update inventory

Inventory Cache Inventory DB

Figure 7.16: Caching

Let’s first go over each component in this system.

Reservation service: supports the following inventory management APIs:

« Query the number of available rooms for a given hotel, room type, and date range.

« Reserve a room by executing total_reserved +1.

« Update inventory when a user cancels a reservation.

Inventory cache: all inventory management query operations are moved to the inven-
tory cache (Redis) and we need to pre-populate inventory data to the cache. The cache
is a key-value store with the following structure:

bev: hotelID_roomTypeID_{date}

value: the number of available rooms for the given hotel ID,
room type ID and date.

For a hotel reservation system, the volume of read operations (check room inventory)
is an order of magnitude higher than write operations. Most of the read operations are
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answered by the cache
Inventory DB: slores inventory data as the source of truth
New challenges posed by the cache

Adding a cache layer significantly increases the system scalability and thronghput. bt it
alen introduces a new challenge: how 1o maintain data consistency between the database
and the cache

When a user books a room. two operations are executed in the happy path:

1. Querv room inventory to find out if there are enough rooms left. The query runs on
the Inventory cache

(o]

Update inventory data. The inventory DB is updated first. The change is then prop-
agated to the cache asynchronously. This asynchronous cache update could be in-
voked by the application code, which updates the inventory cache after data is saved
to the database. It could also be propagated using change data capture (CDC) [8].
CDC is a mechanism that reads data changes from the database and applies the
changes to another data system. One common solution is Debezium [9]. It uses
a source connector to read changes from a database and applies them to cache solu-
tions such as Redis [10].

Because the inventory data is updated on the database first, there is a possibility that the
cache does not reflect the latest inventory data. For example, the cache may report there
is still an empty room when the database says there is no room left or vice versa.

If you think carefully, you find that the inconsistency between inventory cache an.d
database actually does not matter, as long as the database does the final inventory vali-
dation check.

Let's take a look at an example. Let’s say the cache says there is still an empty room.
but the database says no. In this case, when the user queries the room inventory, they
find there is still room available, so they try to reserve it. When the request reaches the
inventory database, the database does the validation and finds that there is no room left.
In this case, the client receives an error, indicating someone else just booked the last room
before them. When a user refreshes the website, they probably see there is no room left
because the database has synchronized inventory data to the cache, before they click the
refresh button.

Pros

+ Reduced database load. Since read queries are answered by the cache layer, database
load is significantly reduced.

« High performance. Read queries are very fast because results are fetched from mem-
ory.
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Cons

. Maintaining data consistency between the database and cache is hard. We need 1o
think carefully about how this inconsistency affects user experience.

Data consistency among services

In a traditional monolithic architecture [11], a shared relational database is used to ensure
data consistency. In our microservice design, we chose a hybrid approach by having
Reservation Service handle both reservation and inventory APIs so that the inventory
and reservation database tables are stored in the same relational database. As explained
in the “Concurrency issues” section on page 206, this arrangement allows us to leverage
the ACID properties of the relational database to elegantly handle many concurrency
issues that arise during the reservation flow.

However, if your interviewer is a microservice purist, they might challenge this hybrid
approach. In their mind, for a microservice architecture, each microservice has its own
databases as shown on the right in Figure 7.17.

| | Reservation Payment Reservation Inventory Payment
Service Service Service Service Service
Hotel DB Reservation DB Inventory DB Payment DB
Manolithic Architecture Microservice Architecture

Figure 7.17: Monolithic vs microservice

This pure design introduces many data consistency issues. Since this is the first time
we cover microservices, let’s explain how and why it happens. To make it easier to
understand, only two services are used in this discussion. In the real world, there could
be hundreds of microservices within a company. In a monolithic architecture, as shown
in Figure 7.18, different operations can be wrapped in a single transaction to ensure ACID

properties.
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Figure 7.18: Monolithic architecture

However, in a microservice architecture, each service has its own database. One logi-
cally atomic operation can span multiple services. This means we cannot use a single
transaction to ensure data consistency. As shown in Figure 7.19, if the update operation
fails in the reservation database, we need to roll back the reserved room count in the
inventory database. Generally, there is only one happy path, but many failure cases that
could cause data inconsistency.

User Inventory Reservation
& Service Service
== T H

Single i
Transaction
: Reserve room ——
; Single
E Transaction
E. ....................... .
i

Figure 7.19: Microservice architecture

To address the data inconsistency, here is a high-level summary of industry-proven tech-
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niques. If you want to read the details, please refer to the reference malerials.

« Two-phase commit (2PC) [12]. 2PC is a database protocol used to guarantee atomic
(ransaction commit across multiple nodes, i.e., either all nodes succeeded or all nodes
failed. Because 2PC is a blocking protocol, a single node failure blocks the progress
until the node has recovered. It's not performant.

. Saga. A Saga is a sequence of local transactions. Each transaction updates and pub-
lishes a message to trigger the next transaction step. If a step fails, the saga executes
compensating transactions to undo the changes that were made by preceding trans-
actions [13]. 2PC works as a single commit to perform ACID transactions while Saga
consists of multiple steps and relies on eventual consistency.

It is worth noting that addressing data inconsistency between microservices requires
some complicated mechanisms that greatly increase the complexity of the overall design.
It is up to you as an architect to decide if the added complexity is worth it. For this prob-
lem, we decided that it was not worth it and so went with the more pragmatic approach
of storing reservation and inventory data under the same relational database.

Step 4 - Wrap Up

In this chapter, we presented a design for a hotel reservation system. We started by
gathering requirements and calculating a back-of-the-envelope estimation to understand
the scale. In the high-level design, we presented the API design, the first draft of the data
model, and the system architecture diagram. In the deep dive, we explored alternative
database schema design as we realized reservations should be made at the room type
level, as opposed to specific rooms. We discussed race conditions in depth and proposed
a few potential solutions:

« pessimistic locking
« optimistic locking
« database constraints
We then discussed different approaches to scale the system, including database sharding

and using Redis cache. Lastly, we went through data consistency issues in microservice
architecture and briefly went through a few solutions.

Congratulations on getting this far! Now give yourself a pat on the back. Good job!
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8 Distributed Email Service

In this chapter, we design a large-scale email service, such as Gmail, Outlook, or Yahoo
Mail. The growth of the internet has led to an explosion in the volume of emails. In 2020,
Gmail had over 1.8 billion active users and Outlook had over 400 million users worldwide

(1] [2].
m outlook.com M amail.com 9_’ yahoo.com

Figure 8.1: Popular email providers

Step 1 - Understand the Problem and Establish Design Scope

Over the years, email services have changed significantly in complexity and scale. A
modern email service is a complex system with many features. There is no way we
can design a real-world system in 45 minutes. So before jumping into the design, we
definitely want to ask clarifying questions to narrow down the scope.

Candidate: How many people use the product?
Interviewer: One billion users.

Candidate: I think the following features are important:
+ Authentication.
« Send and receive emails.
« Fetch all emails.
« Filter emails by read and unread status.
« Search emails by subject, sender, and body.
« Anti-spam and anti-virus.

Interviewer: That’s a good list. We don’t need to worry about authentication. Let’s
focus on the other features you mentioned.
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Candidate: How do users conneel with mail servers?

Interviewer: Traditionally, users connect with mail servers through native clients that
use SMTP, POP. IMAP, and vendor-specific protocols. Those prnlnmls are legacy Lo some
extent, yet still very popular. For this interview, let’s assume HTTP is used for client and
server communication,

Candidate: Can emails have attachments?
Interviewer: Yes.

Non-functional requirements
Next. let’s go over the most important non-functional requirements.
Reliability. We should not lose email data.

Availability. Email and user data should be automatically replicated across multiple
nodes to ensure availability. Besides, the system should continue to function despite
partial system failures.

Scalability. As the number of users grows, the system should be able to handle the in-
creasing number of users and emails. The performance of the system should not degrade
with more users or emails.

Flexibility and extensibility. A flexible/extensible system allows us to add new fea-
tures or improve performance easily by adding new components. Traditional email pro-
tocols such as POP and IMAP have very limited functionality (more on this in high-level
design). Therefore, we may need custom protocols to satisfy the flexibility and extensi-
bility requirements.

Back-of-the-envelope estimation

Let’s do a back-of-the-envelope calculation to determine the scale and to discover some
challenges our solution will need to address. By design, emails are storage heavy appli-
cations.

1 billion users.

- Assume the average number of emails a person sends per day is 10. QPS for sending

109 x 10
emails = T = 1001{}00.

« Assume the average number of emails a person receives in a day is 40 [3] and the
average size of email metadata is 50 KB. Metadata refers to everything related to an
email, excluding attachment files.

. Assume metadata is stored in a database. Storage requirement for maintaining meta-
data in 1 year: 1 billion users x 40 emails/day x 365 days x 50 KB = 730 PB.

« Assume 20% of emails contain an attachment and the average attachment size is 500
KB.

» Storage for attachments in 1 year is: 1 billion users x40 emails/day x 365 days x
20% x 500 KB = 1,460 PB
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From this back-of-the-envelope calculation, it’s clear we would deal with a lot of data.
So. it’s likely that we need a distributed database solution.

Step 2 - Propose High-level Design and Get Buy-in
In this section, we first discuss some basics about email servers and how email servers

evolve over time. Then we look at the high-level design of distributed email servers. The
content is structured as follows:

« Email knowledge 101
. Traditional mail servers

« Distributed mail servers

Email knowledge 101

There are various email protocols that are used to send and receive emails. Historically,
most mail servers use email protocols such as POP, IMAP, and SMTP.

Email protocols
SMTP: Simple Mail Transfer Protocol (SMTP) is the standard protocol for sending emails
from one mail server to another.

The most popular protocols for retrieving emails are known as Post Office Protocol
(POP) and the Internet Mail Access Protocol (IMAP).

POP is a standard mail protocol to receive and download emails from a remote mail
server to a local email client. Once emails are downloaded to your computer or phone,
they are deleted from the email server, which means you can only access emails on one
computer or phone. The details of POP are covered in RFC 1939 [4]. POP requires mail
clients to download the entire email. This can take a long time if an email contains a

large attachment.

IMAP is also a standard mail protocol for receiving emails for a local email client. When
you read an email, you are connected to an external mail server, and data is transferred
to your local device. IMAP only downloads a message when you click it, and emails are
not deleted from mail servers, meaning that you can access emails from multiple devices.
IMAP is the most widely used protocol for individual email accounts. It works well when
the connection is slow because only the email header information is downloaded until

opened.

HTTPS is not technically a mail protocol, but it can be used to access your mailbox,
particularly for web-based email. For example, it's common for Microsoft Outlook to talk
to mobile devices over HTTPS, on a custom-made protocol called ActiveSync [5].

Domain name service (DNS)

A DNS server is used to look up the mail exchanger record (MX record) for the recipient’s
domain. If you run DNS lookup for gmail.com from the command line, you may get MX
records as shown in Figure 8.2.
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draws-mbpi~ draw$ nslookup
> set q=mx
> gmail.com
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]
MX Priarily Mail servers

Figure 8.2: MX records

The priority numbers indicate preferences, where the mail server with a lower priority
number is more preferred. In Figure 8.2, gmail-smtp-in.1.google.com is used first (pri-
ority 5). A sending mail server will attempt to connect and send messages to this mail
server first. If the connection fails, the sending mail server will attempt to connect to the
mail server with the next lowest priority, which is alt1.gmail-smtp-in.1.google.com
(priority 10).

Attachment

An email attachment is sent along with an email message, commonly with Base64 encod-
ing [6]. There is usually a size limit for an email attachment. For example, Outlook and
Gmail limit the size of attachments to 20MB and 25MB respectively as of June 2021. This
number is highly configurable and varies from individual to corporate accounts. Multi-
purpose Internet Mail Extension (MIME) [7] is a specification that allows the attachment
to be sent over the internet.

Traditional mail servers

Before we dive into distributed mail servers, let’s dig a little bit through the history and
see how traditional mail servers work, as doing so provides good lessons about how to
scale an email server system. You can consider a traditional mail server as a system that
works when there are limited email users, usually on a single server.

Traditional mail server architecture
Figure 8.3 describes what happens when Alice sends an email to Bob, using traditional

email servers.
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Figure 8.3: Traditional mail servers

The process consists of 4 steps:

1. Alice logs in to her Outlook client, composes an email, and presses the “send” button.
The email is sent to the Outlook mail server. The communication protocol between
the Outlook client and the mail server is SMTP.

2. Outlook mail server queries the DNS (not shown in the diagram) to find the address of
the recipient’s SMTP server. In this case, it is Gmail’s SMTP server. Next, it transfers
the email to the Gmail mail server. The communication protocol between the mail
servers is SMTP.

3. The Gmail server stores the email and makes it available to Bob, the recipient.

4. Gmail client fetches new emails through the IMAP/POP server when Bob logs in to
Gmail.

Storage

In a traditional mail server, emails were stored in local file directories and each email
was stored in a separate file with a unique name. Each user maintained a user directory
to store configuration data and mailboxes. Maildir was a popular way to store email
messages on the mail server (Figure 8.4).
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Figure 8.4: Maildir

File directories worked well when the user base was small, but it was challenging to
retrieve and backup billions of emails. As the email volume grew and the file structure
became more complex, disk I/O became a bottleneck. The local directories also don’t
satisfy our high availability and reliability requirements. The disk can be damaged and
servers can go down. We need a more reliable distributed storage layer.

Email functionality has come a long way since it was invented in the 1960s, from text-
based format to rich features such as multimedia, threading [8], search, labels, and more.
But email protocols (POP, IMAP, and SMTP) were invented a long time ago and they were
not designed to support these new features, nor were they scalable to support billions of

USETS.

Distributed mail servers

Distributed mail servers are designed to support modern use cases and solve the prob-
lems of scale and resiliency. This section covers email APIs, distributed email server
architecture, email sending, and email receiving flows.

Email APls

Email APIs can mean very different things for different mail clients, or at different stages
of an email’s life cycle. For example;

« SMTP/POP/IMAP APIs for native mobile clients.

« SMTP communications between sender and receiver mail servers.
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« RESTful API over HTTP for full-featured and interactive web-based email applica
tions.

Due to the length limitations of this book, we cover only some of the most important
APIs for webmail. A common way for webmail to communicate is through the HTTP
protocol.

1. Endpoint: POST /v1/messages

Sends a message to the recipients in the To, Cc, and Bee headers.

2. Endpoint: GET /v1/folders

Returns all folders of an email account.
Response:

[lid: string Unique folder identifier.
name: string  Name of the folder.
According to RFC6154 [9], the default folders can be one of
the following:
All, Archive, Drafts, Flagged, Junk, Sent, and Trash.
user_id: string Reference to the account owner

]
3. Endpoint: GET /v1/folders/{:folder_id}/messages

Returns all messages under a folder. Keep in mind this is a highly simplified API. In
reality, this needs to support pagination.

Response:
List of message objects.
4, Endpoint: GET /v1/messages/{:message_id}

Gets all information about a specific message. Messages are core building blocks for an
email application, containing information about the sender, recipients, message subject,
body, attachments, etc.

Response:

A message’s object.

(

user_id: string // Reference to the account owner.
from: name: string, email: string // <name, email> pair of the sender.
to: [name: string, email: string]  // A list of <name, email> paris

subject: string // Subject of an email

body: string // Message body

is_read: boolean // Indicate if a message is read or not.
J
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Distributed mail server architecture

While it is easy to set up an email server that handles a small number of users, it
difficult to scale beyond one server. This is mainly because traditional email servers were
designed to work with a single server only. Synchronizing dala across servers can be
difficult, and keeping emails from being misclassified as spam by recipients’ mail servers
is very challenging. In this section, we explore how to leverage cloud technologies to
make it easier. The high-level design is shown in Figure 8.5.

CCO

Webmail

https WebSocket

/

Web Real-time
Servers Servers

] 0O ] [

Metadata DB Attachment store  Distributed cache Search store

Storage Layer

Figure 8.5: High-level design

Let us take a close look at each component.
Webmail, Users use web browsers to receive and send emails.

Web servers. Web servers are public-facing request/response services, used to manage
features such as login, signup, user profile, etc. In our design, all email API requests, such
as sending an email, loading mail folders, loading all mails in a folder, etc., go through
web servers.

Real-time servers. Real-time servers are responsible for pushing new email updates
to clients in real-time. Real-time servers are stateful servers because they need to main-
tain persistent connections. To support real-time communication, we have a few op-
tions, such as long polling and WebSocket. WebSocket is a more elegant solution but one
drawback of it is browser compatibility. A possible solution is to establish a WebSocket
connection whenever possible and to use long-polling as a fallback.

Here is an example of a real-world mail server (Apache James [10]) that implements the
JSON Meta Application Protocol (JMAP) subprotocol over WebSocket [11].

Metadata database. This database stores mail metadata including mail subject, body,
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from user, to users, etc. We discuss the database choice in the deep dive section.

Attachment store. We choose object stores such as Amazon Simple Storage Service (S3)
as the attachment store. S3 is a scalable storage infrastructure that’s suitable for storing
large files such as images, videos, files, etc. Attachments can take up to 25 MB in size.
NoSQL column-family databases like Cassandra might not be a good fit for the following
lwo reasons:

« Even though Cassandra supports blob data type and its maximum theoretical size for
a blob is 2GB, the practical limit is less than 1IMB [12].

« Another problem with putting attachments in Cassandra is that we can’t use a row
cache as attachments take too much memory space.

Distributed cache. Since the most recent emails are repeatedly loaded by a client,
caching recent emails in memory significantly improves the load time. We can use Redis
here because it offers rich features such as lists and it is easy to scale.

Search store. The search store is a distributed document store. It uses a data structure
called inverted index [13] that supports very fast full-text searches. We will discuss this
in more detail in the deep dive section.

Now that we have discussed some of the most important components to build distributed
mail servers, let’s assemble together two main workflows.

« Email sending flow.

« Email receiving flow.

Email sending flow

The email sending flow is shown in Figure 8.6.
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Figure 8.6: Email sending flow

1. A user writes an email on webmail and presses the send button. The request is sent
to the load balancer.

2. The load balancer makes sure it doesn’t exceed the rate limit and routes traffic to web
Servers.

3. Web servers are responsible for:
- Basic email validation. Each incoming email is checked against pre-defined rules
such as email size limit.

+ Checking if the domain of the recipient’s email address is the same as the sender.
If it is the same, the web server ensures the email data is spam and virus free. If
so, email data is inserted into the sender’s “Sent Folder” and recipient’s “Inbox
Folder”. The recipient can fetch the email directly via the RESTful APIL There is
no need to go to step 4.

4. Message queues.

4.1. If basic email validation succeeds, the email data is passed to the outgoing queue.
If the attachment is too large to fit in the queue, we could store the attachment
in the object store and save the object reference in the queued message.

4.2. If basic email validation fails, the email is put in the error queue.

5. SMTP outgoing workers pull messages from the outgoing queue and make sure
emails are spam and virus free.
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6. The outgoing email is stored in the "Sent Folder” of the storage layer.

7. SMTP outgoing workers send the email to the recipient mail server.

Each message in the outgoing queue contains all the metadata required to create an email.
A distributed message queue is a critical component that allows asynchronous mail pro-
cessing. By decoupling SMTP outgoing workers from the web servers, we can scale SMTP
outgoing workers independently.

We monitor the size of the outgoing queue very closely. If there are many emails stuck in

the queue, we need to analyze the cause of the issue. Here are some possibilities:

. The recipient’s mail server is unavailable. In this case, we need to retry sending the
email at a later time. Exponential backoff [14] might be a good retry strategy.

« Not enough consumers to send emails. In this case, we may need more consumers
to reduce the processing time.

Email receiving flow

The following diagram demonstrates the email receiving flow.
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| Load batancer }—(2!—*-- SMTP servers  —

-

Moladata Search stomn Artachunert  Latest email

O 0 g e

Database

Storage Layer

Figure 8.7: Email receiving flow

1. Incoming emails arrive at the SMTP load balancer.

2. The load balancer distributes traffic among SMTP servers. Email acceptance policy
can be configured and applied at the SMTP-connection level. For example, invalid
emails are bounced to avoid unnecessary email processing.

3. If the attachment of an email is too large to put into the queue, we can put it into the
attachment store (S3).

4. Emails are put in the incoming email queue. The queue decouples mail processing
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workers from SMTP servers so they can be scaled independently. Moreover, the
queue serves as a buffer in case the email volume surges.

Mail processing workers are responsible for a lot of tasks, including filtering out
spam mails, stopping viruses, ete. The following steps assume an email passed the
validation.

. The email is stored in the mail storage, cache, and object dala store.
. It the receiver is currently online, the email is pushed to real-time servers.

. Real-time servers are WebSocket servers that allow clients to receive new emails in

real-time.

For offline users, emails are stored in the storage layer. When a user comes back
online, the webmail client connects to web servers via RESTful API.

Web servers pull new emails from the storage layer and return them to the client.

Step 3 - Design Deep Dive

Now that we have talked about all the parts of the email server, let’s go deeper into some
key components and examine how to scale the system.

Metadata database
Search
Deliverability
Scalability

Metadata database

In this section, we discuss the characteristics of email metadata, choosing the right
database, data model, and conversation threads (bonus point).

Characteristics of email metadata

236

Email headers are usually small and frequently accessed.

Email body sizes can range from small to big but are infrequently accessed. You
normally only read an email once.

Most of the mail operations, such as fetching mails, marking an email as read, and
searching are isolated to an individual user. In other words, mails owned by a user
are only accessible by that user and all the mail operations are performed by the same
user.

Data recency impacts data usage. Users usually only read the most recent emails.
82% of read queries are for data younger than 16 days [15].

Data has high-reliability requirements. Data loss is not acceptable.
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Choosing the right database

At Gmail or Outlook scale, the database system is usually custom-made to reduce in-
put/output operations per second (IOPS) [16], as this can easily become a major con-
straint in the system. Choosing the right database is not easy. It is helpful to consider all
the options we have on the table before deciding the most suitable one.

. Relational database. The main motivation behind this is to search through emails
efficiently. We can build indexes for email header and body. With indexes, simple
search queries are fast. However, relational databases are typically optimized for
small chunks of data entries and are not ideal for large ones. A typical email is usu-
ally larger than a few KB and can easily be over 100KB when HTML is involved. You
might argue that the BLOB data type is designed to support large data entries. How-
ever, search queries over unstructured BLOB data type are not efficient. So relational
databases such as MySQL or PostgreSQL are not good fits.

« Distributed object storage. Another potential solution is to store raw emails in cloud
storage such as Amazon $3, which can be a good option for backup storage, but it’s

hard to efficiently support features such as marking emails as read, searching emails
based on keywords, threading emails, etc.

« NoSQL databases. Google Bigtable is used by Gmail, so it’s definitely a viable solu-
tion. However, Bigtable is not open sourced and how email search is implemented

remains a mystery. Cassandra might be a good option as well, but we haven't seen
any large email providers use it yet.

Based on the above analysis, very few existing solutions seem to fit our needs perfectly.
Large email service providers tend to build their own highly customized databases. How-
ever, in an interview setting, we won’t have time to design a new distributed database,

though it’s important to explain the following characteristics that the database should
have.

« A single column can be a single-digit of MB.

Strong data consistency.

« Designed to reduce disk I/O.

It should be highly available and fault-tolerant.

It should be easy to create incremental backups.

Data model

One way to store the data is to use user_id as a partition key so data for one user is stored
ona single shard. One limitation of this data model is that messages are not shared among

multiple users. Since this is not a requirement for us in this interview, it’s not something
we need to worry about.

Now let us define the tables. The primary key contains two components, the partition
key, and the clustering key.
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- Partition key: responsible for distributing data across nodes. As a general yle -

want to spread the data evenly.

» Clustering key: responsible for sorting data within a partition.
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+ The first query is to gel all folders for a user.

The second query is o display all emails for a specific folder.

The third query is to create/delete/get a specific email.

The fourth query is to fetch all read or unread emails.
« Bonus point: get conversation threads.
Let’s take a look at them one by one.

Query 1: get all folders for a user.

As shown in Table 8.1, user_id is the partition key, so folders owned by the same user
are located in one partition,

K Partition Key
Ct1 Clustering Key (ascend-
ing)
CJ#+Clustering Key (descend-
4ing)

folders_by_user

user_id uuib K
folder_id UuID
folder_name TEXT

Table 8.1: Folders by user

Query 2: display all emails for a specific folder.

When a user loads their inbox, emails are usually sorted by timestamp, showing the
most recent ones at the top. In order to store all emails for the same folder in one parti-
tion, composite partition key <user_id, folder_id> is used. Another column to note is
email_id. Its data type is TIMEUUID [17], and it is the clustering key used to sort emails
in chronological order.
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emails_by folder

user_id UUID K
folder_id UUID K
email_id TIMEUUID C|
from TEXT

subject TEXT
preview TEXT

is_read BOOLEAN

Table 8.2: Emails by folder

Query 3: create/delete/get an email

Due to space limitations, we only explain how to get detailed information about an email.
The two tables in Table 8.3 are designed to support this query. The simple query looks
like this:

SELECT * FROM emails_by_user WHERE email_id = 123;

An email can have multiple attachments, and these can be retrieved by the combination
of email_id and filename fields.

emails_by_user attachments
user_id uuiD K email_id TIMEUUID C
email_id TIMEUUID Cl filename TEXT K
from TEXT url TEXT
to LIST<TEXT=>
subject TEXT
body TEXT
attachments LIST<filename|size>

Table 8.3: Emails by user

Query 4: fetch all read or unread emails

If our domain model was for a relational database, the query to fetch all read emails would
look like this:
SELECT * FROM emails_by_folder
WHERE user_id = <user_id> and folder_id = <folder_id> and
is_read = true
ORDER BY email_id;

The query to fetch all unread emails would look very similar. We just need to change
is_read = trueto is_read = false in the above query.
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Our data model, however, is designed for NoSQL. A NoSQL database normally only sup-
ports queries on partition and cluster keys, Since is_read in the emails_by_folder table
is neither of those, most NoSQL databases will reject this query.

One way to get around this limitation is to fetch the entire folder for a user and perform
the filtering in the application. This could work for a small email service, but at our
design scale, this does not work well.

This problem is commonly solved with denormalization in NoSQL. To support the read-
/unread queries, we denormalize the emails_by_folder data into two tables as shown in

Table 8.4.

. read_emails: it stores all emails that are in read status.

. unread_emails: it stores all emails that are in unread status.

To mark an UNREAD email as READ, the email is deleted {from unread_emails and then in-
serted to read_emails.

To fetch all unread emails for a specific folder, we can run a query like this:

SELECT * FROM unread_emails
WHERE user_id = <user_id> and folder_id = <folder_id>
ORDER BY email_id;

read_emails [ unread_emails
user_id uuIiD K user_id uuID K
folder_id  UUID K folder_id  UUID K
email_id TIMEUUID C| email_id  TIMEUUID C|
from TEXT from TEXT
subject TEXT subject TEXT
preview TEXT preview TEXT

Table 8.4: Read and unread emails

Denormalization as shown above is a common practice. It makes the application code
more complicated and harder to maintain, but it improves the read performance of these

queries at scale.

Bonus point: conversation threads

Threads are a feature supported by many email clients. It groups email replies with their
original message [8]. This allows users to retrieve all emails associated with one conver-
sation. Traditionally, a thread is implemented using algorithms such as JWZ algorithm
[18]. We will not go into detail about the algorithm, but just explain the core idea behind
it. An email header generally contains the following three fields:
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"headers" {
"Message-Id": "</BAB4B2A-436C-4D12-8B57-8621083C34501@gmail.
com>",
"In-Reply-To": "<CAEWTXuPfN=LzECjDJtgY9VuB3kgFvInJUSHTtS
TWegmail.com>",
"References": ["<7BAB4B2A-43BC-4D12-8B57-862103C3450810gmail

.com>"]
N The value of a message ID. It is generated by a client while
' Message-1d :
; sending a message.
:_In-Repl‘f-Tﬂ The parent Message-Id to which the message replies.
References A list of message IDs related to a thread.

Table 8.5: Email header

With these fields, an email client can reconstruct mail conversations from messages, if
all messages in the reply chain are preloaded.

Consistency trade-off

Distributed databases that rely on replication for high availability must make a funda-
mental trade-off between consistency and availability. Correctness is very important for
email systems, so by design, we want to have a single primary for any given mailbox. In
the event of a failover, the mailbox isn’t accessible by clients, so their sync/update oper-
ation is paused until failover ends. It trades availability in favor of consistency:.

Email deliverability

It is easy to setup a mail server and start sending emails. The hard part is to get emails
actually delivered to a user’s inbox. If an email ends up in the spam folder, it means there
is a very high chance a recipient won't read it. Email spam is a huge issue. According
to research done by Statista [19], more than 50% of all emails sent are spam. If we set
up a new mail server, most likely our emails will end up in the spam folder because a
new email server has no reputation. There are a couple of factors to consider to improve
email deliverability.

Dedicated IPs. It is recommended to have dedicated IP addresses for sending emails.
Email providers are less likely to accept emails from new IP addresses that have no his-
tory.

Classify emails. Send different categories of emails from different IP addresses. For
example, you may want to avoid sending marketing and other important emails from
the same servers because it might make ISPs mark all emails as promotional.

Email sender reputation. Warm up new email server IP addresses slowly to build a
good reputation, so big providers such as Office365, Gmail, Yahoo Mail, etc. are less
likely to put our emails in the spam folder. According to Amazon Simple Email Service
(20], it takes about 2 to 6 weeks to warm up a new IP address.
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Ban spammers quickly. Spammers should be banned quickly before they have a sig.
nificant impact on the server’s reputation.

Feedback processing. It's very important lo set up feedback loops with ISPs so we can
keep the complaint rate low and ban spam accounts quickly. If an email fails to deliver
or a user complains, one of the following outcomes occurs:

« Hard bounce. This mecans an email is rejected by ISP because the recipient’s email
address is invalid.
« Soft bounce. A soft bounce indicates an email failed to deliver due to temporary

conditions, such as ISPs being too busy.

- Complaint. This means a recipient clicks the “report spam” button.

Figure 8.8 shows the process of collecting and processing bounces/complaints. We use
separate queues for soft bounces, hard bounces, and complaints so they can be managed

separately.

Soft bounces

| Bounces and Feedback ;
o Complaints | , processing .

Hard bounces

Complaints

Figure 8.8: Handle feedback loop

Email authentication. According to the 2018 data breach investigation report provided
by Verizon, phishing and pretexting represent 93% of breaches [21]. Some of the common
techniques to combat phishing are: Sender Policy Framework (SPF) [22], DomainKeys
Identified Mail (DKIM) [23], and Domain-based Message Authentication, Reporting and
Conformance (DMARC) [24].

Figure 8.9 shows an example header of a Gmail message. As you can see, the sender
@infob.citi.com is authenticated by SPF, DKIM, and DMARC.
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Message 1D = f

Crealed al. Sun, May 2. 2021 al 6:41 PM (Delivered after 17 seconds)
From Citi Alerts =alerts@info6 cill com> Using XyzMailer
To _@gmai! com>
Subject Your CiH® account statement is ready
[sPr PASS with IP 63,239 204146 L earn more.
| DKIM: 'PASS' with domain infoB.citi com | earn mor
DMARC.: 'PASE" Learn more

Figure 8.9: An example of a Gmail header

You don’t need to remember all those terms. The important thing to keep in mind is that
getting emails to work as intended is hard. It requires not only domain knowledge, but
good relationships with ISPs.

Search

Basic mail search refers to searching for emails that contain any of the entered key-
words in the subject or body. More advanced features include filtering by “From”, “Sub-
ject”. “Unread”, or other attributes. On one hand, whenever an email is sent, received, or
deleted, we need to perform reindexing. On the other hand, a search query is only run
when a user presses the search button. This means the search feature in email systems

has a lot more writes than reads. By comparison with Google search, email search has
quite different characteristics, as shown in Table 8.6.

Scope Sorting Accuracy
Indexing generally

takes time, so some
- Google search | The whole internet | Sort by relevance items may not

show in the search
result immediately. |

Sort by attributes
such as time, has
attachment, date
within, is unread,
etc.

Table 8.6: Google search vs email search

Indexing should be
near real-time, and
the result has to be
accurate.

User’s own email

Email search
box

To support search functionality, we compare two approaches: Elasticsearch and native
search embedded in the datastore.
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Option 1: Elasticsearch

The high-level design for email search using Elasticsearch is shown in Figure 8.10. Be-
cause queries are mostly performed on the user’s own email server, we can group under-
lying documents to the same node using user_id as the partition key.

L Search LSend email Receive emﬂ [ Delete email

Async  Async  Async

1

‘ RESTful API ‘

O O O

Elasticsearch Cluster

Figure 8.10: Elasticsearch

When a user clicks the search button, the user waits until the search response is received.
A search request is synchronous. When events such as “send email”, “receive email”
or “delete email” are triggered, nothing related to search needs to be returned to the
client. Reindexing is needed and it can be done with offline jobs. Kafka is used in the
design to decouple services that trigger reindexing, from services that actually perform
reindexing.

Elasticsearch is the most popular search-engine database as of June 2021 [25] and it sup-
ports full-text search of emails very well. One challenge of adding Elasticsearch is to
keep our primary email store in sync with it.

Option 2: Custom search solution

Large-scale email providers usually develop their own custom search engines to meet
their specific requirements. Designing an email search engine is a very complicated task
and is out of the scope of this chapter. Here we only briefly touch on the disk I/O bottle-
neck, a primary challenge we will face for a custom search engine.

As shown in the back-of-the-envelope calculation, the size of the metadata and attach-
ments added daily is at the petabyte (PB) level. Meanwhile, an email account can easily
have over half a million emails. The main bottleneck of the index server is usually disk

I/0.
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since the process of building the index is write-heavy, a good strategy might be to use
Log-Structured Merge-Tree (LSM) [26] to structure the index data on disk (Figure 8.11).
The write path is optimized by only performing sequential writes. LSM trees are the core
data structure behind databases such as Bigtable, Cassandra, and RocksDB. When a new
email arrives, it is first added to level 0 in-memory cache, and when data size in memory
reaches the predefined threshold, data is merged to the next level. Another reason to use
L.SM is to separate data that change frequently from those that don't. For example, email
data usually doesn’t change, but folder information tends to change more often due to
diffierent filter rules. In this case, we can separate them into two different sections, so
that if a request is related to a folder change, we change only the folder and leave the
email data alone.

If you are interested in reading more about email search, it is highly recommended you
take a look at how search works in Microsoft Exchange servers [27].

Time

Figure 8.11: LSM tree

Each approach has pros and cons:
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Feature ] Elasticsearch | Custom search engine J
‘ Easier to scale as we can
| Scalability Scalable to some extent | optimize the system for

l the email use case

Need to maintain two
System complexity different systems: datas- | One system
tore and Elasticsearch
| Two copies of data. One
in the metadata datas-
tore. and the other in | A single copy of data in
Elasticsearch. Data con- | the metadata datastore
sistency is hard to main-
tain
I' ) " No. Can rebuild the
T —— Elaslic:v.earch 'lljldex Frofn No

the primary storage, in
case of failure
Easy to integrate. To
support large scale email

| Data consistency

Significant engineering
effort is needed to de-

Development effort search, a dedicated Elas- p
: . velop a custom email
ticsearch team might be ;

search engine
needed

Table 8.7: Elastic search vs custom search engine

A general rule of thumb is that for a smaller scale email system, Elasticsearch is a good
option as it’s easy to integrate and doesn’t require significant engineering effort. For
a larger scale, Elasticsearch might work, but we may need a dedicated team to develop
and maintain the email search infrastructure. To support an email system at Gmail or
Outlook scale, it might be a good idea to have a native search embedded in the database
as opposed to the separate indexing approach.

Scalability and availability

Since data access patterns of individual users are independent of one another, we expect
most components in the system are horizontally scalable.

For better availability, data is replicated across multiple data centers. Users communicate
with a mail server that is physically closer to them in the network topology. During a
network partition, users can access messages from other data centers (Figure 8.12).
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Figure 8.12: Multi-data center setup

Step 4 - Wrap Up

In this chapter, we have presented a design for building large-scale email servers. We
started by gathering requirements and doing some back-of-the-envelope calculations to
get a good idea of the scale. In the high-level design, we discussed how traditional email
servers were designed and why they cannot satisfy modern use cases. We also discussed
email APIs and high-level designs for sending and receiving flows. Finally, we dived deep
into metadata database design, email deliverability, search, and scalability.

If there is extra time at the end of the interview, here are a few additional talking
points:

« Fault tolerance. Many parts of the system can fail, and you can talk about how to
handle node failures, network issues, event delays, etc.

+ Compliance. Email service works all around the world and there are legal regulations
to comply with. For instance, we need to handle and store personally identifiable
information (PII) from Europe in a way that complies with General Data Protection
Regulation (GDPR) [28]. Legal intercept is another typical feature in this area [29].

+ Security. Email security is important because emails contain sensitive information.
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Gmail provides safety features such as phishing protections, safe browsing, Proactive
alerts, account safety, confidential mode, and email encryption [30].

Optimizations. Sometimes, the same email is sent to multiple recipients, and the
same email attachment is stored several times in the object store (S3) in the group
emails. One optimization we could do is to check the existence of the attachment i,

storage. before performing the expensive save operation.

Congratulations on getting this far! Now give yourselfa pat on the back. Good job!
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9 S3-like Object Storage

In this chapter, we design an object storage service similar to Amazon Simple Storage
Service (S3). S3 is a service offered by Amazon Web Services (AWS) that provides object
storage through a RESTful API-based interface. Here are some facts about AWS S3:

« Launched in June 2006.
+ S3 added versioning, bucket policy, and multipart upload support in 2010.

+ S3 added server-side encryption, multi-object delete, and object expiration in 2011.

« Amazon reported 2 trillion objects stored in S3 by 2013.

Life cycle policy, event notification, and cross-region replication support were intro-
duced in 2014 and 2015.

Amazon reported over 100 trillion objects stored in S3 by 2021.

Before we dig into object storage, let’s first review storage systems in general and define
some terminologies.

Storage System 101

At a high-level, storage systems fall into three broad categories:

- Block storage
« File storage
« Object storage

Block storage

Block storage came first, in the 1960s. Common storage devices like hard disk drives
(HDD) and solid-state drives (SSD) that are physically attached to servers are all consid-
ered as block storage.

Block storage presents the raw blocks to the server as a volume. This is the most flexible
and versatile form of storage. The server can format the raw blocks and use them as a file
system, or it can hand control of those blocks to an application. Some applications like
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a database or a virtual machine engine manage these blocks directly in order to squeeze
every drop of performance out of them.

Block storage is not limited to physically attached storage. Block storage could be cop-
nected to a server over a high-speed network or over industry-standard connectivity
protocols like Fibre Channel (FC) [1] and iSCSI [2]. Conceptually, the network-attached
block storage still presents raw blocks. To the servers, it works the same as physically
attached block storage.

File storage

File storage is built on top of block storage. It provides a higher-level abstraction to
make it easier to handle files and directories. Data is stored as files under a hierarchical
directory structure. File storage is the most common general-purpose storage solution,
File storage could be made accessible by a large number of servers using common file-
level network protocols like SMB/CIFS [3] and NFS [4]. The servers accessing file storage
do not need to deal with the complexity of managing the blocks, formatting volume, etc.
The simplicity of file storage makes it a great solution for sharing a large number of files
and folders within an organization,

Obiject storage

Object storage is new. It makes a very deliberate tradeoff to sacrifice performance for high
durability, vast scale, and low cost. It targets relatively “cold” data and is mainly used for
archival and backup. Object storage stores all data as objects in a flat structure. There is
no hierarchical directory structure. Data access is normally provided via a RESTful APL
It is relatively slow compared to other storage types. Most public cloud service providers
have an object storage offering, such as AWS 3, Google object storage, and Azure blob
slorage.

Comparison

/“;_——\\ File Storage [ Obiject Storage

lock Storage

p———
block 'block block - ] .
block || | block || | block '- Payload
—R
block || | block || [ block .
|

Figure 9.1: Three different storage options

Table 9.1 compares block storage, file storage, and object storage.
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Table 9.1: Storage options

Terminology

To design S3-like object storage, we need to understand some core object storage concepts
first. This section provides an overview of the terms that apply to object storage.

Bucket. A logical container for objects. The bucket name is globally unique. To upload
data to S3, we must first create a bucket.

Object. An object is an individual piece of data we store in a bucket. It contains object
data (also called payload) and metadata. Object data can be any sequence of bytes we
want to store. The metadata is a set of name-value pairs that describe the object.

Versioning. A feature that keeps multiple variants of an object in the same bucket. It is
enabled at bucket-level. This feature enables users to recover objects that are deleted or
overwritten by accident.

Uniform Resource Identifier (URI). The object storage provides RESTful APIs to ac-
cess its resources, namely, buckets and objects. Each resource is uniquely identified by
its URL

Service-level agreement (SLA). A service-level agreement is a contract between a ser-
vice provider and a client. For example, the Amazon S3 Standard-Infrequent Access stor-
age class provides the following SLA [7]:

» Designed for durability of 99.999999999% of objects across multiple Availability
Zones.

« Data is resilient in the event of one entire Availability Zone destruction.
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« Designed for 99.9% availability,

Step 1 - Understand the Problem and Establish Design Scope

The following questions help to clarify the requirements and narrow down the
5('()"}(‘.

Candidate: Which features should be included in the design?
Interviewer: We would like you to design an S3-like object storage system with the
following functionalities:

+ Bucket creation.
» Object uploading and downloading.
» Object versioning.

« Listing objects in a bucket. It's similar to the aws $3 1s command [8].

-

Candidate: What is the typical data size?
Interviewer: We need to store both massive objects (a few GBs or more) and a large
number of small objects (tens of KBs,) efficiently. p

Candidate: How much data do we need to store in one year?
Interviewer: 100 petabytes (PB).

Candidate: Can we assume data durability is 6 nines (99.9999%) and service availability |
is 4 nines (99.99%)? s
Interviewer: Yes, that sounds reasonable.

Non-functional requirements .
« 100PB of data j

» Data durability is 6 nines

« Service availability is 4 nines

+ Storage efficiency. Reduce storage costs while maintaining a high degree of reliability
and performance.

Back-of-the-envelope estimation
Object storage is likely to have bottlenecks in either disk capacity or disk IO per second

(IOPS). Let’s take a look.
« Disk capacity. Let’s assume objects follow the distribution listed below:

o 20% of all objects are small objects (less than 1MB).
o 60% of objects are medium-sized objects (1 MB ~ 64MB).
o 20% are large objects (larger than 64MB),

—

- IOPS. Let’s assume one hard disk (SATA interface, 7200 rpm) is capable of doing
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100 ~ 150 random seeks per second (100 ~ 150 lOPS).

With those assumptions, we can estimate the total number of objects the system can
persist. To simplify the calculation, let’s use the median size for each object type (0.5MB
for small objects, 32MB for medium objects, and 200MB for large objects). A 40% storage
usage ratio gives us:

+ 100PB = 100 x 1000 x 1000 x 1000 MB = 10'! MB
10! x 0.4
" 02 0.5MB+0.6 x 32MB +0.2 x 200 MB)

+ If we assume the metadata of an object is about 1KB in size, we need 0.G8TB space
to store all metadata information.

= ().68 billion objects.

Even though we may not use those numbers, it’s good to have a general idea about the
scale and constraint of the system.

Step 2 - Propose High-level Design and Get Buy-in

Before diving into the design, let’s explore a few interesting properties of object storage,
as they may influence it.

Object immutability. One of the main differences between object storage and the other
two types of storage systems is that the objects stored inside of object storage are im-
mutable. We may delete them or replace them entirely with a new version, but we cannot
make incremental changes.

Key-value store. We could use object URI to retrieve object data (Listing 9.1). The object
URI is the key and object data is the value.

Request:
GET /bucketl/objectl.txt HTTP/1.1

Response:
HTTP/1.1 288 OK
Content-Length: 4567

[4567 bytes of object data]
Listing 9.1: Use object URI to retrieve object data

Write once, read many times. The data access pattern for object data is written once
and read many times. According to the research done by LinkedIn, 95% of requests are
read operations [9].

Support both small and large objects. Object size may vary and we need to support
both.

The design philosophy of object storage is very similar to that of the UNIX file system.
In UNIX, when we save a file in the local file system, it does not save the filename and
file data together. Instead, the filename is stored in a data structure called "inode” [10],
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and the file data is stored in different disk locations. The inode contains a list of file block
pointers that point to the disk locations of the file data. When we access a local file, ye
first fetch the metadata in the inode. We then read the file data by following the file block
pointers to the actual disk locations.

The object storage works similarly. The inode becomes the metadata store that storeg all
the object metadata. The hard disk becomes the data store that stores the object data, In
the UNIX file system, the inode uses the file block pointer to record the location of data
on the hard disk. In object storage, the metadata store uses the 1D of the object to find
the corresponding object data in the data store, via a network request. Figure 9.2 shows
the UNIX file system and the object storage.
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Figure 9.2: UNIX file system and object store

Separating metadata and object data simplifies the design. The data store contains im-
mutable data while the metadata store contains mutable data. This separation enables us
to implement and optimize these two components independently. Figure 9.3 shows what
the bucket and object look like.
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High-level design

Figure 9.4 shows the high-level design.
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Figure 9.4: High-level design

Let’s go over the components one by one.
Load balancer. Distributes RESTful API requests across a number of API servers.

API service. Orchestrates remote procedure calls to the identity and access manage-

ment service, metadata service, and storage stores. This service is stateless so it can be
horizontally scaled.

Identity and access management (IAM). The central place to handle authentication,
authorization, and access control. Authentication verifies who you are, and authorization
validates what operations you could perform based on who you are.
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Data store. Stores and retrieves the actual data. All data-related operations are based
on object ID (UUID).

Metadata store. Stores the metadata of the objects.

Note that the metadata and data stores are just logical components. and there are different
wavs to implement them. For example. in Ceph’s Rados Gateway [11]. there is no stand-
alone metadata store. Evervthing. including the object bucket. is persisted as one or
multiple Rados objects.

Now we have a basic understanding of the high-level design. let’s explore some of the
most important workflows in object storage.

« Uploading an object.
« Downloading an object.

« Object versioning and listing objects in a bucket. They will be explained in the “de-
sign deep dive section on page 263.

Uploading an object

&

=)
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Create bucket Create obiect :
Rouckes-to-share scripta Secondary| |
' Data ;
Load balancer | <~ ; wg—_’[ ] :
= i + Storage Node E
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oty I Uplcad ! Data :
[+—vaidatonand — AP Service ]—I 1" servs ——'@
L] m 1 ]
identity & Access Create bucket | o Create cbiject ] :
Management O metadeta | D metadata ; :
el hem— : Jr Secondary E
v ‘ : Data __..l I .
| Metadata Service | ! ; Service :
i e baasios

Metadatz DB :
__________________________
Figure 9.5: Uploading an object

An object has to reside in a bucket. In this example, we first create a bucket named
bucket-to-share and then upload a file named script. txt to the bucket. Figure 9.5 ex-
plains how this flow works in 7 steps.

1. The client sends an HTTP PUT request to create a bucket named bucket-to-share. The
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request is forwarded to the API service.

2. The API service calls the IAM to ensure the user is authorized and has WRITE permis-
sion.

3. The API service calls the metadata store to create an entry with the bucket info in
the metadata database. Once the entry is created, a success message is returned to
the client.

4. After the bucket is created, the client sends an HTTP PUT request to create an object
named script.txt.

5. The APl service verifies the user’s identity and ensures the user has WRITE permission
on the bucket.

6. Once validation succeeds, the API service sends the object data in the HTTP PUT pay-
load to the data store. The data store persists the payload as an object and returns
the UUID of the object.

7. The API service calls the metadata store to create a new entry in the metadata
database. It contains important metadata such as the object_id (UUID), bucket_id
(which bucket the object belongs to), object_name, etc. A sample entry is shown in
Table 9.2.

| object_name | object_id bucket_id

’ . 23905866-8852-08F 6~ 82AA1B2E-F599-4598-
script.txt

. B14E-C914E61ED42B BBE4-1F51AAESF7E4

Table 9.2: Sample entry

The API to upload an object could look like this:

PUT /bucket-to-share/script.txt HTTP/1.1
Host: foo.s3example.org

Date: Sun, 12 Sept 2821 17:51:88 GMT
Authorization: authorizatioen string
Content-Type: text/plain

Content-Length: 4567

x-amz-meta-author: Alex

(4567 bytes of object data]
Listing 9.2: Uploading an object

Downloading an object

A bucket has no directory hierarchy. However, we can create a logical hierarchy by
concatenating the bucket name and the object name to simulate a folder structure. For
example, we name the object bucket-to-share/script.txt instead of script.txt. To get

an object, we specify the object name in the GET request. The API to download an object
looks like this:
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Listing 9.3: Downloading an object
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Figure 9.6: Downloading an object

As mentioned earlier, the data store does not store the name of the object and it only
supports object operations via object_id (UUID). In order to download the object, we
first map the object name to the UUID. The workflow of downloading an object is shown
below:

1. The client sends an HTTP GET request to the load balancer: GET /bucket-to-share/sc
ript.txt

2. The API service queries the IAM to verify that the user has READ access to the bucket.

3, Once validated, the API service fetches the corresponding object’s UUID from the
metadata store.

4. Next, the API service fetches the object data from the data store by its UUID.
5. The API service returns the object data to the client in HTTP GET response.
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step 3 - Design Deep Dive

In this section, we dive deep into a few areas:

. Data store

. Metadata data model

. Listing objects in a bucket
. Object versioning

. Optimizing uploads of large files

. Garbage collection

Data store

Lel’s take a closer look at the design of the data store. As discussed previously, the API
service handles external requests from users and calls different internal services to fulfill
those requests. To persist or retrieve an object, the API service calls the data store. Figure
9.7 shows the interactions between the API service and the data store for uploading and

downloading an object.

Upload Object

Request: Upload

APl |L——— Payload: file_content \_/@
Service
T DataStore

Response: ObjectlD=30a3e98e-55d9-11ec-bf63-0242ac130002

Download Object

Request: Download

[ APl ObjectID: 30a3e98e-55d9-11ec-bi63-0242ac13000
Service
DataStore

Response: data = file_content

Figure 9.7: Upload and download an object

High-level design for the data store

The data store has three main components as shown in Figure 9.8.
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Figure 9.8: Data store components

Data routing service a/

The data routing service provides RESTful or gRPC [12] APIs to access the data node .

cluster. It is a stateless service that can scale by adding more servers. This service has |
the following responsibilities:

» Query the placement service to get the best data node to store data.
» Read data from data nodes and return it to the API service.
« Write data to data nodes.

Placement service

The placement service determines which data nodes (primary and replicas) should be
chosen to store an object. It maintains a virtual cluster map, which provides the physical
topology of the cluster. The virtual cluster map contains location information for each
data node which the placement service uses to make sure the replicas are physically
separated. This separation is key to high durability. See the “Durability” section on
page 270 for details. An example of the virtual cluster map is shown in Figure 9.9.

Root

Host

[Partition-1| | [Partition-3] | Partition-4 | | [ Patiton-6 | | Partition-7 |

Partition-2 Partition-5 I | Partition-8 I

Figure 9.9: Virtual cluster map
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The placement service continuously monitors all data nodes through heartbeats, If a
data node doesn’t send a heartbeat within a configurable 15-second grace period, the
placement service marks the node as “down” in the virtual cluster map.

This is a critical service, so we suggest building a cluster of 5 or 7 placement service
nodes with Paxos [13] or Raft [14] consensus protocol. The consensus protocol ensures
that as long as more than half of the nodes are healthy, the service as a whole continues
to work. For example, if the placement service cluster has 7 nodes, it can tolerate a 3
node failure. To learn more about consensus protocols, refer to the reference materials

[13] [14]).
Data node

The data node stores the actual object data. It ensures reliability and durability by repli-
cating data to multiple data nodes, also called a replication group.

Each data node has a data service daemon running on it. The data service daemon con-

tinuously sends heartbeats to the placement service. The heartbeat message includes the
following essential information:

+ How many disk drives (HDD or SSD) does the data node manage?

. How much data is stored on each drive?

When the placement service receives the heartbeat for the first time, it assigns an ID

for this data node, adds it to the virtual cluster map, and returns the following informa-
tion:

+ a unique ID of the data node
+ the virtual cluster map

« where to replicate data

Data persistence flow
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Figure 9.10: Data persistence flow

Now let’s take a look at how data is persisted in the data node,

1. The API service forwards the object data to the data store.

9. The data routing service generates a UUID for this object and queries the placement
service for the data node to store this object. The placement service checks the virtual
cluster map and returns the primary data node.

3 The data routing service sends data directly to the primary data node, together with
its UUID.

4. The primary data node saves the data locally and replicates it to two secondary data
| nodes. The primary node responds to the data routing service when data is success-

fully replicated to all secondary nodes.
5. The UUID of the object (Objld) is returned to the API service.

a UUID for the object as an input, the placement service returns the

for the object. How does the placement service do this? Keep in mind
deterministic, and it must survive the addition or removal

tent hashing is a common implementation of such a lookup
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Figure 9.11: Trade-off between consistency and latency

1. Data is considered as successfully saved after all three nodes store the data. This
approach has the best consistency but the highest latency.

2. Data is considered as successfully saved after the primary and one of the secondaries
store the data. This approach has a medium consistency and medium latency.

3. Data is considered as successfully saved after the primary persists the data. This
approach has the worst consistency but the lowest latency.

Both 2 and 3 are forms of eventual consistency.

How data is organized

Now let’s take a look at how each data node manages the data. A simple solution is to
store each object in a stand-alone file. This works, but the performance suffers when
there are many small files. Two issues arise when having too many small files on a file
system. First, it wastes many data blocks. A file system stores files in discrete disk blocks.
Disk blocks have the same size, and the size is fixed when the volume is initialized. The
typical block size is around 4KB. For a file smaller than 4KB, it would still consume the
entire disk block. If the file system holds a lot of small files, it wastes a lot of disk blocks,
with each one only lightly filled with a small file.

Second, it could exceed the system’s inode capacity. The file system stores the location
and other information about a file in a special type of block called inode. For most file
systems, the number of inodes is fixed when the disk is initialized. With millions of
small files, it runs the risk of consuming all inodes. Also, the operating system does not
handle a large number of inodes very well, even with aggressive caching of file system
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meladata. For these reasons, storing small objects as individual files does not work well
in practice.

To address these issues, we can merge many small objects into a larger file. It works
conceptually like a write-ahead log (WAL). When we save an object, it is appended to an
existing read-write file. When the read-write file reaches its capacity threshold (usually
sel to a few GBs), the read-wrile file is marked as read-only and a new read-write file i
created to receive new objects. Once a file is marked as read-only, it can only serve read

requesls. Figure 9,12 explains how this process works.
API Service

H

Read-only File Read-only File Read-write File object 4

object 1

e = object 2

Empty spaces

ke

Logal File System

Figure 9.12: Store multiple small objects in one big file

Note that write access to the read-write file must be serialized. As shown in Figure 9.12,
objects are stored in order, one after the other, in the read-write file. To maintain this on-
disk layout, multiple cores processing incoming write requests in parallel must take their
turns to write to the read-write file. For a modern server with a large number of cores
processing many incoming requests in parallel, this seriously restricts write throughput.
To fix this, we could provide dedicated read-write files, one for each core processing

incoming requests.

Object lookup

With each data file holding many small objects, how does the data node locate an object
by UUID? The data node needs the following information:

« The data file that contains the object
- The starting offset of the object in the data file
« The size of the object
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The database schema to support this lookup is shown in Table 9.3.

objecl_mn;p_pln_g |
object_id

file_name

start_offset

object_size

Table 9.3: Object_mapping table

Field Description
object_id UUID of the object
file_name ‘The name of the file that contains the object

start_offset | Beginning address of the object in the file
object_size | The number of bytes in the object

Table 9.4: Object_mapping fields

We considered two options for storing this mapping: a file-based key-value store such as
RocksDB [16] or a relational database. RocksDB is based on SSTable [17], and it is fast
for writes but slower for reads. A relational database usually uses a B+ tree [18] based
storage engine, and it is fast for reads but slower for writes. As mentioned earlier, the
data access pattern is write once and read multiple times. Since a relational database
provides better read performance, it is a better choice than RocksDB.

How should we deploy this relational database? At our scale, the data volume for the

mapping table is massive. Deploying a single large cluster to support all data nodes could
work, but is difficult to manage. Note that this mapping data is isolated within each data
node. There is no need to share this across data nodes. To take advantage of this property,
we could simply deploy a simple relational database on each data node. SQLite [19] is a
good choice here. It is a file-based relational database with a solid reputation.

Updated data persistence flow
Since we have made quite a few changes to the data node, let’s revisit how to save a new
object in the data node (Figure 9.13).

1. The API service sends a request to save a new object named object 4.

2. The data node service appends the object named object 4 at the end of the read-write
file named /data/c.

3. A new record of object 4 is inserted into the object_mapping table.

4. The data node service returns the UUID to the API service.
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Figure 9.13: Updated data persistence flow

Durability

Data reliability is extremely important for data storage systems. How can we create a
storage system that offers six nines of durability? Each failure case has to be carefully
considered and data needs to be properly replicated.

Hardware failure and failure domain

Hard drive failures are inevitable no matter which media we use. Some storage media
may have better durability than others, but we cannot rely on a single hard drive to
achieve our durability objective. A proven way to increase durability is to replicate data
to multiple hard drives, so a single disk failure does not impact the data availability, as a
whole. In our design, we replicate data three times.

Let's assume the spinning hard drive has an annual failure rate of 0.81% [20]. This
number highly depends on the model and make. Making 3 copies of data gives us
1 — 0.0081% =~ 0.999999 reliability. This is a very rough estimate. For more sophisti-
cated calculations, please read [20].

For a complete durability evaluation, we also need to consider the impacts of different
failure domains. A failure domain is a physical or logical section of the environment that
is negatively affected when a critical service experiences problems. In a modern data cen-
ter, a server is usually put into a rack [21], and the racks are grouped into rows/floors/-
rooms. Since each rack shares network switches and power, all the servers in a rack
are in a rack-level failure domain. A modern server shares components like the mother-
board, processors, power supply, HDD drives, etc. The components in a server are in a
node-level failure domain.

Here is a good example of a large-scale failure domain isolation. Typically, data cen-
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ters divide infrastructure that shares nothing into different Availability Zones (AZs). We
replicate our data to different AZs to minimize the failure impact (Figure 9.14). Note
that the choice of failure domain level doesn’t directly increase the durability of data,
but it will result in better reliability in extreme cases, such as large-scale power outages,
cooling system failures, natural disasters, etc.

(Independent paﬁvi: and networking)

Rack 1 Rack 2

Node 1 Node 1

Node 2 Node 2

}aprci' >puc<
AZ 3 AZ2
(independent power and networking) (Independent power and networking)

Rack 1 Rack 2 Rack 1 Rack 2
Node 1 Node1 | | [ FePicat® " | ['Node 1 Node 1
Node 2 Node 2 Node 2 Node 2

Figure 9.14: Multi-Datacenter replication

Erasure coding

Making three full copies of data gives us roughly 6 nines of data durability. Are there
other options to further increase durability? Yes, erasure coding is one option. Era-
sure coding [22] deals with data durability differently. It chunks data into smaller pieces
(placed on different servers) and creates parities for redundancy. In the event of failures,
we can use chunk data and parities to reconstruct the data. Let’s take a look at a concrete
example (4 + 2 erasure coding) as shown in Figure 9.15.
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Figure 9.15: Erasure coding

1. Data is broken up into four even-sized data chunks d1, d2, d3, and d4.

2. The mathematical formula [23] is used to calculate the parities p1 and p2. To give a
much simplified example, p1 = d1 +2xd2 — d3 +4xd4 and p2 = —d1 +5xd2 + d3
—3xd4 [24]).

3. Data d3 and d4 are lost due to node crashes.

4. The mathematical formula is used to reconstruct lost data d3 and d4, using the known
values of d1, d2, p1, and p2.

Let’s take a look at another example as shown in Figure 9.16 to better understand how
erasure coding works with failure domains. An (8+4) erasure coding setup breaks up the
original data evenly into 8 chunks and calculates 4 parities. All 12 pieces of data have the
same size. All 12 chunks of data are distributed across 12 different failure domains. The
mathematics behind erasure coding ensures that the original data can be reconstructed
when at most 4 nodes are down.
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Figure 9.16: (8 4 4) erasure coding

Compared to replication where the data router only needs to read data for an object
from one healthy node, in erasure coding the data router has to read data from at least 8
healthy nodes. This is an architectural design tradeoff. We use a more complex solution
with a slower access speed, in exchange for higher durability and lower storage cost. For
object storage where the main cost is storage, this tradeoff might be worth it.

How much extra space does erasure coding need? For every two chunks of data, we
need one parity block, so the storage overhead is 50% (Figure 9.17). While in 3-copy
replication, the storage overhead is 200% (Figure 9.17).
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Figure 9.17: Extra space for replication and erasure coding

Does erasure coding increase data durability? Let’s assume a node has a 0.81% annual
failure rate. According to the calculation done by Backblaze [20], erasure coding can
achieve 11 nines durability. The calculation requires complicated math. If you're inter-
ested, refer to [20] for details.

Table 9.5 compares the pros and cons of replication and erasure coding.

Replication Erasure coding
— 6 nines of durability (data 11 pinesof fiurablllty 1844
Durability : . erasure coding). Erasure
copied 3 times) . :
coding wins.
Storége 1 50%. storage overhead. Erasure
efficiency coding wins.
Compute No computation. Replication Higher usage of computation
resource wins, resources to calculate parities.
Write Replicating data to multiple Increased write latency 't.:e.cause
nodes. No calculation is needed. | we need to calculate parities
perfoiniamos Replication wins. before data is written to disk.
In normal operation, reads are In normal operation, every read
served from the same replica. has to come from multiple
Read Reads under a failure mode are | nodes in the cluster. Reads
performance | not impacted because reads can | under a failure mode are slower
be served from a non-fault because the missing data must
replica. Replication wins. be reconstructed first. ]

Table 9.5: Replication vs erasure coding

In summary, replication is widely adopted in latency-sensitive applications while erasure
coding is often used to minimize storage cost. Erasure coding is attractive for its cost
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efficiency and durability, but il greatly complicates the data node design. Therelore, for
this design, we mainly focus on replication,

Correctness verification

Erasure coding increases data durability at comparable storage costs. Now we can move
on 1o solve anather hard challenge: data corruption.

I a disk fails completely and the failure can be detected, it can be treated as a data node
failure. In this case, we can reconstruct data using erasure coding, However, in-memory
data corruption is a rcgular occurrence in lnrgt'-srnlo syslems,

This problem can be addressed by verifying checksums [25] between process boundaries.
A checksum is a small-sized block of data that is used lo detect data errors, Figure 9.18
illustrates how the checksum is generated.

Data
0110161010110 Checksum
0100100010100 algorithm

Figure 9.18: Generate checksum

If we know the checksum of the original data, we can compute the checksum of the data
after transmission:

» If they are different, data is corrupted.

« If they are the same, there is a very high probability the data is not corrupted. The
probability is not 100%, but in practice, we could assume they are the same.

Checksum of Checksum of the
the original data recelved data

| F? 33 51 1B 9D F6 I-‘— Compare —-—I F7 33 51 1B 9D F6 ]

Figure 9.19: Compare checksums

There are many checksum algorithms, such as MD5 [26], SHA1 [27], HMAC [28], etc. A
good checksum algorithm usually outputs a significantly different value even for a small

change made to the input. For this chapter, we choose a simple checksum algorithm such
as MD5.

In our design, we append the checksum at the end of each object. Before a file is marked
as read-only, we add a checksum of the entire file at the end. Figure 9.20 shows the
layout.
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Figure 9.20: Add checksum to data node

With (8 + 4) erasure coding and checksum verification, this is what happens when we
read data:
1. Fetch the object data and the checksum.
2. Compute the checksum against the data received.
(a) If the two checksums match, the data is error-free.

(b) If the checksums are different, the data is corrupted. We will try to recover by
reading the data from other failure domains.

3. Repeat steps 1 and 2 until all 8 pieces of data are returned. We then reconstruct the
data and send it back to the client.

Metadata data model

In this section, we first discuss the database schema and then dive into scaling the
database.

Schema

The database schema needs to support the following 3 queries:
Query 1: Find the object ID by object name.

Query 2: Insert and delete an object based on the object name.

Query 3: List objects in a bucket sharing the same prefix.
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Figure 9.21 shows the schema design. We need two database tables: bucket and
object.

buciv:et object
bucket_name buckel_name
bucket_id object_name
owner_id object_version
enable_versioning object_id

Figure 9.21: Database tables

Scale the bucket table

Since there is usually a limit on the number of buckets a user can create, the size of the
bucket table is small. Let’s assume we have 1 million customers, each customer owns 10
buckets and each record takes 1KB. That means we need 10GB (1 million x10 x 1KB)
of storage space. The whole table can easily fit in a modern database server. However, a
single database server might not have enough CPU or network bandwidth to handle all
read requests. If so, we can spread the read load among multiple database replicas.

Scale the object table

The object table holds the object metadata. The dataset at our design scale will likely not
fit in a single database instance. We can scale the object table by sharding.

One option is to shard by the bucket_id so all the objects under the same bucket are

stored in one shard. This doesn’t work because it causes hotspot shards as a bucket
might contain billions of objects.

Another option is to shard by object_id. The benefit of this sharding scheme is that
it evenly distributes the load. But we will not be able to execute query 1 and query 2
efficiently because those two queries are based on the URL

We choose to shard by a combination of bucket_name and object_name. This is because
most of the metadata operations are based on the object URL, for example, finding the
object ID by URI or uploading an object via URI To evenly distribute the data, we can
use the hash of the <bucket_name, object_name> as the sharding key.

With this sharding scheme, it is straightforward to support the first two queries, but the
last query is less obvious. Let’s take a look.

Listing objects in a bucket

The object store arranges files in a flat structure instead of a hierarchy, like in a file system.
An object can be accessed using a path in this format, s3: //bucket-name/object-name.
For example, s3: //mybucket/abc/d/e/f/file.txt contains:

» Bucket name: mybucket
+ Object name: abc/d/e/f/file.txt
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To help users organize their objects in a bucket, $3 introduces a concept called "prefixes’.
A prefix is a string at the beginning of the object name. 53 uses prefixes to organize the
thﬂﬂinR\NHYSHHHHTIH(HNT1HHPS.[hHMPUFR[HTHXCSHrFHUtdﬁTCHH1P&[JSHHg?leCkcl
by prefix limits the results to only those object names that begin with the prefix.

In the example above with the path s3://mybucket/abc/d/e/f/file.txt, the prefix is
abc/d/e/f/.

The AWS S3 listing command has 3 typical uses:

1. List all buckets owned by a user. The command looks like this:

aws s3 list-buckets

2. List all objects in a bucket that are at the same level as the specified prefix. The
command looks like this:
aws <3 1s s3://mybucket/abc/
In this mode, objects with more slashes in the name after the prefix are rolled up into
a common prefix. For example, with these objects in the bucket:

CA/cities/losangeles.txt

CA/cities/sanfranciso. txt

NY/cities/ny.txt

federal. txt
Listing the bucket with the "/" prefix would return these results, with everything
under CA/ and NY/ rolled up into them:

CA/

NY/
federal. txt

3. Recursively list all objects in a bucket that shares the same prefix. The command
looks like this:

aws s3 1s s3://mybucket/abc/ --recursive

Using the same example as above, listing the bucket with the CA/ prefix would return
these results:

CA/cities/losangeles.txt
CA/cities/sanfranciso.txt

Single database

Let’s first explore how we would support the listing command with a single database. To
list all buckets owned by a user, we run the following query:

SELECT * FROM bucket WHERE owner_id={id}

To list all objects in a bucket that share the same prefix, we run a query like this.

SELECT * FROM object
WHERE bucket_id = "123" AND object_name LIKE ‘abc/%"
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In this example, we find all objects with bucket_id equals to 123 that share the prefix
abc/. Any objects with more slashes in their names after the specified prefix are rolled
up in the application code as stated earlier in use case 2.

The same query would support the recursive listing mode, as stated in use case 3 pre-
viously. The application code would list every object sharing the same prefix, without
performing any rollups.

Distributed databases

When the metadata table is sharded, it's difficult to implement the listing function be-
cause we don’t know which shards contain the data. The most obvious solution is to run
a search query on all shards and then aggregate the results, To achieve this, we can do
the following:

1. The metadata service queries every shard by running the following query:

SELECT * FROM object
WHERE bucket_id = "123" AND object_name LIKE “a/b/%"

2. The metadata service aggregates all objects returned from each shard and returns the
result to the caller.

This solution works, but implementing pagination for this is a bit complicated. Before we
explain why, let’s review how pagination works for a simple case with a single database.
To return pages of listing with 10 objects for each page, the SELECT query would start
with this:

SELECT * FROM object
WHERE bucket_id = "123" AND object_name LIKE ‘a/b/%"
URDER BY object_name OFFSET B LIMIT 18

The OFFSET and LIMIT would restrict the results to the first 10 objects. In the next call,
the user sends the request with a hint to the server, so it knows to construct the query
for the second page with an OFFSET of 10. This hint is usually done with a cursor that
the server returns with each page to the client. The offset information is encoded in the
cursor. The client would include the cursor in the request for the next page. The server
decodes the cursor and uses the offset information embedded in it to construct the query

for the next page. To continue with the example above, the query for the second page
looks like this:

SELECT * FROM metadata
WHERE bucket_id = "123"™ AND object_name LIKE ‘a/b/%"
ORDER BY object_name OFFSET 18 LIMIT 18

This client-server request loop continues until the server returns a special cursor that
marks the end of the entire listing.

Now, let’s explore why it's complicated to support pagination for sharded databases.
Since the objects are distributed across shards, the shards would likely return a varying
number of results. Some shards would contain a full page of 10 objects, while others
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would be partial or empty. The application code would receive results from every shard,
aggregate and sort them, and return only a page of 10 in our example. The objects that
don’t get included in the current round must be considered again for the next round,
This means that each shard would likely have a different offset. The server must track
the offsets for all the shards and associate those offsets with the cursor. If there are
hundreds of shards, there will be hundreds of offsets to track.

We have a solution that can solve the problem, but there are some tradeoffs. Since object
storage is tuned for vast scale and high durability, object listing performance is rarely a
priority. In fact, all commercial object storage supports object listing with sub-optimal
performance. To take advantage of this, we could denormalize the listing data into a sepa-
rate table sharded by bucket ID. This table is only used for listing objects. With this setup,
even buckets with billions of objects would offer acceptable performance. This isolates
the listing query to a single database which greatly simplifies the implementation.

Obiject versioning

Versioning is a feature that keeps multiple versions of an object in a bucket. With ver-
sioning, we can restore objects that are accidentally deleted or overwritten. For example,
we may modify a document and save it under the same name, inside the same bucket.
Without versioning, the old version of the document metadata is replaced by the new
version in the metadata store. The old version of the document is marked as deleted, so
its storage space will be reclaimed by the garbage collector. With versioning, the object
storage keeps all previous versions of the document in the metadata store, and the old
versions of the document are never marked as deleted in the object store.

Figure 9.22 explains how to upload a versioned object. For this to work, we first need to
enable versioning on the bucket.
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Figure 9.22: Object versioning

L. The client sends an HTTP PUT request to upload an object named script. txt.

2. The API service verifies the user’s identity and ensures that the user has WRITE per-
mission on the bucket.

3. Once verified, the API service uploads the data to the data store. The data store
persists the data as a new object and returns a new UUID to the API service.

4. The API service calls the metadata store to store the metadata information of this
object.

5. To support versioning, the object table for the metadata store has a column called
object_version that is only used if versioning is enabled. Instead of overwriting the
existing record, a new record is inserted with the same bucket_id and object_name
as the old record, but with a new object_id and object_version. The object_id is
the UUID for the new object returned in step 3. The obhject_version is a TIMEUUID
[29] generated when the new row is inserted. No matter which database we choose
for the metadata store, it should be efficient to look up the current version of an
object. The current version has the largest TIMEUUID of all the entries with the same
object_name. See Figure 9.23 for an illustration of how we store versioned metadata.
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Figure 9.23: Versioned metadata

In addition to uploading a versioned object, it can also be deleted. Let's take a look.

When we delete an object, all versions remain in the bucket and we insert a delete marker,
as shown in Figure 9.24.
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Figure 9.24: Delete object by inserting a delete marker
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A delete marker is a new version of the object, and it becomes the current version of the
object once inserted. Performing a GET request when the current version of the object is
a delete marker returns a 484 Object Not Found error.

Optimizing uploads of large files

In the back-of-the-envelope estimation, we estimated that 20% of the objects are large.
Some might be larger than a few GBs. It is possible to upload such a large object file
directly, but it could take a long time. If the network connection fails in the middle of
the upload, we have to start over. A better solution is to slice a large object into smaller
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parts and upload them independently. After all the parts are uploaded, the object store
re-assembles the object from the parts. This process is called multipart upload.

Figure 9.25 illustrates how mullipart upload works:
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Figure 9.25: Multipart upload

1. The client calls the object storage to initiate a multipart upload.
2. The data store returns an uploadID, which uniquely identifies the upload.

3. The client splits the large file into small objects and starts uploading. Let’s assume
the size of the file is 1.6GB and the client splits it into 8 parts, so each part is 200MB
in size. The client uploads the first part to the data store together with the uploadID
it received in step 2.

4. When a part is uploaded, the data store returns an ETag, which is essentially the md5
checksum of that part. It is used to verify multipart uploads.

5. Alter all parts are uploaded, the client sends a complete multipart upload request,
which includes the uploadID, part numbers, and ETags.

6. The data store reassembles the object from its parts based on the part number. Since
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the object is really large, this process may take a few minutes. After reassembly js
complete, it returns a success message o the client,

One potential problem with this approach is that old parts are no longer useful after
the object has been reassembled from them. To solve this problem, we can introduce a
garbage collection service responsible for frecing up space from parts that are no longer
needed.

Garbage collection

Garbage collection is the process of automatically reclaiming storage space that is no
longer used. There are a few ways that data might become garbage:

« Lazy object deletion. An object is marked as deleted at delete time without actually
being deleted.

+ Orphan data. For example, half uploaded data or abandoned multipart uploads.

« Corrupted data. Data that failed the checksum verification.

The garbage collector does not remove objects from the data store, right away. Deleted
objects will be periodically cleaned up with a compaction mechanism.

The garbage collector is also responsible for reclaiming unused space in replicas. For
replication, we delete the object from both primary and backup nodes. For erasure cod-
ing, if we use (8 + 4) setup, we delete the object from all 12 nodes.

Figure 9.26 shows an example of how compaction works.

1. The garbage collector copies objects from /data/b to a new file named /data/d. Note
the garbage collector skips “Object 2” and “"Object 5” because the delete flag is set to
true for both of them.

2. After all objects are copied, the garbage collector updates the object_mapping ta-
ble. For example, the obj_id and object_size fields of “Object 3” remain the same,
but file_name and start_offset are updated to reflect its new location. To ensure
data consistency, it's a good idea to wrap the update operations to file_name and
start_offset in a database transaction.
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Figure 9.26: Compaction

As we can see from Figure 9.26, the size of the new file after compaction is smaller than
the old file. To avoid creating a lot of small files, the garbage collector usually waits
until there are a large number of read-only files to compact, and the compaction process
appends objects from many read-only files into a few large new files.

Step 4 - Wrap Up

In this chapter, we described the high-level design for $3-like object storage. We com-
pared the differences between block storage, file storage, and object storage.

The focus of this interview is on the design of object storage, so we listed how the up-

loading, downloading, listing objects in a bucket, and versioning of objects are typically
done in object storage.

Then we dived deeper into the design. Object storage is composed of a data store and a
metadata store. We explained how the data is persisted into the data store and discussed
two methods for increasing reliability and durability: replication and erasure coding. For
the metadata store, we explained how the multipart upload is executed and how to design
the database schema to support typical use cases. Lastly, we explained how to shard the
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10 Real-time Gaming Leaderboard

In this chapter, we are going to walk through the challenge of designing a leaderboard
for an online mobile game.

What is a leaderboard? Leaderboards are common in gaming and elsewhere to show who
is leading a particular tournament or competition. Users are assigned points for complet-
ing tasks or challenges, and whoever has the most points is at the top of the leaderboard.
Figure 10.1 shows an example of a mobile game leaderboard. The leaderboard shows the
ranking of the leading competitors and also displays the position of the user on it.

Rank Player Points
(* 1 Aquaboys 976 )
Cﬁ{ 2 B team 956 )
@ 3 Berlin's Angels 890 )
(* 4 GrendelTeam 878 )

Figure 10.1: Leaderboard

Step 1 - Understand the Problem and Establish Design Scope

Leaderboards can be pretty straightforward, but there are a number of different matters
that can add complexity. We should clarify the requirements.

Candidate: How is the score calculated for the leaderboard?
Interviewer: The user gets a point when they win a match. We can go with a simple

point system in which each user has a score associated with them. Each time the user
wins a match, we should add a point to their total score.

Candidate: Are all players included in the leaderboard?
Interviewer: Yes.
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Candidate: Is there a time segment associated with the leaderboard?
Interviewer: Each month, a new tournament kicks off which starts a new leaderboard.

Candidate: Can we assume we only care about the top 10 users?

Interviewer: We want to display the top 10 users as well as the position of a specific
user on the leaderboard. If time allows, let's also discuss how to return users who are
four places above and below a specific user.

Candidate: How many users are in a tournament?
Interviewer: Average of 5 million daily active users (DAU) and 25 million monthly
active users (MAU).

Candidate: How many matches are played on average during a lournament?
Interviewer: Each player plays 100 matches per day on average.

Candidate: How do we determine the rank if two players have the same score?
Interviewer: In this case, their ranks are the same. If time allows, we can talk about
ways to break ties.

Candidate: Does the leaderboard need to be real-time?
Interviewer: Yes, we want to present real-time results, or as close as possible. It is not
okay to present a batched history of results.

Now that we've gathered all the requirements, let’s list the functional require-
ments.

« Display top 10 players on the leaderboard.
« Show a user’s specific rank.

- Display players who are four places above and below the desired user (bonus).

Other than clarifying functional requirements, it’s important to understand non-
functional requirements.

Non-functional requirements

« Real-time update on scores.
. Score update is reflected on the leaderboard in real-time.

« General scalability, availability, and reliability requirements.

Back-of-the-envelope estimation

Let’s take a look at some back-of-the-envelope calculations to determine the potential
scale and challenges our solution will need to address.

With 5 million DAU, if the game had an even distribution of players during a 24-hour

4,000,000 DAU

period, we would have an average of 50 users per second (m =~ 5{])_ How-

ever, we know that usages most likely aren’t evenly distributed, and potentially there
are peaks during evenings when many people across different time zones have time to
play. To account for this, we could assume that peak load would be 5 times the average,
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Therefore we'd want to allow for a peak load of 250 users per second.

QPS for users scoring a point: if a user plays 10 games per day on average, the QPS for

users scoring a point is: 50 x 10 =~ 500. Peak QPS is hx of the average: H00 x 5 =
2.500.

QPS for fetching the top 10 leaderboard: assume a user opens the game once a day ﬂ“_d
the top 10 leaderboard is loaded only when a user first opens the game. The QPS for this

is around 5H0).
Step 2 - Propose High-level Design and Get Buy-in

In this section, we will discuss API design, high-level architecture, and data mod-
els.

API design

At a high level, we need the following three APIs:

POST /v1/scores

Update a user's position on the leaderboard when a user wins a game. The request param-

eters are listed below. This should be an internal API that can only be called by the game
servers. The client should not be able to update the leaderboard score directly.

Field Description
user_id | The user who wins a game.

points | The number of points a user gained by winning a game.
Table 10.1: Request parameters
Response:
Name Description
288 0K

Successfully updated a user’s score.
Failed to update a user’s score.

Table 10.2: Response

488 Bad Request

GET /v1/scores
Fetch the top 10 players from the leaderboard.

Sample response:
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I.Idatall . |_

§

"user_id": "user_id1",
"user_name": "alice",
“rank": 1,

"score": 976

"user_id": "user_id?",
"user_name": "bob",
"prank": 2,

"score": 965

1
{
1

l"1.'.121'(,:31“: 10
}
GET /v1/scores/{:user_id}

Fetch the rank of a specific user.

Field Description
user_id | The ID of the user whose rank we would like to fetch.

Table 10.3: Request parameters

Sample response:

{
"user_info": {

"user_id": "userb",
"score": 948,
“rank": 6,

}
}

High-level architecture

The high-level design diagram is shown in Figure 10.2. There are two services in this
design. The game service allows users to play the game and the leaderboard service
creates and displays a leaderboard.
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Game Leaderboard
service Update score service
@ Update score
Leaderboard
Store

Figure 10.2: High-level design

1. When a player wins a game, the client sends a request to the game service.

2. The game service ensures the win is valid and calls the leaderboard service to update
the score.

3. The leaderboard service updates the user’s score in the leaderboard store.

4. A player makes a call to the leaderboard service directly to fetch leaderboard data,
including:

(a) top 10 leaderboard.
(b) the rank of the player on the leaderboard.

Before settling on this design, we considered a few alternatives and decided against them.

It might be helpful to go through the thought process of this and to compare different
options.

Should the client talk to the leaderboard service directly?
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Figure 10.3: Who sets the leaderboard score

In the alternative design, the score is set by the client. This option is not secure because it
is subject to man-in-the-middle attack [1], where players can put in a proxy and change
scores at will. Therefore, we need the score to be set on the server-side.

Note that for server authoritative games such as online poker, the client may not need
to call the game server explicitly to set scores. The game server handles all game logic,

and it knows when the game finishes and could set the score without any client inter-
vention.

Do we need a message queue between the game service and the leaderboard ser-
vice?

The answer to this question highly depends on how the game scores are used. If the data
is used in other places or supports multiple functionalities, then it might make sense to
put data in Kafka as shown in Figure 10.4. This way, the same data can be consumed
by multiple consumers, such as leaderboard service, analytics service, push notification
service, etc. This is especially true when the game is a turn-based or multi-player game
in which we need to notify other players about the score update. As this is not an explicit
requirement based on the conversation with the interviewer, we do not use a message
queue in our design.
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Figure 10.4: Game scores are used by multiple services

Data models

One of the key components in the system is the leaderboard store. We will discuss three

potential solutions: relational database, Redis, and NoSQL (NoSQL solution is explained
in deep dive section on page 309).

Relational database solution

First, let's take a step back and start with the simplest solution. What if the scale doesn’t
matter and we have only a few users?

We would most likely opt to have a simple leaderboard solution using a relational
database system (RDS). Each monthly leaderboard could be represented as a database
table containing user id and score columns. When the user wins a match, either award
the user 1 point if they are new, or increase their existing score by 1 point. To determine

a user's ranking on the leaderboard, we would sort the table by the score in descending
order. The details are explained below.

Leaderboard DB table:

leaderboard —|

user_id varchar
score int

e

Figure 10.5: Leaderboard table

In reality, the leaderboard table has additional information, such as a game_id, a times-
tamp, etc. However, the underlying logic of how to query and update the leaderboard

remains the same. For simplicity, we assume only the current month’s leaderboard data
is stored in the leaderboard table.

A user wins a point:

Leaclerl_:uoard +—— Insert or update DB —-—@
service

Figure 10.6: A user wins a point
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Assume every score update would be an increment of 1. 1f a user doesn’t yet have an
entry in the leaderboard for the month, the first insert would be:

INSCRT INTOD leaderboard (user_id, score) VALUES ('mary1934', 1)

i
An update to the user’s score would be:

UPDATE leaderboard set score=score + 1 where user_id="mary1934"';

Find a user’s leaderboard position:

Leader!:oard —— Fetch from DB, sorted by rank 4@
service

Figure 10.7: Find a user's leaderboard position

To fetch the user rank, we would sort the leaderboard table and rank by the score:

SELECT (@rownum := @rownum + 1) AS rank, user_id, score
FROM leaderboard
ORDER BY score DESC;

The result of the SQL query looks like this:

rank | user id score
i happy_tomato | 987
2 mallow 902
3 smith 870
4 mary1934 850

Table 10.4: Result sorted by score

This solution works when the data set is small, but the query becomes very slow when
there are millions of rows. Let’s take a look at why.

To figure out the rank of a user, we need to sort every single player into their correct spot
on the leaderboard so we can determine exactly what the correct rank is. Remember that

there can be duplicate scores as well, so the rank isn’t just the position of the user in the
list.

SQL databases are not performant when we have to process large amounts of continu-
ously changing information. Attempting to do a rank operation over millions of rows is
going to take 10s of seconds, which is not acceptable for the desired real-time approach.
Since the data is constantly changing, it is also not feasible to consider a cache.

A relational database is not designed to handle the high load of read queries this imple-
mentation would require. An RDS could be used successfully if done as a batch operation,
but that would not align with the requirement to return a real-time position for the user
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on the leaderboard.

One optimization we can do is to add an index and limit the number of pages to scan
with the LIMIT clause. The query looks like this:

SELECT (@rownum := @rownum + 1) AS rank, user_id, score
fROM leaderboard

ORDER BY score DESC

LIMIT 18

However, this approach doesn’t scale well, First, finding a user’s rank is not performant
because it essentially requires a table scan to determine the rank. Second, this approach
doesn’t provide a straightforward solution for determining the rank of a user who is not
at the top of the leaderboard.

Redis solution

We want to find a solution that gives us predictable performance even for millions of users
and allows us to have easy access to common leaderboard operations, without needing
to fall back on complex DB queries.

Redis provides a potential solution to our problem. Redis is an in-memory data store
supporting key-value pairs. Since it works in memory, it allows for fast reads and writes.

Redis has a specific data type called sorted sets that are ideal for solving leaderboard
system design problems.

What are sorted sets?

A sorted set is a data type similar to a set. Each member of a sorted set is associated with

a score. The members of a set must be unique, but scores may repeat. The score is used
to rank the sorted set in ascending order.

Our leaderboard use case maps perfectly to sorted sets. Internally, a sorted set is imple-
mented by two data structures: a hash table and a skip list [2]. The hash table maps users
to scores and the skip list maps scores to users. In sorted sets, users are sorted by scores.
A good way to understand a sorted set is to picture it as a table with score and member
columns as shown in Figure 10.8. The table is sorted by score in descending order.
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Figure 10.8: February leaderboard is represented by the sorted set

In this chapter, we don’t go into the full detail of the sorted set implementation, but we
do go over the high-level ideas.

A skip list is a list structure that allows for fast search. It consists of a base sorted linked
list and multi-level indexes. Let’s take a look at an example. In Figure 10.9, the base
list is a sorted singly-linked list. The time complexity of insertion, removal, and search
operations is O(n).

How can we make those operations faster? One idea is to get to the middle quickly, as
the binary search algorithm does. To achieve that, we add a level 1 index that skips every
other node, and then a level 2 index that skips every other node of the level 1 indexes,
We keep introducing additional levels, with each new level skipping every other nodes
of the previous level. We stop this addition when the distance between nodes is 5 — 1,
where 7 is the total number of nodes. As shown in Figure 10.9, searching for number 45
is a lot faster when we have multi-level indexes.
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Figure 10.9: Skip list

When the data set is small, the speed improvement using the skip listisn’t obvious. Figure
10.10 shows an example of a skip list with 5 levels of indexes. In the base linked list, it

needs to travel 62 nodes to reach the correct node. In the skip list, it only needs to traverse
11 nodes [3].

R
o <
a o o o & . =
o o o - o o o o o l -
@ o o o L] o -] =] o =] o o o o [} o o o o o [ o [} & s o

nnnnc-.'-aat\-c\cl-:raU{'ooﬂoonuddnuu0ocuuuoq-aﬂbooaocuoooooé-’ﬂ:)

Figure 10.10: Skip list with 5 levels of indexes

Sorted sets are more performant than a relational database because each element is auto-
matically positioned in the right order during insert or update, as well as the fact that the
complexity of an add or find operation in a sorted set is logarithmic: O(log (n)).

In contrast, to calculate the rank of a specific user in a relational database, we need to
run nested queries:
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SELLCT *,(SELECT COUNT(*) TROM leaderboard 1b2
WHERE 1b2.score >= 1b1.score) RANK

FROM leaderboard 1b1

WHERE 1b1.user_id = {:user_id};

Implementation using Redis sorted sets

Now that we know sorted sets are fast, let’s take a look at the Redis operations we will
use to build our leaderboard [4] [5] [6] [7]: /

« ZADD: insert the user into the set if they don’t yet exist. Otherwise, update the score
for the user. It takes O(log(n)) to execute.

» ZINCRBY: increment the score of the user by the specified increment. If the user
doesn’t exist in the set, then il assumes the score starts at 0. It takes O(log(n)) /
to execute.

« ZRANGE/ZREVRANGE: fetch a range of users sorted by the score. We can specify the order
(range vs. revrange), the number of entries, and the position to start from. This takes
O(log(n)+m) to execute, where m is the number of entries to fetch (which is usually
small in our case), and 7 is the number of entries in the sorted set.

+ ZRANK/ZREVRANK: fetch the position of any user sorting in ascending/descending order
in logarithmic time.

Workflow with sorted sets

1. A user scores a point

Leasc;?vr?;c;ard F——ZINCRBY —8M8M88 e
redis

Figure 10.11: A user scores a point

Every month we create a new leaderboard sorted set and the previous ones are moved to
historical data storage. When a user wins a match, they score 1 point; so we call ZINCRBY
to increment the user’s score by 1 in that month’s leaderboard, or add the user to the

leaderboard set if they weren't already there. The syntax for ZINCRBY is:
ZINCRBY <key> <increment> <user>

The following command adds a point to user mary1934 after they win a match.
ZINCRBY leaderboard_feb_2821 1 'mary1934'

2. A user fetches the top 10 global leaderboard
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Figure 10.12: Fetch top 10 global leaderboard

L Leaderboard

We will call ZREVRANGE to obtain the members in descending order because we want the
highest scores, and pass the WITHSCORES attribute to ensure that it also returns the total
sr;}re for each user, as well as the set of users with the highest scores. The following
command fetches the top 10 players on the Feb-2021 leaderboard.

IREVRANGE leaderboard_feb_2821 8 9 WITHSCORES

This returns a list like this:
[(user2,score2),(userl,scorel),(user5,score5)...]

3. A user wants to fetch their leaderboard position

Leaderboard
service —— ZREVERANK — — »

redis

Figure 10.13: Fetch a user’s leaderboard position

To fetch the position of a user in the leaderboard, we will call ZREVRANK to retrieve their

rank on the leaderboard. Again, we call the rev version of the command because we want
to rank scores from high to low.

[REVRANK leaderboard_feb_2821 'mary1934'

4 Fetch the relative position in the leaderboard for a user. An example is shown in Figure
10.14.
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Figure 10.14: Fetch 4 players above and below

While not an explicit requirement, we can easily fetch the relative position for a user by
leveraging ZREVRANGE with the number of results above and below the desired player. For
example, if user MallowB87’s rank is 361 and we want to fetch 4 players above and below
them, we would run the following command.

IREVRANGE leaderboard_feb_2821 357 365

Storage requirement

At a minimum, we need to store the user id and score. The worst-case scenario is that
all 25 million monthly active users have won at least one game, and they all have entries
in the leaderboard for the month. Assuming the id is a 24-character string and the score
is a 16-bit integer (or 2 bytes), we need 26 bytes of storage per leaderboard entry. Given
the worst-case scenario of one leaderboard entry per MAU, we would need 26 bytes x25
million = 650 million bytes or ~ 650MB for leaderboard storage in the Redis cache. Even
if we double the memory usage to account for the overhead of the skip list and the hash
for the sorted set, one modern Redis server is more than enough to hold the data.

Another related factor to consider is CPU and 1/O usage. Our peak QPS from the back-
of-the-envelope estimation is 2500 updates/sec. This is well within the performance en-
velope of a single Redis server.

One concern about the Redis cache is persistence, as a Redis node might fail. Luckily,
Redis does support persistence, but restarting a large Redis instance from disk is slow.
Usually, Redis is configured with a read replica, and when the main instance fails, the
read replica is promoted, and a new read replica is attached.
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Resides, we need to have 2 supporting tables (user and point) in a relational database like
\vSQL. The user table would store the user ID and user's display name (in a real-world
application, this would contain a lot more data). The point table would contain the user
id. score, and timestamp when they won a game. This can be leveraged for other game

functions such as play history, and can also be used to recreate the Redis leaderboard in
the event of an infrastructure failure.

As a small performance optimization, it may make sense to create an additional cache of
the user details, potentially for the top 10 players since they are retrieved most frequently.
However, this doesn’t amount to a large amount of data.

Step 3 - Design Deep Dive

Now that we've discussed the high-level design, let’s dive into the following:

« Whether or not to use a cloud provider

o Manage our own services

o Leverage cloud service providers like Amazon Web Services (AWS)
+ Scaling Redis
+ Alternative solution: NoSQL

« Other considerations

To use a cloud provider or not

Depending on the existing infrastructure, we generally have two options for deploying
our solution. Let’s take a look at each of them.

Manage our own services

In this approach, we will create a leaderboard sorted set each month to store the leader-
board data for that period. The sorted set stores member and score information. The rest
of the details about the user, such as their name and profile image, are stored in MySQL
databases. When fetching the leaderboard, besides the leaderboard data, API servers also
query the database to fetch corresponding users’ names and profile images to display on
the leaderboard. If this becomes too inefficient in the long term, we can leverage a user

profile cache to store users’ details for the top 10 players. The design is shown in Figure
10.15.
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Figure 10.15: Manage our own services

Build on the cloud

The second approach is to leverage cloud infrastructures. In this section, we assume our
existing infrastructure is built on AWS and that it’s a natural fit to build the leaderboard
on the cloud. We will use two major AWS technologies in this design: Amazon API
Gateway and AWS Lambda function [8]. The Amazon API gateway provides a way to
define the HTTP endpoints of a RESTful API and connect it to any backend services. We

use it to connect to our AWS lambda functions. The mapping between Restful APIs and
Lambda functions is shown in Table 10.5.

APIs Lambda function

GET /v1/scores LeaderboardFetchTop18

GET /v1/scores/{:user_id} | LeaderboardFetchPlayerRank
POST /v1/scores LeaderboardUpdateScore

Table 10.5: Lambda functions

AWS Lambda is one of the most popular serverless computing platforms. It allows us
to run code without having to provision or manage the servers ourselves. It runs only
when needed and will scale automatically based on traffic. Serverless is one of the hottest
topics in cloud services and is supported by all major cloud service providers. For exam-
ple, Google Cloud has Google Cloud Functions [9] and Microsoft has named its offering
Microsoft Azure Functions [10].

At a high level, our game calls the Amazon API Gateway, which in turn invokes the
appropriate lambda functions. We will use AWS Lambda functions to invoke the appro-
priate commands on the storage layer (both Redis and MySQL), return the results back
to the API Gateway, and then to the application.

We can leverage Lambda functions to perform the queries we need without having to
spin up a server instance. AWS provides support for Redis clients that can be called from
the Lambda functions. This also allows for auto-scaling as needed with DAU growth.
Design diagrams for a user scoring a point and retrieving the leaderboard are shown
below:
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Figure 10.16: Score a point

Use case 2: retrieving leaderboard

‘ Leaderboard

—"redis
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Leaderboard Get a N\ —
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—) d

o () Fetch
S AWS user details
AP| Gateway Lambda T
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MySQL
Figure 10.17: Retrieve leaderboard

Lambdas are great because they are a serverless approach, and the infrastructure will
take care of auto-scaling the function as needed. This means we don’t need to manage
the scaling and environment setup and maintenance. Given this, we recommend going
with a serverless approach if we build the game from the ground up.

Scaling Redis

With 5 million DAU, we can get away with one Redis cache from both a storage and
QPS perspective. However, let’s imagine we have 500 million DAU, which is 100 times
our original scale. Now our worst-case scenario for the size of the leaderboard goes up

to 65GB (650MB x 100), and our QPS goes up to 250,000 (2,500 x 100) queries per
second. This calls for a sharding solution.

Data sharding
We consider sharding in one of the following two ways: fixed or hash partitions.
Fixed partition

One way to understand fixed partitions is to look at the overall range of points on the
leaderboard. Let’s say that the number of points won in one month ranges from 1 to 1000,
and we break up the data by range. For example, we could have 10 shards and each shard
would have a range of 100 scores (For example, 1 ~ 100, 101 ~ 200, 201 ~ 300, ...) as
shown in Figure 10.18.
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Figure 10.18: Fixed partition

For this Lo work, we want to ensure there is an even distribution ol scores across the
leaderboard. Otherwise, we need to adjust the score range in each shard to make sure
of a relatively even distribution. In this approach, we shard the data ourselves in the
application code.

When we are inserting or updating the score for a user, we need to know which shard
they are in. We could do this by calculating the user’s current score from the MySQL
database. This can work, but a more performant option is to create a secondary cache to
store the mapping from user ID to score. We need to be careful when a user increases
their score and moves between shards. In this case, we need to remove the user from
their current shard and move them to the new shard.

To fetch the top 10 players in the leaderboard, we would fetch the top 10 players from
the shard (sorted set) with the highest scores. In Figure 10.18, the last shard with scores
(901, 1000] contains the top 10 players.

To fetch the rank of a user, we would need to calculate the rank within their current
shard (local rank), as well as the total number of players with higher scores in all of the
shards. Note that the total number of players in a shard can be retrieved by running the
info keyspace command in O(1) [11].

Hash partition

A second approach is to use the Redis cluster, which is desirable if the scores are very
clustered or clumped. Redis cluster provides a way to shard data automatically across
multiple Redis nodes. It doesn’t use consistent hashing but a different form of sharding,
where every key is part of a hash slot. There are 16384 hash slots [12] and we can
compute the hash slot of a given key by doing CRC16 (key) %16384 [13]. This allows us to
add and remove nodes in the cluster easily without redistributing all the keys. In Figure
10.19, we have 3 nodes, where:

« The first node contains hash slots [0, 5500].
« The second node contains hash slots [5501, 11000].
. 'The third node contains hash slots (11001, 16383].
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Figure 10.19: Hash partition

An update would simply change the score of the user in the corresponding shard (de-
termined by CRC16(key) %16384). Retrieving the top 10 players on the leaderboard is
more complicated. We need to gather the top 10 players from each shard and have the
application sort the data. A concrete example is shown in Figure 10.20. Those queries
can be parallelized to reduce latency.
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Figure 10.20: Scatter-gather

This approach has a few limitations:

« When we need to return top k results (where £ is a very large number) on the leader-

board, the latency is high because a lot of entries are returned from each shard and
need to be sorted.

» Latency is high if we have lots of partitions because the query has to wait for the
slowest partition.

« Another issue with this approach is that it doesn't provide a straightforward solution
for determining the rank of a specific user.

Therefore, we lean towards the first proposal: fixed partition.

Sizing a Redis node

There are multiple things to consider when sizing the Redis nodes [14]. Write-heavy
applications require much more available memory, since we need to be able to accom-
modate all of the writes to create the snapshot in case of a failure. To be safe, allocate
twice the amount of memory for write-heavy applications.

Redis provides a tool called Redis-benchmark that allows us to benchmark the perfor-
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mance of the Redis setup, by simulating multiple clients executing multiple queries and
returning the number of requests per second for the given hardware. To learn more aboul
Redis-benchmark, see [15].

Alternative solution: NoSQL

An alternative solution to consider is NoSQL databases. What kind of NoSQL should we
use? Ideally, we want to choose a NoSQL that has the following properties:

+ Optimized for writes.

« Efficiently sort items within the same partition by score.

NoSQL databases such as Amazon's DynamoDB [16], Cassandra, or MongoDB can be
a good fit. In this chapter, we use DynamoDB as an example. DynamoDB is a fully
managed NoSQL database that offers reliable performance and great scalability. To allow
efficient access to data with attributes other than the primary key, we can leverage global
secondary indexes [17] in DynamoDB. A global secondary index contains a selection of

atiributes from the parent table, but they are organized using a different primary key.
Let’s take a look at an example.

The updated system diagram is shown in Figure 10.21. Redis and MySQL are replaced
with DynamoDB.

Leaderboard R
service | Z/\ b

AWS AWS AWS
AP| Gateway Lambda DynamoDB

Figure 10.21: DynamoDB solution

Assume we design the leaderboard for a chess game and our initial table is shown in

Figure 10.22. It is a denormalized view of the leaderboard and user tables and contains
everything needed to render a leaderboard.

| Primary key Attributes
user_id score | email profile_pic leaderboard_name
lovelove 309 love@test.com | https://cdn.example/3.png | chess#2020-02
i_love_tofu 209 test@test.com | https://cdn.example/p.png | chess#2020-02

_golden _gate 103 gold@test.com | https://cdn.example/2.png | chess#2020-03
pizza_or_bread | 203 piz@test.com | hitps://cdn.example/31.png | chess#2021-05
ocean 10 oce@test.com | https://cdn.example/32.png | chess#2020-02

Figure 10.22: Denormalized view of the leaderboard and user tables

This table scheme works, but it doesn’t scale well. As more rows are added, we have to
scan the entire table to find the top scores.
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Figure 10.23: Partition key and sort key
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Figure 10.24: Updated partition key

The global secondary index uses game_name#{year-month}#tp{partition_number} as the
partition key and the score as the sort key. What we end up with are n partitions that are
all sorted within their own partition (locally sorted). If we assume we had 3 partitions,
then in order to fetch the top 10 leaderboard, we would use the approach called “scatter-
gather” mentioned earlier. We would fetch the top 10 results in each of the partitions
(this is the “scatter” portion), and then we would allow the application to sort the results
among all the partitions (this is the “gather” portion). An example is shown in Figure
10.25.
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' partition key (PK) | Sort user_id

key
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Figure 10.25: Scatter-gather
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How do we decide on the number of partitions? This might require some careful hencl,-
markimg More partitions decrease the load on each partition bul add complexity, ag
we need Lo scalter across more parlilions o build the final leaderboard. By employing
benchmarking, we can see the trade-off more clearly. '

However, similar o the Redis partition solution mentioned earlier, this approach doesn’y
provide a straightforward solution for determining the relative rank of a user. But it jg
possible to get the percentile of a user’s position, which could be good enough. In reg
life, telling a player that they are in the top 10 ~ 20% might be better than showing
the exact rank at eg. 1.200,001. Therefore, if the scale is large enough that we needed
lo shard, we could assume that the score distributions are roughly the same across al
shards. If this assumption is true, we could have a cron job that analyzes the distribution
of the score for each shard, and caches that result.

The result would look something like this:

10th percentile = score < 100
20th percentile = score < 500

90th percentile = score < 6500

Then we could quickly return a user’s relative ranking (say 90th percentile).

Step 4 - Wrap Up

In this chapter, we have created a solution for building a real-time game leaderboard with
the scale of millions of DAU. We explored the straightforward solution of using a MySQL
database and rejected that approach because it does not scale to millions of users. We
then designed the leaderboard using Redis sorted sets. We also looked into scaling the
solution to 500 million DAU, by leveraging sharding across different Redis caches. We
also proposed an alternative NoSQL solution.

In the event you have some extra time at the end of the interview, you can cover a few
more topics:

Faster retrieval and breaking tie

A Redis Hash provides a map between string fields and values. We could leverage a hash
for 2 use cases:

1. To store a map of the user id to the user object that we can display on the leaderboard.
This allows for faster retrieval than having to go to the database to fetch the user
object.

2. In the case of two players having the same scores, we could rank the users based on
who received that score first. When we increment the score of the user, we can also
store a map of the user id to the timestamp of the most recently won game. In the
case of a tie, the user with the older timestamp ranks higher.

312 | Chapter 10. Real-time Gaming Leaderboard

f w2



System failure recovery

The Redis cluster can potentially experience a large-scale failure. Given the design above,
we could create a script that leverages the fact that the MySQL database records an entry
with a timestamp each time a user won a game. We could iterate through all of the entries
for each user, and call ZINCRBY once per entry, per user. This would allow us to recreate
the leaderboard offline if necessary, in case of a large-scale oulage.

Congratulations on getting this far! Now give yourself a pat on the back. Good job!
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11 Payment System

In this chapter, we design a payment system. E-commerce has exploded in popularity
across the world in recent years. What makes every transaction possible is a payment

system running behind the scenes. A reliable, scalable, and flexible payment system is
essential.

What is a payment system? According to Wikipedia, “a payment system is any system
used to settle financial transactions through the transfer of monetary value, This includes

the institutions, instruments, people, rules, procedures, standards, and technologies that
make its exchange possible” [1].

A payment system is easy to understand on the surface but is also intimidating for many
developers to work on. A small slip could potentially cause significant revenue loss and

destroy credibility among users. But fear not! In this chapter, we demystify payment
systems.

Step 1 - Understand the Problem and Establish Design Scope

A payment system can mean very different things to different people. Some may think
it’s a digital wallet like Apple Pay or Google Pay. Others may think it's a backend system
that handles payments such as PayPal or Stripe. It is very important to determine the

exact requirements at the beginning of the interview. These are some questions you can
ask the interviewer:

Candidate: What kind of payment system are we building?

Interviewer: Assume you are building a payment backend for an e-commerce applica-
tion like Amazon.com. When a customer places an order on Amazon.com, the payment
system handles everything related to money movement.

Candidate: What payment options are supported? Credit cards, PayPal, bank cards,
etc?

Interviewer: The payment system should support all of these options in real life. How-
ever, in this interview, we can use credit card payment as an example.

Candidate: Do we handle credit card payment processing ourselves?
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Interviewer: No, we use third-party paymenl processors, such as Stripe, Braintree
Square, clc.
Candidate: Do we store credit card data in our system?

Interviewer: Due to extremely high security and compliance requirements, we do net
store card numbers directly in our system. We rely on third-party payment processorg

to handle sensitive credit card data.

Candidate: Is the application global? Do we need to support different currencies ang

inlernational payments?
Interviewer: Great question. Yes, the application would be global but we assume only

one currency is used in this interview.

Candidate: How many payment transactions per day?
Interviewer: 1 million transactions per day.

Candidate: Do we need to support the pay-out flow, which an e-commerce site like

Amazon uses Lo pay sellers every month?
Interviewer: Yes, we need to support that.

Candidate: 1think I have gathered all the requirements. Is there anything else 1 should

pay attention to?
Interviewer: Yes. A payment system interacts with a lot of internal services (account-

ing, analytics, etc.) and external services (payment service providers). When a service
fails, we may see inconsistent states among services. Therefore, we need to perform
reconciliation and fix any inconsistencies. This is also a requirement.

With these questions, we get a clear picture of both the functional and non-functional
requirements. In this interview, we focus on designing a payment system that supports
the following.

Functional requirements
« Pay-in flow: payment system receives money from customers on behalf of sellers.

. Pay-out flow: payment system sends money to sellers around the world.

Non-functional requirements
« Reliability and fault tolerance. Failed payments need to be carefully handled.

. A reconciliation process between internal services (payment systems, accounting
systems) and external services (payment service providers) is required. The process
asynchronously verifies that the payment information across these systems is con-

sistent.

Back-of-the-envelope estimation

The system needs to process 1 million transactions per day, which is 1,000,000 transac-
tions /10° seconds = 10 transactions per second (TPS). 10 TPS is not a big number for
a typical database, which means the focus of this system design interview is on how to

316 | Chapter 11. Payment System



correctly handle payment transactions, rather than aiming for high throughput.

Step 2 - Propose High-level Design and Get Buy-in

At a high level, the payment flow is broken down into two steps to reflect how
flows:

+ Pay-in flow

» Pay-out flow

Take the e-commerce site, Amazon, as an example. After a buyer places a
money flows into Amazon’s bank account, which is the pay-in flow. Althoug

is in Amazon’s bank account, Amazon does not own all of the money. The

a substantial part of it and Amazon only works as the money custodian fo)

when the products are delivered and money is released, the balance after fe ‘
from Amazon’s bank account to the seller’s bank account. This is the pay-
simplified pay-in and pay-out flows are shown in Figure 11.1.

E-commerce
Buyer Website Seller
® + ®
- - =

Credit Bank Bank
Card Pay In"\ Account ] Pay-out Account

Figure 11.1: Simplified pay-in and pay-out flow

Pay-in flow

The high-level design diagram for the pay-in flow is shown in Figure 11.2. Let’s take a
look at each component of the system.
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Figure 11.2: Pay-in flow

Payment service

The payment service accepts payment events from users and coordinates the payment
process. The first thing it usually does is a risk check, assessing for compliance with
regulations such as AML/CFT [2], and for evidence of criminal activity such as money
laundering or financing of terrorism. The payment service only processes payments that
pass this risk check. Usually, the risk check service uses a third-party provider because
it is very complicated and highly specialized.

Payment executor

The payment executor executes a single payment order via a Payment Service Provider
(PSP). A payment evenl may contain several payment orders.

Payment Service Provider (PSP)

A PSP moves money from account A to account B. In this simplified example, the PSP
moves the money out of the buyer’s credit card account.

Card schemes

Card schemes are the organizations that process credit card operations. Well known
card schemes are Visa, MasterCard, Discovery, etc. The card scheme ecosystem is very
complex [3].

Ledger

The ledger keeps a financial record of the payment transaction. For example, when a user
pays the seller $1, we record it as debit $1 from the user and credit $1 to the seller. The
ledger system is very important in post-payment analysis, such as calculating the total
revenue of the e-commerce website or forecasting future revenue.
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Wallet

The wallet keeps the account balance of the merchant. It may also record how much a
given user has paid in total.

As shown in Figure 11.2, a typical pay-in flow works like this:
. When a user clicks the “place order” button, a payment event is generated and sent
to the payment service.

The payment service stores the payment event in the database.

[

3. Sometimes, a single payment event may contain several payment orders. For exam-
ple, you may select products from multiple sellers in a single checkout process. If the
e-commerce website splits the checkout into multiple payment orders, the payment
service calls the payment executor for each payment order.

4. The payment executor stores the payment order in the database.
5. The payment executor calls an external PSP to process the credit card payment.

6. After the payment executor has successfully processed the payment, the payment
service updates the wallet to record how much money a given seller has.

7. The wallet server stores the updated balance information in the database.

8. After the wallet service has successfully updated the seller’s balance information, the
payment service calls the ledger to update it.

9. The ledger service appends the new ledger information to the database.

APIs for payment service
We use the RESTful API design convention for the payment service.
POST /v1/payments

This endpoint executes a payment event. As mentioned above, a single payment event
may contain multiple payment orders. The request parameters are listed below:

' Field Description Type
buyer_info The information of the buyer json
checkout_id A globally unique ID for this checkout string

This could be encrypted credit card informa-
credit_card_info | tion or a payment token. The value is PSP- | json
specific.
payment_orders A list of the payment orders list

Table 11.1: API request parameters (execute a payment event)

The payment_orders look like this:
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Field _ Description ] I'ype | \*
Which seller will receive the : — it

seller_account string P
money J ‘ A

| The transaction amount for the , = ‘ ;
amount string

order

P - '_n_“'__“‘_“'_‘L”"f fir[_he order ___.'ilfilng'{iSD—«t'zl'?'['d])-.'
N ~ A globally unique ID for this TN ey
payment_order_id ‘ ‘ string ]

payment _J

Table 11.2: payment_orders

Note that the payment_order_id is globally unique. When the payment executor sends
a payment request lo a third-party PSP, the payment_order_id is used by the PSP a5 the

deduplication ID, also called the idempotency key.
gl

il

I.k{:

Ll

You may have noticed that the data type of the “amount” field is “string” rather thap
“double”. Double is not a good choice because:

1. Different protocols, software, and hardware may support different numeric preci-
sions in serialization and deserialization. This difference might cause unintended

rounding errors.

2 The number could be extremely big (for example, Japan’s GDP is around 5 x 10"
yen for the calendar year 2020), or extremely small (for example, a satoshi of Bitcoin

is 107%),

It is recommended to keep numbers in string format during transmission and storage,
They are only parsed to numbers when used for display or calculation.

GET /v1/payments/{:id}
This endpoint returns the execution status of a single payment order based on i
payment_order_id. f

The payment API mentioned above is similar to the API of some well-known PSPs. If e
you are interested in a more comprehensive view of payment APIs, check out Stripe’s {0}

API documentation [5]. b

The data model for payment service

We need two tables for the payment service: payment event and payment order. When
we select a storage solution for a payment system, performance is usually not the most

important factor. Instead, we focus on the following:
1. Proven stability. Whether the storage system has been used by other big financial
firms for many years (for example more than 5 years) with positive feedback.
2. The richness of supporting tools, such as monitoring and investigation tools.

3. Maturity of the database administrator (DBA) job market. Whether we can recruil y
experienced DBAs is a very important factor to consider.
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Usually, we prefer a traditional relational database with ACID transaction support over
NoSQL/NewSQL.

The payment event table contains detailed payment event information. This is what it
looks like:

Name Type__
checkout_id s[i?ing PK
buyer_info string
seller_info string
credit_card_info | depends on the card provider
is_payment_done | boolean

Table 11.3: Payment event

The payment order table stores the execution status of each payment order. This is what
it looks like:

Name Type
payment_order_id String PK
buyer_account string
amount string
currency string
checkout_id string FK
payment_order_status | string
ledger_updated boolean
wallet_updated boolean

Table 11.4: Payment order

Before we dive into the tables, let’s take a look at some background information.

+ The checkout_id is the foreign key. A single checkoul creates a payment event that
may contain several payment orders.

« When we call a third-party PSP to deduct money from the buyer’s credit card, the
money is not directly transferred to the seller. Instead, the money is transferred to
the e-commerce website’s bank account. This process is called pay-in. When the pay-
out condition is satisfied, such as when the products are delivered, the seller initiates
a pay-out. Only then is the money transferred from the e-commerce website’s bank
account to the seller’s bank account. Therefore, during the pay-in flow, we only need
the buyer’s card information, not the seller’s bank account information.

In the payment order table (Table 11.4), payment_order_status is an enumerated type
(enum) that keeps the execution status of the payment order. Execution status includes
NOT_STARTED, EXECUTING, SUCCESS, FAILED. The update logic is:

1. The initial status of payment_order_status is NOT_STARTED.
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When the pavment service sends the payment order to the pavment execulor, 1
payment._order_status is EXECUTING.

e

3 The pavment service updates the payment_order_status to SUCCESS or FATLED de-
pending on the response of the paymenl execulor.

Once the payment,_order_status is SUCCESS, the payment service calls the wallet Service
toupdate the seller balance and update the wallet_updated field to TRUE. Here we simplify
the design by assuming wallet updates always succeed.

Onceitis done. the next step for the payment service is to call the ledger service to update
the ledger database by updating the ledger_updated field to TRUE.

When all payment orders under the same checkout_id are processed successfully, the
payment service updates the is_payment_done to TRUE in the payment event table, A
scheduled job usually runs at a fixed interval to monitor the status of the in-flight pay-

ment orders. It sends an alert when a payment order does not finish within a threshold
s0 that engineers can investigate it.

Double-entry ledger system

There is a very important design principle in the ledger system: the double-entry princi-
ple (also called double-entry accounting/bookkeeping [6]). Double-entry system is fun-
damental 1o any payment system and is key to accurate bookkeeping. It records every
payment transaction into two separate ledger accounts with the same amount. One ac-
count is debited and the other is credited with the same amount (Table 11.5).

Account | Debit | Credit
buyer $1
|_ seller $1

Table 11.5: Double-entry system

The double-entry system states that the sum of all the transaction entries must be 0.
One cent lost means someone else gains a cent. It provides end-to-end traceability and
cnsures consistency throughout the payment cycle. To find out more about implementing
the double-entry system, see Square’s engineering blog about immutable double-entry
accounting database service [7].

Hosted payment page

Most companies prefer not to store credit card information internally because if they -:'iD.
they have to deal with complex regulations such as Payment Card Industry Data Secu_ﬂt}’
Standard (PCI DSS) [8] in the United States. To avoid handling credit card informa‘tlﬁrls
companies use hosled credit card pages provided by PSPs. For websites, il is a widget
or an iframe, while for mobile applications, it may be a pre-built page from the p.a}'mem
SDK. Figure 11.3 illustrates an example of the checkoul experience with PayPal integra-
tion. The key point here is that the PSP provides a hosted payment page that captures the
customer card information directly, rather than relying on our payment service.
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Or
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Figure 11.3: Hosted pay with PayPal page

Pay-out flow

The components of the pay-out flow are very similar to the pay-in flow. One difference is
that instead of using PSP to move money from the buyer's credit card to the e-commerce
website’s bank account, the pay-out flow uses a third-party pay-out provider to move
money from the e-commerce website’s bank account to the seller’s bank account.

Usually, the payment system uses third-party account payable providers like Tipalti (9]
to handle pay-outs. There are a lot of bookkeeping and regulatory requirements with
pay-outs as well.

Step 3 - Design Deep Dive

In this section, we focus on making the system faster, more robust, and secure. In a
distributed system, errors and failures are not only inevitable but common. For exam-
ple, what happens if a customer pressed the “pay” button multiple times? Will they be
charged multiple times? How do we handle payment failures caused by poor network
connections? In this section, we dive deep into several key topics.

» PSP integration
+ Reconciliation

+ Handling payment processing delays
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Communication among internal services

Handling failed payments

« Exact-once delivery

Consistency

Security

PSP integration

If the payment system can directly connect to banks or card schemes such as Visa or Mas-
terCard, payment can be made without a PSP. These direct connections are uncommon
and highly specialized. They are usually reserved for really large companies that can
justify such an investment. For most companies, the payment system integrates with a

PSP instead, in one of two ways:

1. If a company can safely store sensitive payment information and chooses to do 50,
PSP can be integrated using API The company is responsible for developing the
payment web pages, collecting and storing sensitive payment information. PSP is

responsible for connecting to banks or card schemes.

If a company chooses not to store sensitive payment information due to complex reg-

ulations and security concerns, PSP provides a hosted payment page to collect card
payment details and securely store them in PSP, This is the approach most companies

take.

We use Figure 11.4 to explain how the hosted payment page works in detail.

Payment System

| ®Return payment token —

\@) Webhook with

completion resuli

Figure 11.4: Hosted payment flow
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We omitted the payment executor, ledger, and wallet in Figure 11.4 for simplicity. The
payment service orchestrates the whole payment process.

1. The user clicks the “checkout” button in the client browser. The client calls the pay-
ment service with the payment order information.

2. After receiving the payment order information, the payment service sends a payment
registration request to the PSP. This registration request contains payment informa-
tion, such as the amount, currency, expiration date of the payment request, and the
redirect URL. Because a payment order should be registered only once, there is a

UUID field to ensure the exactly-once registration. This UUID is also called nonce
[10]. Usually, this UUID is the ID of the payment order.

3. The PSP returns a token back to the payment service. A token is a UUID on the PSP
side that uniquely identifies the payment registration. We can examine the payment
registration and the payment execution status later using this token.

4. The payment service stores the token in the database before calling the PSP-hosted
payment page.

5. Once the token is persisted, the client displays a PSP-hosted payment page. Mobile
applications usually use the PSP’s SDK integration for this functionality. Here we
use Stripe’s web integration as an example (Figure 11.5). Stripe provides a JavaScript
library that displays the payment UI, collects sensitive payment information, and
calls the PSP directly to complete the payment. Sensitive payment information is
collected by Stripe. It never reaches our payment system. The hosted payment page
usually needs two pieces of information:

(a) The token we received in step 4. The PSP’s javascript code uses the token to
retrieve detailed information about the payment request from the PSP’s backend.
One important piece of information is how much money to collect.

(b) Another important piece of information is the redirect URL. This is the web page
URL that is called when the payment is complete. When the PSP’s JavaScript
finishes the payment, it redirects the browser to the redirect URL. Usually, the
redirect URL is an e-commerce web page that shows the status of the checkout.
Note that the redirect URL is different from the webhook [11] URL in step 9.
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Figure 11.5: Hosted payment page by Stripe

o

The user fills in the payment delails on the PSP’s web page, such as the credit card
number, holder’s name, expiration date, ete, then clicks the pay button. The PSP
starts the payment processing.

]

. The PSP returns the payment status.

oo

- The web page is now redirected to the redirect URL, The payment status that is re-
ceived in step 7 is typically appended to the URL. For example, the full redirect URL

could be [12]: https://your-company.com/?tokenID=JI0UIQ123NSF&payResul t=X32
4FSa

O

. Asynchronously, the PSP calls the payment service with the payment status via a
webhook. The webhook is an URL on the payment system side that was registered
with the PSP during the initial setup with the PSP. When the payment system re-
ceives payment events through the webhook, it extracts the payment status and up-
dates the payment_order_status field in the Payment Order database table.

So far, we explained the happy path of the hosted payment page. In reality, the network
connection could be unreliable and all 9 steps above could fail. Is there any systematic
way to handle failure cases? The answer is reconciliation.

Reconciliation

When system components communicate asynchronously, there is no guarantee that a
message will be delivered, or a response will be returned. This is very common in the
payment business, which often uses asynchronous communication to increase system
performance. External systems, such as PSPs or banks, prefer asynchronous communi-
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cation as well. So how can we ensure correctness in this case?

The answer is reconciliation. This is a practice that periodically compares the states

among related services in order to verify that they are in agreement. It is usually the last
line of defense in the payment system.

Every night the PSP or banks send a settlement file to their clients. The settlement file
contains the balance of the bank account, together with all the transactions that took
place on this bank account during the day. The reconciliation system parses the sel-

tlement file and compares the details with the ledger system. Figure 11.6 below shows
where the reconciliation process fits in the system,

@ Internal i External
* | Payment Service
' Payment event i Providers (PSP) Card Schemes
. | IPraro VISA
Wl = (Bl i stripe | gagm
/ \ adyen
Ledger Wallet Settlement file

] A
i Reconcillation i;

Payment System

Figure 11.6: Reconciliation

Reconciliation is also used to verify that the payment system is internally consistent.
For example, the states in the ledger and wallet might diverge and we could use the
reconciliation system to detect any discrepancy.

To fix mismatches found during reconciliation, we usually rely on the finance team to
perform manual adjustments. The mismatches and adjustments are usually classified into
three categories:

1. The mismatch is classifiable and the adjustment can be automated. In this case, we
know the cause of the mismatch, how to fix it, and it is cost-effective to wrile a
program to automate the adjustment. Engineers can automate both the mismatch
classification and adjustment.

2. The mismatch is classifiable, but we are unable to automate the adjustment. In this
case, we know the cause of the mismatch and how to fix it, but the cosl of writing an
auto adjustment program is too high. The mismatch is put into a job queue and the
finance team fixes the mismatch manually.
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3. The mismaltch is unclassifiable. In this case, we do not know how the mismalch
happens. The mismatch is put into a special job queue. The finance team investigates
it manually.

Handling payment processing delays

As discussed previously, an end-to-end payment request flows through many compo-
nents and involves both internal and external parties. While in most cases a payment
request would complete in seconds, there are situations where a payment request would
stall and sometimes take hours or days before it is completed or rejected. Here are some
examples where a payment request could take longer than usual:

* The PSP deems a payment request high risk and requires a human to review it.

» A credit card requires extra protection like 3D Secure Authentication [13] which
requires extra details from a card holder to verify a purchase.

ﬁu: payment service must be able to handle these payment requests that take a long
time to process. If the buy page is hosted by an external PSP, which is quile common

these days, the PSP would handle these long-running payment requests in the following
ways:

» The PSP would return a pending status to our client. Our client would display that to

the user. Our client would also provide a page for the customer to check the current
payment status,

» The PSP tracks the pending payment on our behalf, and notifies the payment service
of any status update via the webhook the payment service registered with the PSP.

When the payment request is finally completed, the PSP calls the registered webhook
mentioned above. The payment service updates its internal system and completes the
shipment to the customer.

Alternatively, instead of updating the payment service via a webhook, some PSP would
put the burden on the payment service to poll the PSP for status updates on any pending
payment requests.

Communication among internal services

There are two types of communication patterns that internal services use to communi-
cate: synchronous vs asynchronous. Both are explained below.

Synchronous communication

Synchronous communication like HTTP works well for small-scale systems, but its short-
comings become obvious as the scale increases. It creates a long request and response
cycle that depends on many services. The drawbacks of this approach are:

. Low performance. If any one of the services in the chain doesn't perform well, the
whole system is impacted.
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» Poor failure isolation. If PSPs or any other services fail, the client will no longer
receive a response.

» Tight coupling. The request sender needs to know the recipient.

» Hard to scale. Without using a queue to act as a buffer, it's not easy to scale the
system to support a sudden increase in traffic.

Asynchronous communication

Asynchronous communication can be divided into two categories:

« Single receiver: each request (message) is processed by one receiver or service. It's
usually implemented via a shared message queue. The message queue can have mul-
tiple subscribers, but once a message is processed, it gets removed from the queue.
Let’s take a look at a concrete example. In Figure 11.7, service A and service B both
subscribe to a shared message queue. When m1 and m2 are consumed by service A
and service B respectively, both messages are removed from the queue as shown in
Figure 11.8.

Service A

(IEI‘EIEIE]

md m3 m2 mi

Service B

Figure 11.7: Message queue

Service A

& mi1
m4 m3

m2

Service B

Figure 11.8: Single receiver for each message

« Multiple receivers: each request (message) is processed by multiple receivers or ser-
vices. Kafka works well here. When consumers receive messages, they are not re-
moved from Kafka. The same message can be processed by different services. This
model maps well to the payment system, as the same request might trigger multiple
side effects such as sending push notifications, updating financial reporting, ana-
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lytics, ete. An example is illustrated in Figure 11.9. Payment events are publighed
lo Kafka and consumed by different services such as the payment system, analytics

service, and billing service.

Payment
System
/_.I
11
E@—& e i B m1—»{ Analytics
5 md m3 m2 mi 1
Billing

Figure 11.9: Multiple receivers for the same message

Generally speaking, synchronous communication is simpler in design, but it doesn’t al-
low services to be autonomous. As the dependency graph grows, the overall performance
suffers. Asynchronous communication trades design simplicity and consistency for scal-
ability and failure resilience. For a large-scale payment system with complex business
logic and a large number of third-party dependencies, asynchronous communication is
a better choice.

Handling failed payments

Every payment system has to handle failed transactions. Reliability and fault toler-
ance are key requirements. We review some of the techniques for tackling those chal-

lenges.
Tracking payment state

Having a definitive payment state at any stage of the payment cycle is crucial. Whenever
a failure happens, we can determine the current state of a payment transaction and decide
whether a retry or refund is needed. The payment state can be persisted in an append-

only database table.
Retry queue and dead letter queue

To gracefully handle failures, we utilize the retry queue and dead letter queue, as shown
in Figure 11.10.

» Retry queue: retryable errors such as transient errors are routed to a retry queue.

+ Dead letter queue [14]: if a message fails repeatedly, it eventually lands in the dead
letter queue. A dead letter queue is useful for debugging and isolating problematic
messages for inspection to determine why they were not processed successfully.
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Figure 11.10: Handle failed payments

1. Check whether the failure is retryable.

(a) Retryable failures are routed to a retry queue.

(b) For non-retryable failures such as invalid input, errors are stored in a database.

2. The payment system consumes events from the retry queue and retries failed pay-
ment transactions.

3. If the payment transaction fails again:

(a) If the retry count doesn’t exceed the threshold, the event is routed to the retry
queue.

(b) If the retry count exceeds the threshold, the event is put in the dead letter queue.
Those failed events might need to be investigated.

If you are interested in a real-world example of using those queues, take a look at Uber’s

payment system that utilizes Kafka to meet the reliability and fault-tolerance require-
ments [15].

Exactly-once delivery

One of the most serious problems a payment system can have is to double charge a cus-
tomer. It is important to guarantee in our design that the payment system executes a
payment order exactly-once [16].

At first glance, exactly-once delivery seems very hard to tackle, but if we divide the prob-

lem into two parts, it is much easier to solve. Mathematically, an operation is executed
exactly-once if:

1. It is executed at-least-once.

2. At the same time, it is executed at-most-once.

We will explain how to implement at-least-once using retry, and at-most-once using
idempotency check.
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Retry

Occasionally, we need to retry a payment transaction due to network errors or timeout.

Retry provides the al-least-once guarantee. For example,

as shown in Figure 11.11, where

the client tries to make a $10 payment, but the payment request keeps failing due to a
poor network connection. In this example, the network eventually recovered and the

request succeeded at the fourth attempt.

J — Payment
[ = _System
— Pay $10 ——»
- X - Payment failed
- ———— Pay §10 ==
Y e X Payment failed
——————— Payf10———»
Retry
- X Payment failed
Ret Pay $10 ——
Y le Payment succeeded

Figure 11.11: Retry

Deciding the appropriate time intervals between retries is important. Here are a few

common retry strategies.

Immediate retry: client immediately resends a request.

Fixed intervals: wait a fixed amount of time between the time of the failed payment
and a new retry attempt.

Incremental intervals: client waits for a short time for the first retry, and then incre-
mentally increases the time for subsequent retries.

Exponential backoff [17]: double the waiting time between retries after each failed
retry. For example, when a request fails for the first time, we retry after 1 second; if
it fails a second time, we wait 2 seconds before the next retry; if it fails a third time,
we wait 4 seconds before another retry.

Cancel: the client can cancel the request. This is a common practice when the failure
is permanent or repeated requests are unlikely to be successful.

Determining the appropriate retry strategy is difficult. There is no “one size fits all” solu-
tion. As a general guideline, use exponential backoff if the network issue is unlikely to be
resolved in a short amount of time. Overly aggressive retry strategies waste computing
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resources and can cause service overload. A good practice is 1o prnvitlr an error code
with a Retry-After header.

A potential problem of retrying is double payments. Let us take a look at two scenar-

108

Scenario 1: The payment system integrates with PSP using a hosted payment page, and
the client chicks the pay button twice.

Scenario 2: The pavment 1s successfully processed by the PSP, but the response fails to
reach our payment system due to network errors. The user clicks the “pay” button again
or the client retries the payment.

In order 10 avoid double payment, the payment has to be executed at-most-once. This
at-most-once guarantee is also called idempotency:.

idempotency

Idempotency is key to ensuring the at-most-once guarantee. According to Wikipedia,
‘wdempotence is the property of certain operations in mathematics and computer science
whereby they can be applied multiple times without changing the result beyond the ini-
tial application” [18]. From an API standpoint, idempotency means clients can make the
same call repeatedly and produce the same result.

For communication between clients (web and mobile applications) and servers, an idem-
potency key is usually a unique value that is generated by the client and expires after
@ certain period of time. A UUID is commonly used as an idempotency key and it is
recommended by many tech companies such as Stripe [19] and PayPal [20]. To per-

i'ofrm an idempotent payment request, an idempotency key is added to the HTTP header:
<idempotency-key: key_value>.

Now that we understand the basics of idempotency, let’s take a look at how it helps to
solve the double payment issues mentioned above.

Scenario 1: what if a customer clicks the “pay” button quickly twice?

In Figure 11.12, when a user clicks “pay an idempotency key is sent to the payment
system as part of the HTTP request. In an e-commerce website, the idempotency key is
usually the ID of the shopping cart right before the checkout.

For the second request, it’s treated as a retry because the payment system has already
scen the idempotency key. When we include a previously specified idempotency key

n the request header, the payment system returns the latest status of the previous re-
quest.
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Figure 11.12: Idempotency

If multiple concurrent requests are detected with the same idempotency key, only one
request is processed and the others receive the 429 Too Many Requests status code.

To support idempotency, we can use the database’s unique key constraint. For example,
the primary key of the database table is served as the idempotency key. Here is how it
works:

1. When the payment system receives a payment, it tries to insert a row into the
database table.

2. A successful insertion means we have not seen this payment request before.

3. If the insertion fails because the same primary key already exists, it means we have
seen this payment request before. The second request will not be processed.

Scenario 2: The payment is successfully processed by the PSP, but the response
fails to reach our payment system due to network errors. Then the user clicks the
“pay” button again.

As shown in Figure 11.4 (step 2 and step 3), the payment service sends the PSP a nonce
and the PSP returns a corresponding token. The nonce uniquely represents the payment
order, and the token uniquely maps to the nonce. Therefore, the token uniquely maps to
the payment order.

When the user clicks the “pay” button again, the payment order is the same, so the token
sent to the PSP is the same. Because the token is used as the idempotency key on the
PSP side, it is able to identify the double payment and return the status of the previous
execution.

Consistency

Several stateful services are called in a payment execution:
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1. The payment service keeps payment-relaled data such as nonce, token, payment or-
der, execution stalus, elc.

2. The ledger keeps all accounting data.

3. The wallet keeps the account balance of the merchant.

4. The PSP keeps the payment execution status.

5. Data might be replicated among different database replicas to increase reliability.

In a distributed environment, the communication between any two services can fail, caus-
ing data inconsistency. Let’s take a look at some techniques to resolve data inconsistency

in a payment system.

To maintain data consistency between internal services, ensuring exactly—once process-
ing is very important.

To maintain data consistency between the internal service and external service (PSP), we
usually rely on idempotency and reconciliation. If the external service supports idempo-
tency, we should use the same idempotency key for payment retry operations. Even if
an external service supports idempotent APIs, reconciliation is still needed because we
shouldn’t assume the external system is always right.

If data is replicated, replication lag could cause inconsistent data between the primary
database and the replicas. There are generally two options to solve this:

1. Serve both reads and writes from the primary database only. This approach is easy
to set up, but the obvious drawback is scalability. Replicas are used to ensure data
reliability, but they don’t serve any traffic, which wastes resources.

2. Ensure all replicas are always in-sync. We could use consensus algorithms such
as Paxos [21] and Raft [22], or use consensus-based distributed databases such as
YugabyteDB [23] or CockroachDB [24].

Payment security

Payment security is very important. In the final part of this system design, we briefly
cover a few techniques for combating cyberattacks and card thefts.
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i Problem | Solution |
' I{t'qut"sﬂ 'response eavesdropping ] Use HTTPS
| = : 5 =

: : | Enforce eneryption and Integrity
| Data tampering - .

[ | moniloring

F — . I - ’ = - l- - - = - : e
| Man-in-the-middle attack | Use SSL with certificate pinning

' [ Database replication across multi-

| Data loss ple regions and take snapsholts of
dala

I.. (F;;;:Wl:}uird denial-of-service attack _Rf_‘_}c |iﬂ11‘li_lfl_1g 'i"rid Iire?.\._rz"l_lT [25]—- )
Tokenization. Instead of using real
Card theft card numbers, tokens are stored
l and used for payment

| PCI DSS is an information secu-
| PCI compliance rity standard for organizations that
. handle branded credit cards

i Address verification, card verifica-
| Fraud tion value (CVV), user behavior
| analysis, etc. [26] [27]

Table 11.6: Payment security

Step 4 - Wrap Up

In this chapter, we investigated the pay-in flow and pay-out flow. We went into great
depth about retry, idempotency, and consistency. Payment error handling and security
are also covered at the end of the chapter.

A payment system is extremely complex. Even though we have covered many topics,
there are still more worth mentioning. The following is a representative but not an ex-
haustive list of relevant topics.

Monitoring. Monitoring key metrics is a critical part of any modern application.
With extensive monitoring, we can answer questions like “What is the average accep-
tance rate for a specific payment method?”, “What is the CPU usage of our servers?’,
etc. We can create and display those metrics on a dashboard.

Alerting. When something abnormal occurs, it is important to alert on-call develop-
ers so they respond promptly.

Debugging tools. “Why does a payment fail?” is a common question. To make
debugging easier for engineers and customer support, it is important to develop
tools that allow staff to review the transaction status, processing server history, PSP

records, etc. of a payment transaction.

Currency exchange. Currency exchange is an important consideration when design-
ing a payment system for an international user base.

Geography. Different regions might have completely different sets of payment meth-
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ods
+ Cash payment. Cash payment is very common in India, Brazil, and some other coun
tries. Uber [28] and Airbnb [29] wrote detailed engincering blogs about how they

handled cash-based payment.
+ Google/Apple pay integration. Please read [30] if interested.

Congratulations on getting this far! Now give yourself a pat on the back. Good job!
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12 Digital Wallet

Pavment platforms usually provide a digital wallet service to clients. so they can store
monev in the wallet and spend it later. For example, you can add money to your digital
wallet from your bank card and when you buy products online, you are given the option
to pay using the money in your wallet. Figure 12.1 shows this process.

."-..’r-.’\ : { ]
B——ow=— § — -
Sewca | | e |

Figure 12.1: Digital wallet

Spending money is not the only feature that the digital wallet provides. For a payment
platform like PayPal. we can directly transfer money to somebody else’s wallet on the
same payment platform. Compared with the bank-to-bank transfer, direct transfer be-
tween digital wallets is faster. and most importantly. it usually does not charge an extra
fee. Figure 12.2 shows a cross-wallet balance transfer operation.

[ Payment Piatform
E Digital wallet Digital wallet

Figure 12.2: Cross-wallet balance transfer

Suppose we are asked to design the backend of a digital wallet application that supports
the cross-wallet balance transfer operation. At the beginning of the interview, we will
zsk clarification questions to nail down the requirements.

Step 1 - Understand the Problem and Establish Design Scope
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Candidate: Should we only focus on balance transfer operations between two digital
wallets? Do we need to worry about other features?
Interviewer: Lel's focus on balance transfer operations only.

Candidate: How many transactions per second (TPS) does the system need to support?
Interviewer: Lel's assume 1,000,000 TPS.

Candidate: A digital wallet has slricl requirements for correctness. Can we assume
transactional guarantees [1] are sufficient?
Interviewer: That sounds good.

Candidate: Do we need to prove correctness?

Interviewer: This is a good question. Correctness is usually only verifiable after a trans-
action is complete. One way to verify is to compare our internal records with statements
from banks. The limitation of reconciliation is that it only shows discrepancies and can-
nol tell how a difference was generated. Therefore, we would like to design a system with
reproducibility, meaning we could always reconstruct historical balance by replaying the
data from the very beginning.

Candidate: Can we assume the availability requirement is 99.99%
Interviewer: Sounds good.

Candidate: Do we need to take foreign exchange into consideration?
Interviewer: No, it’s out of scope.

In summary, our digital wallet needs to support the following;

Support balance transfer operation between two digital wallets.
Support 1,000,000 TPS.
Reliability is at least 99.99%.

-

Support transactions.

Support reproducibility.

Back-of-the-envelope estimation

When we talk about TPS, we imply a transactional database will be used. Today, a rela-
tional database running on a typical data center node can support a few thousand trans-
actions per second. For example, reference [2] contains the performance benchmark
of some of the popular transactional database servers. Let’s assume a database node can
support 1,000 TPS. In order to reach 1 million TPS, we need 1,000 database nodes.

However, this calculation is slightly inaccurate. Each transfer command requires two
operations: deducting money from one account and depositing money to the other ac-
count. To support 1 million transfers per second, the system actually needs to handle up
to 2 million TPS, which means we need 2,000 nodes.

Table 12.1 shows the total number of nodes required when the “per-node TPS” (the TPS
a single node can handle) changes. Assuming hardware remains the same, the more
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iransactions a single node can handle per second, the lower the total number of nodes
required, indicating lower hardware cost. So one of our design goals is to increase the
number of transactions a single node can handle.

‘Per-node TPS | Node Number

] 100 20,000
1,000 | 2,000
10.000 200

Table 12.1: Mapping between pre-node TPS and node number

Step 2 - Propose High-level Design and Get Buy-in

In this section, we will discuss the following:

« API design
« Three high-level designs
1. Simple in-memory solution
2. Database-based distributed transaction solution

3. Event sourcing solution with reproducibility

API design

We will use the RESTful API convention. For this interview, we only need to support one
API:

[ API Detail

POST /v1/wallet/balance_transfer T:}?m‘fer balance from one wallet to an-
other

Request parameters are:

| Field Description Type
_h_fmm_account The debit account string
' to_account The credit account string

amount The amount of money string

currency The currency type string (ISO 4217 [3])
 transaction_id | ID used for deduplication | uuid

Sample response body:

\ "Status": "success"
"Transaction_id": "B1589988-2664-11ec-9621-8242ac138082"

One thing worth mentioning is that the data type of the “amount” field is “string)
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rather than "double”. We explained the reasoning in Chapter 11 Payment System on
page 320,

In practice, many people still choose float or double representation of numbers because it
is supported by almost every programming language and database. It is a proper choice
as long as we understand the potential risk of losing precision.

In-memory sharding solution

The wallet application maintains an account balance for every user account. A good data
structure to represent this <user,balance> relationship is a map, which is also called a
hash table (map) or key-value store.

For in-memory stores, one popular choice is Redis. One Redis node is not enough to
handle 1 million TPS. We need to set up a cluster of Redis nodes and evenly distribute
user accounts among them. This process is called partitioning or sharding.

To distribute the key-value data among n partitions, we could calculate the hash value
of the key and divide it by n. The remainder is the destination of the partition. The
pseudocode below shows the sharding process:

String accountID = "A";
Int partitionNumber = 7;
Int myPartition = accountID.hashCode() % partitionNumber;

The number of partitions and addresses of all Redis nodes can be stored in a central-
ized place. We could use ZooKeeper [4] as a highly-available configuration storage solu-
tion.

The final component of this solution is a service that handles the transfer commands. We
call it the wallet service and it has several key responsibilities.

1. Receives the transfer command

2. Validates the transfer command

3. If the command is valid, it updates the account balances for the two users involved
in the transfer. In a cluster, the account balances are likely to be in different Redis

nodes

The wallet service is stateless. It is easy to scale horizontally. Figure 12.3 shows the

in-memory solution.
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Figure 12.3: In-memory solution

In this example, we have 3 Redis nodes. There are three clients, A, B, and C. Their account
balances are evenly spread across these three Redis nodes. There are two wallet service
nodes in this example that handle the balance transfer requests. When one of the wallet
service nodes receives the transfer command which is to move $1 from client A to client
B.it issues two commands to two Redis nodes. For the Redis node that contains client A’s
account, the wallet service deducts $1 from the account. For client B, the wallet service
adds $1 to the account.

Candidate: In this design, account balances are spread across multiple Redis nodes.
ZooKeeper is used to maintain the sharding information. The stateless wallet service
uses the sharding information to locate the Redis nodes for the clients and updates the
account balances accordingly.

Interviewer: This design works, but it does not meet our correctness requirement. The
wallet service updates two Redis nodes for each transfer. There is no guarantee that
both updates would succeed. If, for example, the wallet service node crashes after the
first update has gone through but before the second update is done, it would result in an
incomplete transfer. The two updates need to be in a single atomic transaction.

Distributed transactions
Database sharding

How do we make the updates to two different storage nodes atomic? The first step is to
replace each Redis node with a transactional relational database node. Figure 12.4 shows
the architecture. This time, clients A, B, and C are partitioned into 3 relational databases,
rather than in 3 Redis nodes.
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Figure 12.4: Relational database

Using transactional databases only solves part of the problem. As mentioned in the last
section, it is very likely that one transfer command will need to update two accounts
in two different databases. There is no guarantee that two update operations will be
handled at exactly the same time. If the wallet service restarted right after it updated
the first account balance, how can we make sure the second account will be updated as
well?

Distributed transaction: Two-phase commit

In a distributed system, a transaction may involve multiple processes on multiple nodes.
To make a transaction atomic, the distributed transaction might be the answer. There are
two ways to implement a distributed transaction: a low-level solution and a high-level
solution. We will examine each of them.

The low-level solution relies on the database itself. The most commonly used algorithm
is called two-phase commit (2PC). As the name implies, it has two phases, as in Figure
12.5.
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Figure 12.5: Two-phase commit (source [5])
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|. The coordinator, which in our case is the wallet service, performs read and write
operations on multiple databases as normal. As shown in Figure 12.5, both dalabases
A and C are locked.

4

©a

When the application is aboul to commit the transaction, the coordinator asks all
databases to prepare the transaction.

3 In the second phase, the coordinator collects replies from all databases and performs
the following:

(a) 1f all databases reply with a yes, the coordinator asks all databases to commit the
transaction they have received.

(b) If any database replies with a no, the coordinator asks all databases to abort the
transaction.

It is a low-level solution because the prepare step requires a special modification to the
database transaction. For example, there is an X/Open XA [6] standard that coordinates
heterogeneous databases to achieve 2PC. The biggest problem with 2PC is that it’s not
performant, as locks can be held for a very long time while waiting for a message from

the other nodes. Another issue with 2PC is that the coordinator can be a single point of
failure, as shown in Figure 12.6.
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Figure 12.6: Coordinator crashes

Distributed transaction: Try-Confirm/Cancel (TC/C)
TC/Cis a type of compensating transaction [7] that has two steps:

I In the first phase, the coordinator asks all databases to reserve resources for the
transaction.

2. In the second phase, the coordinator collects replies from all databases:
(a) If all databases reply with yes, the coordinator asks all databases to confirm the
operation, which is the Try-Confirm process.

(b) If any database replies with no, the coordinator asks all databases to cancel the
operation, which is the Try-Cancel process.

I's important to note that the two phases in 2PC are wrapped in the same transaction,
but in TC/C each phase is a separate transaction.
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TC/C example

It would be much easier to explain how TC/C works with a real-world example. Suppose
we want to transfer $1 from account A to account C, Table 12.2 gives a summary of how
TC/C is executed in each phase.

| PI"HS_C__‘P_(:EPC‘;{_IUIZ;H- A C

| 1 | Ty Balance change: —§1 | Do nothing
.| Confirm Do nothing Balance change: +$1

| = J’ Cancel Balance change: +$1 | Do Nothing

‘able 12.2: TC/C example

Let’s assume the wallet service is the coordinator of the TC/C, At the beginning of the
distributed transaction, account A has $1 in its balance, and account C has $0.

First phase: Try In the Try phase, the wallet service, which acts as the coordinator,
sends two transaction commands to two databases:

1. For the database that contains account A, the coordinator starts a local transaction
that reduces the balance of A by $1.

2. For the database that contains account C, the coordinator gives it a NOP (no operation).
To make the example adaptable for other scenarios, let’s assume the coordinator
sends to this database a NOP command. The database does nothing for NOP commands
and always replies to the coordinator with a success message.

The Try phase is shown in Figure 12.7. The thick line indicates that a lock is held by the
transaction.

First Phase
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]

I

1

i
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H Try. A-51 WHERE account=‘A’

1

' | |
Database A — O T

; _\ A=$1 k - T

: NOP lock A unlock A 7 Done

i ol
Dat € "

abase C : 2 NOF o

Figure 12.7: Try phase

Second phase: Confirm If both databases reply yes, the wallet service starts the next
Confirm phase.

Account A’s balance has already been updated in the first phase. The wallet service does
not need to change its balance here. However, account C has not yet received its $1 from
account A in the first phase. In the Confirm phase, the wallet service has to add $1 to
account C’s balance.
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The Confirm process is shown in Figure 12.8.
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Figure 12.8: Confirm phase

Second phase: Cancel What if the first Try phase fails? In the example above we have
assumed the NOP operation on account C always succeeds, although in practice it may fail.
For example, account C might be an illegal account, and the regulator has mandated that

no money can flow into or out of this account. In this case, the distributed transaction
must be canceled and we have to clean up.

Because the balance of account A has already been updated in the transaction in the Try
phase, it is impossible for the wallet service to cancel a completed transaction. What it

can do is to start another transaction that reverts the effect of the transaction in the Try
phase, which is to add $1 back to account A.

Because account C was not updated in the Try phase, the wallet service just needs to
send a NOP operation to account C’s database.

The Cancel process is shown in Figure 12.9.
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Figure 12.9: Cancel phase

Comparison between 2PC and TC/C

Table 12.3 shows that there are many similarities between 2PC and TC/C, but there are
also differences. In 2PC, all local transactions are not done (still locked) when the second
phase starts, while in TC/C, all local transactions are done (unlocked) when the second
phase starts. In other words, the second phase of 2PC is about completing an unfinished
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transaction, such as an abort or commit, while in TC/C, the second phase is about using
a reverse operation to offset the previous transaction resull when an error occurs. The
following table summarizes their differences.

! J First Phase .i Second Phase: success I ) Sc‘cq_l_‘ufi_Phaf: fﬂl'__ __3
:r 2PC | Local transactions are Commit all local Cancel a.ll local |
1| | not done yet J transactions | transactions

|! | All local transactions | -

' are completed, either : z i the already committed

| TC/C | transactions if

committed or transaction, or called

| | canceled J_

‘ Reverse the side effect of
i

needed | % o

' “undo

Table 12.3: 2PC v.s. TC/C

TC/Cis also called a distributed transaction by compensation. It is a high-level solution
because the compensation, also called the “undo.” is implemented in the business logic.
The advantage of this approach is that it is database-agnostic. As long as a database
supports transactions, TC/C will work. The disadvantage is that we have to manage the
details and handle the complexity of the distributed transactions in the business logic at
the application layer.

Phase status table

We still have not yet answered the question asked earlier; what if the wallet service
restarts in the middle of TC/C? When it restarts, all previous operation history might be
lost, and the system may not know how to recover.

The solution is simple. We can store the progress of a TC/C as phase status in a transac-
tional database. The phase status includes at least the following information.

The ID and content of a distributed transaction.

The status of the Try phase for each database. The status could be not sent yet, has
been sent, and response received.

+ The name of the second phase. It could be Confirm or Cancel. It could be calculated
using the result of the Try phase.

-

-

« The status of the second phase.

« An out-of-order flag (explained soon in the section “out-of-order Execution”).

Where should we put the phase status tables? Usually, we store the phase status in the
database that contains the wallet account from which money is deducted. The updated
architecture diagram is shown in Figure 12.10.
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Figure 12.10: Phase status table

Unbalanced state
Have you noticed that by the end of the Try phase, $1 is missing (Figure 12.11)?

Assuming everything goes well, by the end of the Try phase, $1 is deducted from account
4 and account C remains unchanged. The sum of account balances in A and C will be
80, which is less than at the beginning of the TC/C. It violates a fundamental rule of
accounting that the sum should remain the same after a transaction.

The good news is that the transactional guarantee is still maintained by TC/C. TC/C com-
prises several independent local transactions, Because TC/C is driven by application, the
application itself is able to see the intermediate result between these local transactions.
Onthe other hand, the database transaction or 2PC version of the distributed transaction
was maintained by databases that are invisible to high-level applications.

There are always data discrepancies during the execution of distributed transactions. The
discrepancies might be transparent to us because lower-level systems such as databases

already fixed the discrepancies. If not, we have to handle it ourselves (for example,
TC/C).

The unbalanced state is shown in Figure 12.11.
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Figure 12.11: Unbalanced state

Valid operation orders

There are three choices for the Try phase:

J Try phase choices | Account A | Account C
~ Choice 1 —$1 NOP
Choice 2 NOP +§1
Choice 3 —$1 +$1

Table 12.4: Try phase choices

All three choices look plausible, but some are not valid.

For choice 2, if the Try phase on account C is successful, but has failed on account A (NOP),
the wallet service needs to enter the Cancel phase. There is a chance that somebody else
may jump in and move the $1 away from account C. Later when the wallet service tries
to deduct $1 from account C, it finds nothing is left, which violates the transactional
guarantee of a distributed transaction.

For choice 3, if $1 is deducted from account A and added to account C concurrently, it
introduces lots of complications. For example, $1 is added to account C, but it fails to
deduct the money from account A. What should we do in this case?

Therefore, choice 2 and choice 3 are flawed choices and only choice 1 is valid.
Out-of-order execution

One side effect of TC/C is the out-of-order execution. It will be much easier to explain
using an example.

We reuse the above example which transfers $1 from account A to account C. As Figure
12.12 shows, in the Try phase, the operation against account A fails and it returns a failure
to the wallet service, which then enters the Cancel phase and sends the cancel operation
to both account A and account C.

Let’s assume that the database that handles account C has some network issues and it
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receives the Cancel instruction before the Try instruction. In this case, there is nothing
to cancel.

The out-of-order execution is shown in Figure 12.12.
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: i Cancel :
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1
Out-of-order: Cnecl operation arrived before 1y operation

Figure 12.12: Out-of-order execution

To handle out-of-order operations, each node is allowed to Cancel a TC/C without receiv-
ing a Try instruction, by enhancing the existing logic with the following updates:

» The out-of-order Cancel operation leaves a flag in the database indicating that it has
seen a Cancel operation, but it has not seen a Try operation yet.

» The Try operation is enhanced so it always checks whether there is an out-of-order
flag, and it returns a failure if there is.

This is why we added an out-of-order flag to the phase status table in the “Phase Status
Table™ section.

Distributed transaction: Saga
Linear order execution

There is another popular distributed transaction solution called Saga [8]. Saga is the
de-facto standard in a microservice architecture. The idea of Saga is simple:

1. All operations are ordered in a sequence. Each operation is an independent transac-
tion on its own database.

2. Operations are executed from the first to the last. When one operation has finished,
the next operation is triggered.

3. When an operation has failed, the entire process starts to roll back from the current
operation to the first operation in reverse order, using compensating transactions.
So if a distributed transaction has n operations, we need to prepare 2n operations:
n operations for the normal case and another n for the compensating transaction
during rollback.

Itis easier to understand this by using an example. Figure 12.13 shows the Saga workflow
to transfer $1 from account A to account C. The top horizontal line shows the normal
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order of execution. The two vertical lines show what the system should do when there
is an error. When il encounters an error, the transfer operations are rolled back and the
client receives an error message. As we mentioned in the “Valid operation orders” section
on page 352, we have to put the deduction operation before the addition operation.

| =
Start () -l A-$1 s C+$1 »() Success
e ——e
Error Error
t -
l A+$1 C-%1
X A+$1
Error
Error

Figure 12.13: Saga workflow

How do we coordinate the operations? There are two ways to do it:

1. Choreography. In a microservice architecture, all the services involved in the Saga
distributed transaction do their jobs by subscribing to other services’ events, So it is
fully decentralized coordination.

2. Orchestration. A single coordinator instructs all services to do their jobs in the cor-
rect order.

The choice of which coordination model to use is determined by the business needs and
goals. The challenge of the choreography solution is that services communicate in a fully
asynchronous way, so each service has to maintain an internal state machine in order to
understand what to do when other services emit an event. It can become hard to manage
when there are many services. The orchestration solution handles complexity well, so it
is usually the preferred solution in a digital wallet system.

Comparison between TC/C and Saga

TC/C and Saga are both application-level distributed transactions. Table 12.5 summarizes
their similarities and differences.
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~ Compensating action | In Cancel phasc In rollback phase
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Table 12.5: TC/C vs Saga

Which one should we use in practice? The answer depends on the latency requirement.
As Table 12.5 shows, operations in Saga have to be executed in linear order, but it is pos-
sible to execute them in parallel in TC/C. So the decision depends on a few factors:

1. If there is no latency requirement, or there are very few services, such as our money

transfer example, we can choose either of them. If we want to go with the trend in
microservice architecture, choose Saga.

2. Ifthe system is latency-sensitive and contains many services/operations, TC/C might
be a better option.

Candidate: To make the balance transfer transactional, we replace Redis with a rela-
tional database, and use TC/C or Saga to implement distributed transactions.
Interviewer: Great work! The distributed transaction solution works, but there might
be cases where it doesn’t work well. For example, users might enter the wrong operations
at the application level. In this case, the money we specified might be incorrect. We need
away to trace back the root cause of the issue and audit all account operations. How can
we do this?

Event sourcing

Background

In real life, a digital wallet provider may be audited. These external auditors might ask
some challenging questions, for example:

1. Do we know the account balance at any given time?
2. How do we know the historical and current account balances are correct?

3. How do we prove that the system logic is correct after a code change?

One design philosophy that systematically answers those questions is event sourcing,
which is a technique developed in Domain-Driven Design (DDD) [9].
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Definition

There are four imporlant terms in event sourcing.

1. Command
2. Evenl
3. State

4. State machine

Command

A command is the intended action from the outside world. For example, if we want to
transfer §1 from client A to client C, this money transfer request is a command.

In event sourcing, it is very important that everything has an order. So commands are
usually put into a FIFO (first in, first out) queue.

Event

Command is an intention and not a fact because some commands may be invalid and
cannot be fulfilled. For example, the transfer operation will fail if the account balance
becomes negative after the transfer.

A command must be validated before we do anything about it. Once the command passes
the validation, it is valid and must be fulfilled. The result of the fulfillment is called an
event.

There are two major differences between command and event.

1. Events must be executed because they represent a validated fact. In practice, we
usually use the past tense for an event. If the command is “transfer $1 from A to C”,
the corresponding event would be “transferred $1 from A to C”.

2. Commands may contain randomness or I/O, but events must be deterministic. Events
represent historical facts.

There are two important properties of the event generation process.

1. One command may generate any number of events. It could generate zero or more
events.

2. Event generation may contain randomness, meaning it is not guaranteed that a com-
mand always generates the same event(s). The event generation may contain external
1/O or random numbers. We will revisit this property in more detail near the end of
the chapter.

The order of events must follow the order of commands. So events are stored in a FIFO
queue, as well.
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State

State is what will be changed when an event is applied. In the wallet system, state is the
halances of all client accounts. which can be represented with a map data structure, The
kev is the account name or ID, and the value is the account balance. Key-value stores are
ssually used to store the map data structure. The relational database can also be viewed
1 a key-value store, where keys are primary keys and values are table rows.

State machine

A state machine drives the event sourcing process. It has two major functions.

1. Validate commands and generate events.

2 Apply event to update state.

Fvent sourcing requires the behavior of the state machine to be deterministic. Therefore,
the state machine itself should never contain any randomness. For example, it should
never read anything random from the outside using I/, or use any random numbers.
When it applies an event to a state, it should always generate the same result.

Figure 12.14 shows the static view of event sourcing architecture. The state machine is
responsible for converting the command to an event and for applying the event. Because
state machine has two primary functions, we usually draw two state machines, one for
validating commands and the other for applying events.

State State
Machine Machine

Command | Vaiidate —»  Event

-

Figure 12.14: Static view of event sourcing

[f we add the time dimension, Figure 12.15 shows the dynamic view of event sourcing.
Ihe system keeps receiving commands and processing them, one by one.
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Wallet service example

For the wallet service, the commands are balance transfer requests. These commands are
put into a FIFO queue. One popular choice for the command queue is Kafka [10]. The
command queue is shown in Figure 12.16.

A$1—C]—in—h A-81-C| [A-$1-8B| |A-$1- D— out —=O

Command Queue ;ﬁ'
Kafka

Figure 12.16: Command queue

Let us assume the state (the account balance) is stored in a relational database. The state

machine examines each command one by one in FIFO order. For each command, it checks
whether the account has a sufficient balance. If yes, the state machine generates an event
for each account. For example, if the command is “A — $1 — C”, the state machine =

generates two events: “A:—$1” and “C:+$1". 1

Figure 12.17 shows how the state machine works in 5 steps.

1
2
i
4
5

. Read commands from the command queue. :Tj

. Read balance state from the database. ik
Validate the command. If it is valid, generate two events for each of the accounts.

. Read the next event. e

. Apply the event by updating the balance in the database.
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Figure 12.17: How state machine works

Reproducibility

The most important advantage that event sourcing has over other architectures is repro-
ducibility.

In the distributed transaction solutions mentioned earlier, a wallet service saves the up-
dated account balance (the state) into the database. It is difficult to know why the account
balance was changed. Meanwhile, historical balance information is lost during the up-
date operation. In the event sourcing design, all changes are saved first as immutable

history. The database is only used as an updated view of what balance looks like at any
given point in time.

We could always reconstruct historical balance states by replaying the events from the
very beginning. Because the event list is immutable and the state machine logic is de-
lerministic, it is guaranteed that the historical states generated from each replay are the
same.

Figure 12.18 shows how to reproduce the states of the wallet service by replaying the
events.
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Figure 12.18: Reproduce states

Reproducibility helps us answer the difficult questions that the auditors ask at the begin-
ning of the section. We repeat the questions here.

1. Do we know the account balance at any given time?
2. How do we know the historical and current account balances are correct?

3. How do we prove the system logic is correct after a code change?

For the first question, we could answer it by replaying events from the start, up to the
point in time where we would like to know the account balance.

For the second question, we could verify the correctness of the account balance by recal-
culating it from the event list.

For the third question, we can run different versions of the code against the events and
verify that their results are identical.

Because of the audit capability, event sourcing is often chosen as the de facto solution for
the wallet service.
Command-query responsibility segregation (CQRS)

So far, we have designed the wallet service to move money from one account to another
efficiently. However, the client still does not know what the account balance is. There
needs to be a way to publish state (balance information) so the client, which is outside
of the event sourcing framework, can know what the state is.

Intuitively, we can create a read-only copy of the database (historical state) and share
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¢ with the outside world. Event sourcing answers this question in a slightly different

way.
pather than publishing the state (balance information), event sourcing publishes all the
events. The external world could rebuild any customized state itself. This design philos-
ophy is called CQRS [11].

In CQRS, there is one state machine responsible for the write part of the state, but there
can be many read-only state machines, which are responsible for building views of the
«tates. Those views could be used for queries.

These read-only state machines can derive different state representations from the event
queue. For example, clients may want to know their balances and a read-only state ma-
chine could save state in a database to serve the balance query. Another state machine
could build state for a specific time period to help investigate issues like possible double
charges. The state information is an audit trail that could help to reconcile the financial

records.

The read-only state machines lag behind to some extent, but will always catch up. The
architecture design is eventually consistent.

Figure 12.19 shows a classic CQRS architecture.
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Figure 12.19: CQRS architecture
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Candidate: In this design, we use event sourcing architecture to make the whole sysiem
reproducible. All valid business records are saved in an immutable evenl queue which
could be used for correctness verification.

Interviewer: Thal’s greal. Bul the event sourcing archilecture you proposed only han-
dles one event at a time and it needs to communicate with several external systems. Can
we make il faster?

Step 3 - Design Deep Dive

[n this section, we dive deep into techniques for achieving high performance, reliability,
and scalability.

High-performance event sourcing

In the earlier example, we used Kafka as the command and event store, and the database
as a state store. Let's explore some optimizations.

File-based command and event list

The first optimization is to save commands and events to a local disk, rather than to
a remote store like Kafka. This avoids transit time across the network. The event list
uses an append-only data structure. Appending is a sequential write operation, which is
generally very fast. It works well even for magnetic hard drives because the operating
system is heavily optimized for sequential reads and writes. According to this article [12],
sequential disk access can be faster than random memory access in some cases.

The second optimization is to cache recent commands and events in memory. As we
explained before, we process commands and events right after they are persisted. We may
cache them in memory to save the time of loading them back from the local disk.

We are going to explore some implementation details. A technique called mmap [13] is
great for implementing the optimizations mentioned previously. Mmap can write to a
local disk and cache recent content in memory at the same time. It maps a disk file to
memory as an array. The operating system caches certain sections of the file in memory
to accelerate the read and write operations. For append-only file operations, it is almost
guaranteed that all data are saved in memory, which is very fast.

Figure 12.20 shows the file-based command and event storage.
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Figure 12.20: File-based command and event storage

File-based state

[n the previous design, state (balance information) is stored in a relational database. In a
production environment, a database usually runs in a stand-alone server that can only be

accessed through networks. Similar to the optimizations we did for command and event,
slate information can be saved to the local disk, as well.

More specifically, we can use SQLite [14], which is a file-based local relational database
oruse RocksDB [15]. which is a local file-based key-value store.

RocksDB is chosen because it uses a log-structured merge-tree (LSM), which is optimized
for write operations. To improve read performance, the most recent data is cached.

Figure 12.21 shows the file-based solution for command, event, and state.
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Figure 12.21: File-based solution for command, event, and stale

Snapshot

Once everything is file-based, let us consider how to accelerate the reproducibility pro-
cess. When we first introduced reproducibility, the state machine had to process events
from the very beginning, every time. What we could optimize is to periodically stop the
state machine and save the current state into a file. This is called a snapshot.

A snapshot is an immutable view of a historical state. Once a snapshot is saved, the state
machine does not have to restart from the very beginning anymore. It can read data from
a snapshot, verify where it left off, and resume processing from there.

For financial applications such as wallet service, the finance team often requires a snap-
shot to be taken at 00:00 so they can verify all transactions that happened during that
day. When we first introduced CQRS of event sourcing, the solution was to set up a read-
only state machine that reads from the beginning until the specified time is met. With
snapshots, a read-only state machine only needs to load one snapshot that contains the

data,

A snapshot is a giant binary file and a common solution is to save it in an object storage
solution, such as HDFS [16].

Figure 12.22 shows the file-based event sourcing architecture. When everything is file-
based, the system can fully utilize the maximum I/O throughput of the computer hard-

ware.
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Figure 12.22: Snapshot

Candidate: We could refactor the design of event sourcing so the command list, event
list. state. and snapshot are all saved in files. Event sourcing architecture processes the

event list in a linear manner. which fits well into the design of hard disks and operating
system cache.

Interviewer: The performance of the local file-based solution is better than the system
that requires accessing data from remote Kafka and databases. However, there is another
problem: because data is saved on a local disk. a server is now stateful and becomes a
single point of failure. How do we improve the reliability of the system?

Reliable high-performance event sourcing

Before we explain the solution. let’s examine the parts of the system that need the relia-
bility guarantee.

Reliability analysis

Conceptually, everything a node does is around two concepts; data and computation. As
long as data is durable, it’s easy to recover the computational result by running the same
code on another node. This means we only need to worry about the reliability of data

because if data is lost, it is lost forever. The reliability of the system is mostly about the
reliability of the data.

There are four types of data in our system.

L File-based command
2. File-based event

3. File-based state

1. State snapshot

Letus take a close look at how to ensure the reliability of each type of data.
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State and snapshot can always be regenerated by replaying the event list. To improve
the reliability of state and snapshot, we just need to ensure the event list has strong
reliability.

Now let us examine command. On the face of it, event is generated from command. We
might think providing a strong reliability guarantee for command should be sufficient.
This seems to be correct at first glance, but it misses something important. Event gener-
ation is not guaranteed to be deterministic, and also it may contain random factors such
as random numbers, external I/O, ete. So command cannot guarantee reproducibility of
cvents.

Now it's time to take a close look at event. Event represents historical facts that introduce
changes to the state (account balance). Event is immutable and can be used to rebuild
the state.

From this analysis, we conclude that event data is the only one that requires a high-

reliability guarantee. We will explain how to achieve this in the next section.

Consensus

To provide high reliability, we need to replicate the event list across multiple nodes. Dur-
ing the replication process, we have to guarantee the following properties.

1. No data loss.

2. The relative order of data within a log file remains the same across nodes.

To achieve those guarantees, consensus-based replication is a good fit. The consensus
algorithm makes sure that multiple nodes reach a consensus on what the event list is.
Let’s use the Raft [17] consensus algorithm as an example.

The Raft algorithm guarantees that as long as more than half of the nodes are online, the
append-only lists on them have the same data. For example, if we have 5 nodes and use
the Raft algorithm to synchronize their data, as long as at least 3 (more than %) of the
nodes are up as Figure 12.23 shows, the system can still work properly as a whole:

O O 9 0O O

Up Up Up Down Down

Figure 12.23: Raft

A node can have three different roles in the Raft algorithm.

1. Leader

2. Candidate

3. Follower

We can find the implementation of the Raft algorithm in the Raft paper. We will only

cover the high level concepts here and not go into detail. In Raft, at most one node is
the leader of the cluster and the remaining nodes are followers. The leader is respon-

366 | Chapter 12. Digital Wallet



«ible for receiving external commands and replicating data reliably across nodes in the
cluster.
with the Raft algorithm, the system is reliable as long as the majority of the nodes are

ﬁppmtinnaf. For example, if there are 3 nodes in the cluster, it could tolerate the failure
of 1 node, and if there are 5 nodes, it can tolerate the failure of 2 nodes.

Reliable solution

with replication, there won't be a single point of failure in our file-based event sourcing
architecture. Let's take a look at the implementation details. Figure 12.24 shows the
event sourcing architecture with the reliability guarantee.
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Figure 12.24: Raft node group

In Figure 12.24, we set up 3 event sourcing nodes. These nodes use the Raft algorithm to
synchronize the event list reliably.

The leader takes incoming command requests from external users, converts them into

events, and appends events into the local event list. The Raft algorithm replicates newly
added events to the followers.

All nodes, including the followers, process the event list and update the state. The Raft al-
gorithm ensures the leader and followers have the same event lists, while event sourcing
guarantees all states are the same, as long as the event lists are the same.

A reliable system needs to handle failures gracefully, so let’s explore how node crashes
are handled.

If the leader crashes, the Raft algorithm automatically selects a new leader from the
remaining healthy nodes. This newly elected leader takes responsibility for accepting
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commands from external users. It is guaranteed that the cluster as a whole can provide

continued service when a node goes down,

When the leader crashes. il is possible that the crash happens before the command list
is converted to events. In this case, the client would notice the issue either by a timeout
or by receiving an error response. The client needs to resend the same command to the

newly elected leader.

In contrast, follower crashes are much easier to handle. If a follower crashes, requests
sent to it will fail. Raft handles failures by retrying indefinitely until the crashed node is
l’(‘ﬂtﬂl‘l(‘d or a new one rf‘PI'('ICCS it

Candidate: In this design, we use the Raft consensus algorithm to replicate the event
list across multiple nodes. The leader receives commands and replicates events to other

nodes.
Interviewer: Yes, the system is more reliable and fault-tolerant. However, in order to

handle 1 million TPS, one server is not enough. How can we make the system more

scalable?

Distributed event sourcing

In the previous section, we explained how to implement a reliable high-performance
event sourcing architecture. It solves the reliability issue, but it has two limita-
tions.

1. When a digital wallet is updated, we want to receive the updated result immediately.
But in the CQRS design, the request/response flow can be slow. This is because a
client doesn’t know exactly when a digital wallet is updated and the client may need

to rely on periodic polling.
2. The capacity of a single Raft group is limited. At a certain scale, we need to shard
the data and implement distributed transactions.

Let’s take a look at how those two problems are solved.

Pull vs push

In the pull model, an external user periodically polls execution status from the read-only
state machine. This model is not real-time and may overload the wallet service if the
polling frequency is set too high. Figure 12.25 shows the pulling model.
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Periodically query for the latest status
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Figure 12.25: Periodical pulling

The naive pull model can be improved by adding a reverse proxy [18] between the ex-
ternal user and the event sourcing node. In this design, the external user sends a com-
mand to the reverse proxy, which forwards the command to event sourcing nodes and
periodically polls the execution status. This design simplifies the client logic, but the
communication is still not real-time.

figure 12.26 shows the pull model with a reverse proxy added.
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Figure 12.26: Pull model with reverse proxy

Once we have the reverse proxy, we could make the response faster by modifying the
read-only state machine. As we mentioned earlier, the read-only state machine could
have its own behavior. For example, one behavior could be that the read-only state ma-
chine pushes execution status back to the reverse proxy, as soon as it receives the event.
This will give the user a feeling of real-time response.

Figure 12.27 shows the push-based model.
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Push the latest status to reverse proxy in real-time
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Figure 12.27: Push model

Distributed transaction

Once synchronous execution is adopted for every event sourcing node group, we can

reuse the distributed transaction solution, TC/C or Saga. Assume we partition the data
by dividing the hash value of keys by 2.

Figure 12.28 shows the updated design.
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Figure 12.28: Final design

Let’s take a look at how the money transfer works in the final distributed event sourcing
architecture. To make it easier to understand, we use the Saga distributed transaction
model and only explain the happy path without any rollback.

The money transfer operation contains 2 distributed operations: A:—$1 and C:+$1. The
Saga coordinator coordinates the execution as shown in Figure 12.29:
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1. User A sends a distributed transaction to the Saga coordinator. It contains two op

10.

erations: A:—%$1 and C:+81.

Saga coordinator creates a record in the phase status table to trace the status of a
transaction.

Saga coordinator examines the order of operations and determines that it needs to
handle A:—§1 first. The coordinator sends A:—$1 as a command to Partition 1, which
contains account A’'s information.

_ partition 1's Raft leader receives the A—$1 command and stores it in the command

list. Tt then validates the command. If it is valid, it is converted into an event. The
Raft consensus algorithm is used to synchronize data across different nodes. The
event (deducting $1 from A’s account balance) is executed after synchronization is
complete.

. After the event is synchronized, the event sourcing framework of Partition 1 syn-

chronizes the data to the read path using CQRS. The read path reconstructs the state
and the status of execution.

. The read path of Partition 1 pushes the status back to the caller of the event sourcing

framework, which is the Saga coordinator.

. Saga coordinator receives the success status from Partition 1.

. The Saga coordinator creates a record, indicating the operation in Partition 1 is suc-

cessful, in the phase status table.

. Because the first operation succeeds, the Saga coordinator executes the second op-

eration, which is C:4-$1. The coordinator sends C:4+$1 as a command to Partition 2
which contains account C’s information.

Partition 2’s Raft leader receives the C:4+-$1 command and saves it to the command
list. Ifit is valid, it is converted into an event. The Raft consensus algorithm is used to
synchronize data across different nodes. The event (add $1 to C’s account) is executed
after synchronization is complete.

. After the event is synchronized, the event sourcing framework of Partition 2 syn-

chronizes the data to the read path using CQRS. The read path reconstructs the state
and the status of execution.

. The read path of Partition 2 pushes the status back to the caller of the event sourcing

framework, which is the Saga coordinator.

. The Saga coordinator receives the success status from Partition 2.

. The Saga coordinator creates a record, indicating the operation in Partition 2 is suc-

cessful in the phase status table.

. At this time, all operations succeed and the distributed transaction is completed. The

Saga coordinator responds to its caller with the result.

Step 3 - Design Deep Dive | 373



6 ) Push the latast atatus to reverse proxy in real-time

| :
Raverse ‘ ! m .
Proxy Follower Events r 'k) ' O ' "[- -]
- !
|4 I Raft .
W 0 Cormmand _-[_ T : O ’[_.._I
O, ommands Events [— o B :
I .T,] : H { . et : : i
\ £ (a) Ratt (s) | b
Response /' : — = — - — | P
J> Follower Events |— -O—r—[j ,l_O -Et :
@ = AR o | :
Command ! Raft Node Group "~ 7~ ! B o
e - Write - - " Read ——»!
|_\l J . : ¥ i :
T : Partition 1 (account A) :
-2 }_:_ TG Saga | e N s St Sm e aR e
-_ Coordinator S e e e e e e S e .
e Partition 2 (account G} !
P, ,f”‘*w / ! "\I . E
QOO . : ,
il 5 L) ' v
l O] : B
| [Pnase | Cogn:mand- ; : ! i
| | Stalus | \ ' ) : | '
S O i =
@ Voo Follower Events —-O—bﬁ :Q—*Ej I
1 3 ] B : ]
Response |\ | L [ W = i § b

\ T sl |
0] comands [ O+ gvens -O— | |LO-T3+

| =

.Flla!‘t RO

k

:
Reverse : . ¥ E :
o Follower Events —-—O—-ﬁ :"O—-@ E
i : Raft Node Group ™~~~ = i :
|| & Write : Read ;

(12)Push the latest status to reverse proxy in real-time

Figure 12.29: Final design in a numbered sequence

Step 4 - Wrap Up

In this chapter, we designed a wallet service that is capable of processing over 1 million
payment commands per second. After a back-of-the-envelope estimation, we concluded
that a few thousand nodes are required to support such a load.

In the first design, a solution using in-memory key-value stores like Redis is proposed.
The problem with this design is that data isn’t durable.
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In the second design, the in-memory cache is replaced by transactional databases. 1o
support multiple nodes, different transactional protocols such as 2PC, TC/C, and Saga
are pl'ﬁ]"ﬁﬂf‘d. The main issue with transaction-based solutions is that we cannot conduct
a data audit easily.

Next, event sourcing is introduced. We first implemented event sourcing using an exter-
nal database and queue, but it's not performant. We improved performance by storing
command. event, and state in a local node.

A single node means a single point of failure. To increase the system reliability, we use
the Raft consensus algorithm to replicate the event list onto multiple nodes.

The last enhancement we made was to adopt the CQRS feature of event sourcing. We
added a reverse proxy to change the asynchronous event sourcing framework to a syn-
chronous one for external users. The TC/C or Saga protocol is used to coor dinate Com-
mand executions across multiple node groups.

Congratulations on getting this far! Now give yourself a pat on the back. Good job!
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13 Stock Exchange

In this chapter, we design an electronic stock exchange system.

The basic function of an exchange is to facilitate the matching of buyers and sellers ef-
ficiently. This fundamental function has not changed over time. Before the rise of com-
puting, people exchanged tangible goods by bartering and shouting at each other to get
malched. Today, orders are processed silently by supercomputers, and people trade not
only for the exchange of products, but also for speculation and arbitrage. Technology

has greatly changed the landscape of trading and exponentially boosted electronic mar-
ket trading volume.

When it comes to stock exchanges, most people think about major market players like
The New York Stock exchange (NYSE) or Nasdag, which have existed for over fifty years.
In fact, there are many other types of exchange. Some focus on vertical segmentation
of the financial industry and place special focus on technology [1], while others have an
emphasis on fairness [2]. Before diving into the design, it is important to check with the
interviewer about the scale and the important characteristics of the exchange in ques-
tion.

Just to get a taste of the kind of problem we are dealing with; NYSE is trading billions of
matches per day [3], and HKEX about 200 billion shares per day [4]. Figure 13.1 shows
the big exchanges in the “trillion-dollar club” by market capitalization.
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Figure 13.1: Largest stock exchanges (Source: [5])

Step 1 - Understand the Problem and Establish Design Scope

A modern exchange is a complicated system with stringent requirements on latency,

throughput, and robustness. Before we start, let’s ask the interviewer a few questions to
clarify the requirements.

Candidate: Which securities are we going to trade? Stocks, options, or futures?
Interviewer: For simplicity, only stocks.

Candidate: Which types of order operations are supported: placing a new order, can-
celing an order, or replacing an order? Do we need to support limit order, market order,
or conditional order?

Interviewer: We need to support the following: placing a new order and canceling an
order. For the order type, we only need to consider the limit order.

Candidate: Does the system need to support after-hours trading?
Interviewer: No, we just need to support the normal trading hours.

Candidate: Could you describe the basic functions of the exchange? And the scale of
the exchange, such as how many users, how many symbols, and how many orders?

Interviewer: A client can place new limit orders or cancel them, and receive matched
trades in real-time. A client can view the real-time order book (the list of buy and sell
orders). The exchange needs to support at least tens of thousands of users trading at
the same time, and it needs to support at least 100 symbols. For the trading volume, we

should support billions of orders per day. Also, the exchange is a regulated facility, so
we need to make sure it runs risk checks.

Candidate: Could you please elaborate on risk checks?

Interviewer: Let’s just do simple risk checks. For example, a user can only trade a
maximum of 1 million shares of Apple stock in one day.
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Candidate: 1 noticed you didn’t mention user wallet management. Is it something we
also need to consider?

interviewer: Good catch! We need to make sure users have sufficient funds when they
place orders. If an order is waiting in the order book to be filled, the funds required for
the order need to be withheld to prevent overspending,

Non-functional requirements

after checking with the interviewer for the functional requirements, we should deter-
mine the non-functional requirements. In fact, requirements like “at least 100 symbols”
and “tens of thousands of users” tell us that the interviewer wants us to design a small-to-
medium scale exchange. On top of this, we should make sure the design can be extended
o support more symbols and users. Many interviewers focus on extensibility as an area
for follow-up questions.

Here is a list of non-functional requirements:

« Availability. Atleast 99.99%. Availability is crucial for exchanges. Downtime, even
seconds, can harm reputation.

» Fault tolerance. Fault tolerance and a fast recovery mechanism are needed to limit
the impact of a production incident.

« Latency. The round-trip latency should be at the millisecond level, with a particular
focus on the 99th percentile latency. The round trip latency is measured from the
moment a market order enters the exchange to the point where the market order

returns as a filled execution. A persistently high 99th percentile latency causes a
terrible user experience for a small number of users.

« Security. The exchange should have an account management system. For legal and
compliance, the exchange performs a KYC (Know Your Client) check to verify a user’s
identity before a new account is opened. For public resources, such as web pages
containing market data, we should prevent distributed denial-of-service (DDoS) [6]
attacks.

Back-of-the-envelope estimation

Let's do some simple back-of-the-envelope calculations to understand the scale of the
system:

+ 100 symbols
» 1 billion orders per day

+ NYSE Stock exchange is open Monday through Friday from 9:30 am to 4:00 pm East-
ern Time. That’s 6.5 hours in total.
1 billion
. e = ~43,000
QFS 6.5 x 3,600
* Peak QPS: 5 x QPS = 215,000. The trading volume is significantly higher when the
market first opens in the morning and before it closes in the afternoon.
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Step 2 - Propose High-Level Design and Get Buy-In

Before we dive into the high-level design, let’s briefly discuss some basic concepts and

terminology that are helpful for designing an exchange.
Business Knowledge 101
Broker

Most retail clients trade with an exchange via a broker. Some brokers whom you might
be familiar with include Charles Schwab, Robinhood, E*Trade, Fidelity, etc. These bro-
kers provide a friendly user interface for retail users to place trades and view market
data.

Institutional client

Institutional clients trade in large volumes using specialized trading software. Different
nstitutional clients operate with different requirements. For example, pension funds aim
for a stable income. They trade infrequently, but when they do trade, the volume is large.
They need features like order splitting to minimize the market impact [7] of their sizable
orders. Some hedge funds specialize in market making and earn income via commission
rebates. They need low latency trading abilities, so obviously they cannot simply view
market data on a web page or a mobile app, as retail clients do.

Limit order

A limit order is a buy or sell order with a fixed price. It might not find a match immedi-
ately, or it might just be partially matched.

Market order

A market order doesn’t specify a price. It is executed at the prevailing market price
immediately. A market order sacrifices cost in order to guarantee execution. It is useful
in certain fast-moving market conditions.

Market data levels

The US stock market has three tiers of price quotes: L1 (level 1), L2, and L3. L1 market
data contains the best bid price, ask price, and quantities (Figure 13.2). Bid price refers
to the highest price a buyer is willing to pay for a stock. Ask price refers to the lowest
price a seller is willing to sell the stock.

APPLE stock

Price  Quantity

bestask  100.10
bestbid  100.08

Figure 13.2: Level 1 data

L2 includes more price levels than L1 (Figure 13.3).
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Figure 133 Level 2 data

_* shows price levels and the quened quantity at each price level (Figure 14.4),

APPLE stock
Price  Quantity E
ldepthofask 100.13 [ 100] 200 je——price levals |

Sell book | 109,12 | 600 | 989 i
: 18011 900 | 700 | 480 i
| bestask 100.10 | 200[ 400 m00| 00| |
| bestbid 108.88 500 | 660 | 900 | i

Buy book ! 100.07 100 | 700 E
5 100.06 | 1100 400 300 200] !
| depthof bid 100.85 | Se0| 108

Figure 13.4: Level 3 data

Candlestick chart

= czndlestick chart represents the stock price for a certain period of time. A typical
—=dlestick looks like this (Figure 13.5). A candlestick shows the market’s open, close,
=== and low price for a time interval. The common time intervals are one-minute, five-
=—ute. one-hour, one-day, one-week, and one-month.
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FIX

FIX protocol [8], which stands for Financial Information exchange protocol, was created
in 1991. It is a vendor-neutral communications protocol for exchanging securities trans-
action information. See below for an example of a securities transaction encoded in FIX

(8].

8=FIX.4.2 | 9=176 | 35=8 | 49=PHLX | 56=PERS |
52-20871123-685:30:00.860 | 11=ATOMNOCCC9998968 | 28=3 | 158=F | 39=E
| 65=MSFT | 167=CS | 54=1 | 38=15 | 48=2 | 44=15 | 58=PHLX EQUITY
TESTING | 59=8 | 47=C | 32=8 | 31=8 | 151=15 | 14=8 | 6=0 | 18=128 |

High-level design

Now that we have some basic understanding of the key concepts, let’s take a look at the
high-level design, as shown in Figure 13.6.

@ Market Data
Publisher
i
I
]
Aggregated !
Risk Check @

]
I
I

o : 3 Order Manager __@__
= e .

Robinhood, i
Goldman '
Sachs, etc @
o Reporter
—@+ Critical Path '
~ @iy + Market Data Flow 3 =
~{)-+ Reporting Flow ' o8
orders, execulions Stock Exchange

Figure 13.6: High-level design
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Let's trace the life of an order through various components in the diagram to see how
the pieces fit together.

first, we follow the order through the trading flow. This is the critical path with strict
latency requirements. Everything has to happen fast in the flow:

Step 1: A client places an order via the broker's web or mobile app.

Step 2: The broker sends the order to the exchange.

Step 3: The order enters the exchange through the client gateway. The client gateway
performs basic gatekeeping functions such as input validation, rate limiting, authentica-
tion, normalization, etc. The client gateway then forwards the order to the order man-
ager.

Step 4 ~ 5: The order manager performs risk checks based on rules set by the risk man-
ager.

Step 6: After passing risk checks, the order manager verifies there are sufficient funds in
the wallet for the order.

Step 7 ~ 9: The order is sent to the matching engine. When a match is found, the match-
ing engine emits two executions (also called fills), with one each for the buy and sell
sides. To guarantee that matching results are deterministic when replayed, both orders
and executions are sequenced in the sequencer (more on the sequencer later).

Step 10 ~ 14: The executions are returned to the client.

Next, we follow the market data flow and trace the order executions from the matching
engine to the broker via the data service.

Step M1: The matching engine generates a stream of executions (fills) as matches are
made. The stream is sent to the market data publisher.

Step M2: The market data publisher constructs the candlestick charts and the order books
as market data from the stream of executions and orders. It then sends market data to
the data service.

Step M3: The market data is saved to specialized storage for real-time analytics. Brokers
connect to the data service to obtain timely market data. Brokers relay market data to
their clients.

Lastly, we examine the reporting flow.

Step R1~R2 (reporting flow): The reporter collects all the necessary reporting fields (e.g.
client_id, price, quantity, order_type, filled_quantity, remaining_quantity) from or-
ders and executions, and writes the consolidated records to the database.

Note that the trading flow (steps 1 to 14) is on the critical path, while the market data
flow and reporting flow are not. They have different latency requirements.

Now let's examine each of the three flows in more detail.
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Trading flow

The trading flow is on the critical path of the exchange. Everything must happen fast.
The heart of the trading flow is the matching engine. Let's go over that first.

Matching engine

The matching engine is also called the cross engine. Here are the primary responsibilities
of the matching engine:

1. Maintain the order book for each symbol. An order book is a list of buy and sell
orders for a symbol. We explain the construction of an order book in the Data models
section later.

2. Match buy and sell orders. A match results in two executions (one from the buy side
and the other from the sell side). The matching function must be fast and accurate.

3. Distribute the execution stream as market data.

A highly available matching engine implementation must be able to produce matches
in a deterministic order. That is, given a known sequence of orders as an input, the
matching engine must produce the same sequence of executions (fills) as an output when
the sequence is replayed. This determinism is a foundation of high availability which we
will discuss at length in the deep dive section.

Sequencer

The sequencer is the key component that makes the matching engine deterministic. It
stamps every incoming order with a sequence ID before it is processed by the match-
ing engine. It also stamps every pair of executions (fills) completed by the matching
engine with sequence IDs. In other words, the sequencer has an inbound and an out-
bound instance, with each maintaining its own sequences. The sequence generated by
each sequencer must be sequential numbers, so that any missing numbers can be easily
detected. See Figure 13.7 for details.

Inbound Sequencer

”'___,r
'\\-‘

Order Manager Match Engine

[Sheae
i

Outbound Sequencer

Figure 13.7: Inbound and outbound sequencers

The incoming orders and outgoing executions are stamped with sequence IDs for these
reasons:

1. Timeliness and fairness
2. Fast recovery / replay

3. Exactly-once guarantee
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e o

e sequencer does not only generate sequence IDs. It also functions as a message queue

here is one to send messages (incoming orders) to the matching engine, and another one
» wend messages (executions) back to the order manager. It is also an event store for the
seders and executions. It is similar to having two Kafka event streams connected to the
satching engine. one for incoming orders and the other for outgoing executions. In fact,
we could have used Kafka if its latency was lower and more predictable. We discuss how
#e sequencer is implemented in a low-latency exchange environment in the deep dive

N

Order manager

The order manager receives orders on one end and receives executions on the other. It

L

manages the orders’ states. Let’s look at it closely.

The order manager receives inbound orders from the client gateway and performs the
fallowing:

. It sends the order for risk checks. Our requirements for risk checking are simple. For
example, we verify that a user’s trade volume is below $1M a day.

. It checks the order against the user’s wallet and verifies that there are sufficient funds
to cover the trade. The wallet was discussed at length in the “Digital Wallet” chapter
on page 341. Refer to that chapter for an implementation that would work in the
exchange.

. It sends the order to the sequencer where the order is stamped with a sequence ID,
The sequenced order is then processed by the matching engine. There are many
atiributes in a new order, but there is no need to send all the attributes to the matching
engine. To reduce the size of the message in data transmission, the order manager
only sends the necessary attributes.

On the other end, the order manager receives executions from the matching engine via
the sequencer. The order manager returns the executions for the filled orders to the
brokers via the client gateway.

The order manager should be fast, efficient, and accurate. It maintains the current states
for the orders. In fact, the challenge of managing the various state transitions is the
major source of complexity for the order manager. There can be tens of thousands of
cases involved in a real exchange system. Event sourcing [9] is perfect for the design of
an order manager. We discuss an event sourcing design in the deep dive section.

Client gateway

The client gateway is the gatekeeper for the exchange. It receives orders placed by clients
and routes them to the order manager. The gateway provides the following functions as
shown in Figure 13.8.
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Figure 13.8: Client gateway components

The client gateway is on the critical path and is latency-sensitive. It should stay
lightweight. Tt passes orders to the correct destinations as quickly as possible. The
functions above, while critical, must be completed as quickly as possible. It is a design
trade-off to decide what functionality to put in the client gateway, and what to leave out.
As a general guideline, we should leave complicated functions to the matching engine
and risk check.

There are different types of client gateways for retail and institutional clients. The main
considerations are latency, transaction volume, and security requirements. For instance,
institutions like the market makers provide a large portion of liquidity for the exchange.
They require very low latency. Figure 13.9 shows different client gateway connections
to an exchange. An extreme example is the colocation (colo) engine. It is the trading
engine software running on some servers rented by the broker in the exchange’s data
center. The latency is literally the time it takes for light to travel from the colocated
server to the exchange server [10].

Exchange
Exchange | App/Web
Website/App HTTP Gateway S
Sharded
Services
Broker/Dealer ;ﬂﬁgﬁﬁ%
.
L
Other API .
Uksre Colo Engine
_ |
Figure 13.9: Client gateway
Market data flow

The market data publisher (MDP) receives executions from the matching engine and
builds the order books and candlestick charts from the stream of executions. The or-
der books and candlestick charts, which we discuss in the Data Models section later, are
collectively called market data. The market data is sent to the data service where they
are made available to subscribers. Figure 13.10 shows an implementation of MDP and
how it fits with the other components in the market data flow.
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Figure 13.10: Market Data Publisher

Reporting flow

Ome essential part of the exchange is reporting. The reporter is not on the trading critical
path. but it is a critical part of the system. It provides trading history, tax reporting,
compliance reporting, settlements, etc. Efficiency and latency are critical for the trading
flow, but the reporter is less sensitive to latency. Accuracy and compliance are key factors
for the reporter.

et

It s common practice to piece attributes together from both incoming orders and outgo-
ing executions. An incoming new order contains order details, and outgoing execution
usually only contains order ID, price, quantity, and execution status. The reporter merges
! the attributes from both sources for the reports. Figure 13.11 shows how the components

—

i the reporting flow fit together.
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A sharp reader might notice that the section order of “Step 2 - Propose High-Level Design
and Get Buy-In" looks a little different than other chapters. In this chapter, the API design
and data models sections come after the high-level design. The sections are arranged this
way because these other sections require some concepts that were introduced in the
high-level design.

API Design
Now that we understand the high-level design, let’s take a look at the API design.

Clients interact with the stock exchange via the brokers to place orders, view executions,
view market data, download historical data for analysis, etc. We use the RESTful con-
ventions for the API below to specify the interface between the brokers and the client
gateway. Refer to the “Data models” section on page 393 for the resources mentioned
below.

Note that the RESTful API might not satisfy the latency requirements of institutional
clients like hedge funds. The specialized software built for these institutions likely uses
a different protocol, but no matter what it is, the basic functionality mentioned below
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qeeds to be supported.

Order
ppST /v1/order

This endpoint places an order. It requires authentication.

parameters

symbol: the stock symbol. String

side: buy or sell. String

price: the price of the limit order. Long

orderType: limit or market (note we only support limit orders in our design). String
quantity: the quantity of the order. Long

Response

Body:

id: the ID of the order. Long
creationTime: the system creation time of the order. Long
filledQuantity: the quantity that has been successfully executed. Long
remainingQuantity: the quantity still to be executed. Long
status: new/canceled/filled. String
rest of the attributes are the same as the input parameters

Code:

200: successful
40x: parameter error/access denied/unauthorized
500: server error

Execution

GET /v1/execution?symbol={:symbol}&orderId={:orderId}&startTime={:startTime}&
endTime={:endTime}

This endpoint queries execution info. It requires authentication.

Parameters

symbol: the stock symbol. String

orderId: the ID of the order. Optional. String
startTime: query start time in epoch [11]. Long
endTime: query end time in epoch. Long

Response

Body:
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executions: array with each execution in scope (see attributes below).
id: the 1D of the execution. |
orderId: the TD of the order. |
symbol: the stock symbal. String
side: buy or sell
price: the price of the execution. T.ong
orderType: limit or market. String
quantity: the filled quantity. Long

Code:
200: successful
40x: parameter error/not found/access denied/unauthorized

500: server error

Order book

GET /v1/marketdata/orderBook/L2?symbol={:symbol}&depth={:depth}

This endpoint queries L2 order book information for a symbol with designated
depth.

Parameters

symbol: the stock symbol. String

depth: order book depth per side. Inf
startTime: query start time in epoch. Long
endTime: query end time in epoch. Long

Response
Body:

bids: array with price and size. Array
asks: array with price and size.Array

Code:

200: successful
40x: parameter error/not found/access denied/unauthorized
500: server error

Historical prices (candlestick charts)

GET /v1/marketdata/candles?symbol={:symbol}&resolution={:resolution}&startTime
{:startTime}&endTime={:endTime}

This endpoint queries candlestick chart data (see candlestick chart in data models section)
for a symbol given a time range and resolution.

Parameters
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symbol: the stock symbol. String

resolution: window length of the candlestick chart in seconds. lL.ong
startTime: start time of the window in epoch. Long

endTime: end time of the window in epoch. Long

Response

Body:
candles: array with each candlestick data (attributes listed below). Array
open: open price of each candlestick. Double
close: close price of each candlestick. Double
high: high price of each candlestick. Double
low: low price of each candlestick. Double

Code:
200: successful
40x: parameter error/not found/access denied/unauthorized
500: server error

Data models

There are three main types of data in the stock exchange. Let’s explore them one by
One.

« Product, order, and execution
« Order book
« Candlestick chart

Product, order, execution

A product describes the attributes of a traded symbol, like product type, trading symbol,
Ul display symbol, settlement currency, lot size, tick size, etc. This data doesn’t change
frequently. It is primarily used for Ul display. The data can be stored in any database and
is highly cacheable.

An order represents the inbound instruction for a buy or sell order. An execution repre-
sents the outbound matched result. An execution is also called a fill. Not every order has
an execution. The output of the matching engine contains two executions, representing
the buy and sell sides of a matched order.

See Figure 13.12 for the logical model diagram that shows the relationships between the
three entities. Note it is not a database schema.
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Figure 13.12: Product, order, execution

Orders and executions are the most important data in the exchange. We encounter them
in all three flows mentioned in the high-level design, in slightly different forms.

- In the critical trading path, orders and executions are not stored in a database. To
achieve high performance, this path executes trades in memory and leverages hard
disk or shared memory to persist and share orders and executions. Specifically, or-
ders and executions are stored in the sequencer for fast recovery, and data is archived
after the market closes. We discuss an efficient implementation of the sequencer in
the deep dive section.

« The reporter writes orders and executions to the database for reporting use cases like
reconciliation and tax reporting.
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Executions are forwarded to the market data processor to reconstruct the order book
and candlestick chart data. We discuss these data types next.

Order book

An order book is a list of buy and sell orders for a specific security or ﬁnancial instrument,
organized by price level [12] [13]. It is a key data structure in the matching engine for
fast order matching. An efficient data structure for an order book must satisfly these

requirements:

. Constant lookup time. Operation includes: getting volume at a price level or between
price levels.

. Tast add/cancel/execute operations, preferably O(1) time complexity. Operations
include: placing a new order, canceling an order, and matching an order.

« Fast update. Operation: replacing an order.
Query best bid/ask.

Iterate through price levels.

-

Let's walk through an example order execution against an order book, as illustrated in
Figure 13.13.

APPLE stock

depth of ask 100.13
Sell book ! 100.12
i 100.11

bestask  100.10

bestbid  100.08
100.07

100.06 /| 1100 | 40} 309 200]

 depth of bid 100.05 [ | 5 80 ]

%] 1
. L j’ 2
Buy 2700 shares: 2700 - —- - = ]

Figure 13.13: Limit order book illustrated

Buy book

In the example above, there is a large market buy order for 2,700 shares of Apple. The
buy order matches all the sell orders in the best ask queue and the first sell order in the

100.11 price queue. After fulfilling this large order, the bid/ask spread widens, and the
price increases by one level (best ask is 100.11 now).

The following code snippet shows an implementation of the order book.

Step 2 - Propose High-Level Design and Get Buy-In | 395



elevel §
Price limitPrice;
. \ | totalVolume;
private Liste<Order> orders;

}
clas Bonk<§i -‘.‘-{

privale Side side;

private Map<Price, | elevel> limitMap;
}

private Book<Buy> buyBook;

nrivate Book<Sell> sellBook;

private Pi elevel bestBid;

private Pri bestOffer;

private Map<OrderID, Order> orderMap;
}

Does the code meet all the design requirements stated above? For example, when
adding/canceling a limit order, is the time complexity ((1)? The answer is no since we
are using a plain list here (private List<Order> orders). To have a more efficient order
book, change the data structure of “orders” to a doubly-linked list so that the deletion
type of operation (cancel and match) is also O(1). Let's review how we achieve O(1)
time complexity for these operations:

1. Placing a new order means adding a new Order to the tail of the Pricelevel. This is
O(1) time complexity for a doubly-linked list.

2. Matching an order means deleting an Order from the head of the PriceLevel. This is
O(1) time complexity for a doubly-linked list.

3. Canceling an order means deleting an Order from the OrderBook. We leverage the
helper data structure Map<OrderID, Order> orderMap in the OrderBook to find the
Order to cancel in O(1) time. Once the order is found, if the “orders” list was a
singly-linked list, the code would have to traverse the entire list to locate the previous
pointer in order to delete the order. That would have taken O(n) time. Since the list is
now doubly-linked, the order itself has a pointer to the previous order, which allows
the code to delete the order without traversing the entire order list.

Figure 13.14 explains how these three operations work.
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Figure 13.14: Place, match, and cancel an order in O(1)
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See the reference material for more details [14].

It is worth noting that the order book data structure is also heavily used in the market
data processor to reconstruct the L1, L2, and L3 data from the streams of executions

generated by the matching engine.

Candlestick chart

Candlestick chart is another key data structure (alongside order book) in the market data

processor to produce market data.

We model this with a Candlestick class and a CandlestickChart class. When the inter-
val for the candlestick has elapsed, a new Candlestick class is instantiated for the next
interval and added to the linked list in the CandleStickChart instance.

class Candlestick {

private
private
private
private
private
private

long
long
long
long
long
long

openPrice;
closePrice;
highPrice;
lowPrice;
volume;
timestamp;
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private int interval;

Tracking price history in candlestick charts for many symbols al many time intervals
consumes a lot of memory. How can we optimize it? Here are two ways:

1. Use pre-allocated ring buffers to hold sticks to reduce the number of new object
allocations.
2 Limit the number of sticks in the memory and persist the rest to disk.
We will examine the optimizations in the “Market data publisher” section in deep dive
on page 409.

The market data is usually persisted in an in-memory columnar database (for example,
KDB [15])) for real-time analytics. After the market is closed, data is persisted in a his-
torical database.

Step 3 - Design Deep Dive

Now that we understand how an exchange works at a high level, let’s investigate how a
modern exchange has evolved to become what it is today. What does a modern exchange
look like? The answer might surprise a lot of readers. Some large exchanges run almost

everything on a single gigantic server. While it might sound extreme, we can learn many
good lessons from it.

Let’s dive in.

Performance

As discussed in the non-functional requirements, latency is very important for an
exchange. Not only does the average latency need to be low, but the overall latency

must also be stable. A good measure for the level of stability is the 99th percentile
latency.

Latency can be broken down into its components as shown in the formula below:

Latency = Z executionTimeAlongCriticalPath
There are two ways to reduce latency:

1. Decrease the number of tasks on the critical path.

2. Shorten the time spent on each task:

a. By reducing or eliminating network and disk usage

b. By reducing execution time for each task
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Lot 3 v the first point. As shown in the high-level design, the critical trading path
includes the following:

gateway — order manager — sequencer — matching engine

The critical path only contains the necessary components, even logging is removed from
the critical path to achieve low latency.

Now let’s look at the second point. In the high-level design, the components on the crit-
ical path run on individual servers connected over the network. The round trip network
Jatency is about 500 microseconds. When there are multiple components all communi-
cating over the network on the critical path, the total network latency adds up to single-
digit milliseconds. In addition, the sequencer is an event store that persists events to
disk. Even assuming an efficient design that leverages the performance advantage of se-
quential writes, the latency of disk access still measures in tens of milliseconds. To learn
more about network and disk access latency, see “Latency Numbers Every Programmer

Should Know™ [16].

Accounting for both network and disk access latency, the total end-to-end latency adds
up to tens of milliseconds. While this number was respectable in the early days of the
exchange, it is no longer sufficient as exchanges compete for ultra-low latency.

To stay ahead of the competition, exchanges over time evolve their design to reduce the
end-to-end latency on the critical path to tens of microseconds, primarily by exploring
options to reduce or eliminate network and disk access latency. A time-tested design
eliminates the network hops by putting everything on the same server. When all com-
ponents are on the same server, they can communicate via mmap [17] as an event store
(more on this later).

Figure 13.15 shows a low-latency design with all the components on a single
server:

E One Single Server '
:' Order Manager M Mot Datn L
. ge atching Engine Pubilsher '
Application Loop Application Loop Application Loop :
] I
E [ [y 'y i
i ¥ ¥ *:
:' mmap :
i ] Iy Iy i
:' A4 ¥ ¥ :
! Aggregated Position :
i Reporter L '
: P ogging Risk Check Keeper :‘

Figure 13.15: A low latency single server exchange design
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"There are a few interesting design decisions that are worth a closer look at.

Let's first focus on the application loops in the diagram above. An application loop is
an interesting concept. It keeps polling for tasks to execute in a while loop and is the
primary task execution mechanism. To meet the strict latency budget, only the most
mission-critical tasks should be processed by the application loop. Its goal is to reduce
the execution time for each component and to guarantee a highly predictable execution
time (i.e.. a low 99th percentile latency). Each box in the diagram represents a component.
A component is a process on the server. To maximize CPU efficiency, each application
loop (think of it as the main processing loop) is single-threaded, and the thread is pinned
to a fixed CPU core. Using the order manager as an example, it looks like the following
diagram (Figure 13.16).

orders
' Order Manager
Input Thread/Netloop
dispatch
5 i 1 Order State
1 Application \—update
i Loop i
i Thread L
: \ pintoCPU1 [0]7
bosswausiacsy] l B T 1l
dispatch 3|5
3[4
Qutpul Thread/Netloop
[
T
orders

Figure 13.16: Application loop thread in Order Manager

In this diagram, the application loop for the order manager is pinned to CPU 1. The
benefits of pinning the application loop to the CPU are substantial:

1. No context switch [18]. CPU 1 is fully allocated to the order manager’s application
loop.
2. No locks and therefore no lock contention, since there is only one thread that updates
stales.
Both of these contribute to a low 99th percentile latency.

The tradeoff of CPU pinning is that it makes coding more complicated. Engineers need
to carefully analyze the time each task takes to keep it from occupying the application
loop thread for too long, as it can potentially block subsequent tasks.

Next, let’s focus our attention on the long rectangle labeled “mmap” at the center of
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Figure 13.15. “mmap” refers to a POSIX-compliant UNIX system call named mmap(2) that
maps a file into the memory of a process.

anap(2) provides a mechanism for high-performance sharing of memory between pro-
cesses. The performance advantage is compounded when the backing file is in /dev/shm.
/dev/shm is a memory-backed file system. When mmap(2) is done over a file in /dev/shm,
the access to the shared memory does not result in any disk access at all.

Modern exchanges take advantage of this to eliminate as much disk access from the
critical path as possible. mmap(2) is used in the server to implement a message bus over
which the components on the critical path communicate. The communication pathway
has no network or disk access, and sending a message on this mmap message bus takes
sub-microsecond. By leveraging mmap to build an event store, coupled with the event

sourcing design paradigm which we will discuss next, modern exchanges can build low-
latency microservices inside a server.

Event sourcing

We discussed event sourcing in the “Digital Wallet” chapter on page 341. Please refer to
that chapter for an in-depth review of event sourcing.

The concept of event sourcing is not hard to understand. In a traditional application,
states are persisted in a database. When something goes wrong, it is hard to trace the

source of the issue. The database only keeps the current states, and there are no records
of the events that have led to the current states.

In event sourcing, instead of storing the current states, it keeps an immutable log of all

state-changing events. These events are the golden source of truth. See Figure 13.17 for
a comparison.

OrderFilledEvent

Order VA1 Order V2
New Filled
Order Event
Version | OrderStatus Event Sequence Event Type
V1 New 100 NewOrderEvent
v2 Filled 101 OrderFilledEvent
MNon Event Sourcing Event Sourcing

Figure 13.17: Non-event sourcing vs event sourcing

On the left is a classic database schema. It keeps track of the order status for an order, but
it does not contain any information about how an order arrives at the current state. On
the right is the event sourcing counterpart. It tracks all the events that change the order
stales, and it can recover order states by replaying all the events in sequence.

Figure 13.18 shows an event sourcing design using the mmap event store as a message
bus. This looks very much like the Pub-Sub model in Kafka. In fact, if there is no strict
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latency requirement, Kafka could be used.

External | Trading Matching Engine
Domain | Domain
(F1%) : (SBE) Order Manager

: Order State Matching
i Core
H Send to
) Validate,
: update state matching
i App loop
! Gateway Pull Tema

— FIX "‘_"‘: Event Store Event Store
: Client Client Market Data
! P N Publisher
b 7
; N NewOrderEvent ] $
MTFEWM \ OrderFilledEvent Events
! 3 I
Event Store (mmap)
i Sequence
E Event type
i SBE
: encoded S
i payload
i | Event store entry
- Trading Domain (SBE)

k4 Reporting Domain
Reporier (Your choice)
Order
Manager

Figure 13.18: An event sourcing design

In the diagram, the external domain communicates with the trading domain using FIX
that we introduced in the Business Knowledge 101 section on page 382.

« The gateway transforms FIX to “FIX over Simple Binary Encoding” (SBE) for fast
and compact encoding and sends each order as a NewOrderEvent via the Event Store
Client in a pre-defined format (see event store entry in the diagram).

« The order manager (embedded in the matching engine) receives the NewOrderEvent
from the event store, validates it, and adds it to its internal order states. The order is
then sent to the matching core.

« If the order gets matched, an OrderFilledEvent is generated and sent to the event
store.
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« Mher components such as the market datn PO R A e v bes LT KT
the event store and process those events aceording

This design follows the hagh level desgan elosely, bt there ave somie ssdpinents ik
it work more efficiently in the event sonreiigg paradipm

The first difference is the order manager The onder manager hecoines o vevinble Ty
that is embedded in different components 11 makes sense for this design Became v
states of the orders are important for multiple components, Having n centenired widi
manager for other components to update or query the order states wonld et lnteney,
especially if those components are not on the critical trading path, ax 8 the vase fin he
reporter in the diagram. Although each component maintains the ovder statex by Haell,
with event sourcing the states are guaranteed to be identical and replayable,

Another key difference is that the sequencer is nowhere to be seen, What happened to
it?
With the event sourcing design. we have one single event store for all messages, Note

that the event store entry contains a sequence field. This field is injected by the se-
qt](‘ﬂ(‘er.

There is only one sequencer for each event store. It is a bad practice to have multiple
sequencers, as they will fight for the right to write to the event store. Ina busy system like
an exchange. a lot of time would be wasted on lock contention. Therefore, the sequencer
is a single writer which sequences the events before sending them to the event store,
Unlike the sequencer in the high-level design which also functions as a message store,
the sequencer here onlyv does one simple thing and is super fast. Figure 13.19 shows a
design for the sequencer in a memory-map (mmap) environment.

The sequencer pulls events from the ring buffer that is local to each component. For each
event, it stamps a sequence ID on the event and sends it to the event store. We can have
backup sequencers for high availability in case the primary sequencer goes down.
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Figure 13.19: Sample design of Sequencer

High availability

For high availability. our design aims for 4 nines (99.99%). This means the exchange can
only have 8.64 seconds of downtime per day. It requires almost immediate recovery if a
service goes down.

To achieve high availability, consider the following:

« First, identify single-point-of-failures in the exchange architecture. For example, the
failure of the matching engine could be a disaster for the exchange. Therefore, we
set up redundant instances alongside the primary instance.

« Second, detection of failure and the decision to failover to the backup instance should
be fast.

For stateless services such as the client gateway, they could easily be horizontally scaled
by adding more servers. For stateful components, such as the order manager and match-

ing engine, we need to be able to copy state data across replicas.

Figure 13.20 shows an example of how to copy data. The hot matching engine works as
the primary instance, and the warm engine receives and processes the exact same events
but does not send any event out onto the event store. When the primary goes down, the
warm instance can immediately take over as the primary and send out events. When the
warm secondary instance goes down, upon restart, it can always recover all the states
from the event store. Event sourcing is a great fit for the exchange architecture. The
inherent determinism makes state recovery easy and accurate.
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Figure 13.20: Hot-warm matching engine

We need to design a mechanism to detect potential problems in the primary. Besides
normal monitoring of hardware and processes, we can also send heartbeats from the

matching engine. If a heartbeat is not received in time, the matching engine might be
experiencing problems.

The problem with this hot-warm design is that it only works within the boundary of a
single server. To achieve high availability, we have to extend this concept across multiple
machines or even across data centers. In this setting, an entire server is either hot or
warm, and the entire event store is replicated from the hot server to all warm replicas.
Replicating the entire event store across machines takes time. We could use reliable UDP

[19] to efficiently broadcast the event messages to all warm servers. Refer to the design
of Aeron [20] for an example.

In the next section, we discuss an improvement to the hot-warm design to achieve high
availability.

Fault tolerance

The hot-warm design above is relatively simple. It works reasonably well, but what hap-

pens if the warm instances go down as well? This is a low probability but catastrophic
event, so we should prepare for it.

This is a problem large tech companies face. They tackle it by replicating core data to data
centers in multiple cities. It mitigates the risk of a natural disaster such as an earthquake

or a large-scale power outage. To make the system fault-tolerant, we have to answer
many questions:

1. If the primary instance goes down, how and when do we decide to failover to the
backup instance?

2. How do we choose the leader among backup instances?
3. What is the recovery time needed (RTO - Recovery Time Objective)?

4. What functionalities need to be recovered (RPO - Recovery Point Objective)? Can
our system operate under degraded conditions?

Let’s answer these questions one by one.

First, we have to understand what “down” really means. This is not as straightforward
as it seems. Consider these situations.
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1. The system might send out false alarms, which cause unnecessary failovers.
2. Bugs in the code might cause the primary instance to go down. The same bug could
bring down the backup instance after the failover. When all backup instances are
knocked oul by the bug, the system is no longer available.

These are tough problems to solve. Here are some suggestions. When we first release a
new system, we might need to perform failovers manually. Only when we gather enough
signals and operational experience and gain more confidence in the system do we auto-
mate the fatlure detection process. Chaos engineering [21] is a good practice to surface
edge cases and gain operational experience faster,

Once the decision to failover is correctly made, how do we decide which server takes
over? Fortunately, this is a well-understood problem. There are many battle-tested
leader-election algorithms. We use Raft [22] as an example.

Figure 13.21 shows a Raft cluster with 5 servers with their own event stores. The current
leader sends data to all the other instances (followers). The minimum number of votes
required to perform an operation in Raft is % + 1, where n is the number of members in
the cluster. In this example, the minimum is % +1=3.

The following diagram (Figure 13.21) shows the followers receiving new events from the
leader over RPC. The events are saved to the follower’s own mmap event store.

Matching Engine Matching Engine
(Hot) (Warm)
NewOrderEvent I
NewOrderEvent
OrderFilledEvent

J

Event Store (mmap)

Event Store (mmap)

AppendEntries RPCs

\‘ Event Store (mmap)

Event Store (mmap)

Event Store (mmap)

Figure 13.21: Event replication in Raft cluster

Let’s briefly examine the leader election process. The leader sends heartbeat messages
(kppendEnties with no content as shown in Figure 13.21) to its followers. If a follower
has not received heartbeat messages for a period of time, it triggers an election timeout
that initiates a new election. The first follower that reaches election timeout becomes a
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idate. and it asks the rest of the followers to vote (RequestVote). If the first follower

and ) 3

) cives a majority of votes, it becomes the new leader. If the first follower has a lower
receIves A . : )

ierm value than the new node, it cannot be the leader. If multiple followers become
(4

_ndidates at the same time, it is called a “split vote”. In this case, the election times out,
:ml 1 new election is initiated. See Figure 13.22 for the explanation of “term”. Time is
lhridvd into arbitrary intervals in Raft to represent normal operation and election.

Term1 Termm 2 Term 3 Term4 Term5

NI

Elections Normal Operation  Split Vote

Figure 13.22: Raft terms (Source: [23])

Next. let's take a look at recovery time. Recovery Time Objective (RTO) refers to the
amount of time an application can be down without causing significant damage to the
husiness. For a stock exchange, we need to achieve a second-level RTO, which definitely
requires automatic failover of services. To do this, we categorize services based on pri-
ority and define a degradation strategy to maintain a minimum service level.

Finally. we need to figure out the tolerance for data loss. Recovery Point Objective (RPO)
refers to the amount of data that can be lost before significant harm is done to the busi-
ness. i.e. the loss tolerance. In practice, this means backing up data frequently. For a
stock exchange, data loss is not acceptable, so RPO is near zero. With Raft, we have many
copies of the data. it guarantees that state consensus is achieved among cluster nodes. If
the current leader crashes, the new leader should be able to function immediately.

Matching algorithms

Let's take a slight detour and dive into the matching algorithms. The pseudo-code below
explains how matching works at a high level.

Context handleOrder(OrderBook orderBook, OrderEvent orderEvent) {
:f (orderEvent.getSequenceId() != nextSequence) {
return Error(OUT_OF_ORDER, nextSequence);
}

:f (!validateOrder(symbol, price, quantity)) {
return ERROR(INVALID_ORDER, orderEvent);
¥

Order order = createOrderfFromEvent(orderEvent);
switch (msgType):
case NEW:
return handleNew(orderBook, order);

case CANCEL:
return handleCancel (orderBook, order);

default:
return ERROR(INVALID_MSG_TYPE, msgType);
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}

Context Wew(OrderBook orderBook, Order order) {
(BUY.equals(order.side)) {
match(orderBook.sellBook, order);

} else {
match(orderBook.buyBook, order);
}
}
Context ha neel (OrderBook orderBook, Order order) {
(JorderBook.orderMap.cnntains(order.orderld)} {
ERRUF?(E."'.NNDT_EﬂNCEL_hLREﬁﬂY_HATCHED, order);
}

removeOrder (order);

setOrderStatus (order, CANCELED);

return SUCCESS(CANCEL_SUCEESS, order);
}

Context match(OrderBook book, Order order) {

Quantity leavesQuantity = order.quantity - order.matchedQuantity;
Iterator<Order> limitIter = book.limitMap.get(order.price).orders:
while (limitIter.hasNext() && leavesQuantity > 0) {

Quantity matched = min(limitIter.next.quantity, order.quantity);
order.matchedQuantity += matched;

leavesQuantity = order.quantity - order.matchedQuantity;
remove (limitIter.next);
generateMatchedFill();

}
return SUCCESS(MATCH_SUCCESS, order);
}
The pseudocode uses the FIFO (First In First Out) matching algorithm. The order that

comes in first at a certain price level gets matched first, and the last one gets matched
last.

There are many matching algorithms. These algorithms are commonly used in futures
trading. For example, a FIFO with LMM (Lead Market Maker) algorithm allocates a cer-
tain quantity to the LMM based on a predefined ratio ahead of the FIFO queue, which the
LMM firm negotiates with the exchange for the privilege. See more matching algorithms

on the CME website [24]. The matching algorithms are used in many other scenarios. A
typical one is a dark pool [25].

Determinism

There is both functional determinism and latency determinism. We have covered func-
tional determinism in previous sections. The design choices we make, such as sequencer

and event sourcing, guarantee that if the events are replayed in the same order, the results
will be the same.

With functional determinism, the actual time when the event happens does not matter
most of the time. What matters is the order of the events. In Figure 13.23, event times-
tamps from discrete uneven dots in the time dimension are converted to continuous dots,
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and the time spent on replay/recovery can be greatly reduced.

event 1 event 2 event 3 event 4 event 5 event 6

O—-O0—0—0—0

s P EREH Tire

Figure 13.23: Time in event sourcing

Latency determinism means having almost the same latency through the system for each
irade. This is key to the business. There is a mathematical way to measure this: the 99th
percentile latency, or even more strictly, the 99.99th percentile latency. We can leverage
HdrHistogram [26] to calculate latency. If the 99th percentile latency is low, the exchange
offers stable performance across almost all the trades.

It is important to investigate large latency fluctuations. For example, in Java, safe points
are often the cause. The HotSpot JVM [27] Stop-the-World garbage collection is a well-
known example.

This concludes our deep dive on the critical trading path. In the remainder of this chap-
ter. we take a closer look at some of the more interesting aspects of other parts of the
exchange.

Market data publisher optimizations

As we can see from the matching algorithm, the L3 order book data gives us a better view
of the market. We can get free one-day candlestick data from Google Finance, but it is
expensive to get the more detailed L2/L3 order book data. Many hedge funds record the
data themselves via the exchange real-time API to build their own candlestick charts and
other charts for technical analysis.

The market data publisher (MDP) receives matched results from the matching engine and
rebuilds the order book and candlestick charts based on that. It then publishes the data
to the subscribers.

The order book rebuild is similar to the pseudocode mentioned in the matching algo-
rithms section above. MDP is a service with many levels. For example, a retail client can
only view 5 levels of L2 data by default and needs to pay extra to get 10 levels. MDP’s
memory cannot expand forever, so we need to have an upper limit on the candlesticks.
Refer to the data models section for a review of the candlestick charts. The design of the
MDP is in Figure 13.24.
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Figure 13.24: Market Data Publisher

This design utilizes ring buffers. A ring buffer, also called a circular buffer, is a fixed-
size queue with the head connected to the tail. A producer continuously produces data
and one or more consumers pull data off it. The space in a ring buffer is pre-allocated.
There is no object creation or deallocation necessary. The data structure is also lock-free.
There are other techniques to make the data structure even more efficient. For example,
padding ensures that the ring buffer’s sequence number is never in a cache line with
anything else. Refer to [28] for more detail.

Distribution fairness of market data

In stock trading, having lower latency than others is like having an oracle that can see
the future. For a regulated exchange, it is important to guarantee that all the receivers
of market data get that data at the same time. Why is this important? For example, the
MDP holds a list of data subscribers, and the order of the subscribers is decided by the
order in which they connect to the publisher, with the first one always receiving data
first. Guess what happens, then? Smart clients will fight to be the first on the list when
the market opens.

There are some ways to mitigate this. Multicast using reliable UDP is a good solution to
broadcast updates to many participants at once. The MDP could also assign a random
order when the subscriber connects to it. We look at multicast in more detail.

Multicast

Data can be transported over the internet by three different types of protocols. Let’s take
a quick look.

1. Unicast: from one source to one destination.
2. Broadcast: from one source to an entire subnetwork.

3. Multicast: from one source to a set of hosts that can be on different subnetworks.
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Multicast is a commonly-used protocol in exchange design. By configuring several re-
ceivers in the same mullicasl group, 1}1(‘}- will in theory receive data al the same time,
However. UDP is an unreliable protocol and the datag'rmn might not reach all the re-
ceivers. There are solutions to handle retransmission [29].

Colocation

While we are on the subject of fairness, it is a fact that a lot of exchanges offer coloca-
tion services, which put hedge funds or brokers' servers in the same data center as the
exchange. The latency in placing an order to the matching engine is essentially propor-
tional to the length of the cable. Colocation does not break the notion of fairness. It can
he considered as a paid-for VIP service.

Network security

An exchange usually provides some public interfaces and a DDoS attack is a real chal-
lenge. Here are a few techniques to combat DDoS:

1. Isolate public services and data from private services, so DDoS attacks don’t impact
the most important clients. In case the same data is served, we can have multiple
read-only copies to isolate problems.

| ]

Use a caching layer to store data that is infrequently updated. With good caching,
most queries won t hit databases.

3. Harden URLs against DDoS attacks. For example, with an URL like https://my.
website.com/data?from=1238t0=456, an attacker can easily generate many differ-
ent requests by changing the query string. Instead, URLs like this work better:
https://my.website.com/data/recent. It can also be cached at the CDN layer.

4. An effective safelist/blocklist mechanism is needed. Many network gateway prod-
ucts provide this type of functionality.

5. Rate limiting is frequently used to defend against DDoS attacks.

Step 4 - Wrap Up

After reading this chapter, you may come to the conclusion that an ideal deployment
model for a big exchange is to put everything on a single gigantic server or even one
single process. Indeed, this is exactly how some exchanges are designed!

With the recent development of the cryptocurrency industry, many crypto exchanges use
cloud infrastructure to deploy their services [30]. Some decentralized finance projects are

based on the notion of AMM (Automatic Market Making) and don’t even need an order
book.

The convenience provided by the cloud ecosystem changes some of the designs and low-
ers the threshold for entering the industry. This will surely inject innovative energy into
the financial world.

Congratulations on getting this far! Now give yourself a pat on the back. Good job!
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Afterword

Congratulations! You have completed this interview guide. You have accumulated skills
and knowledge with which to design complex systems. Not everyone has the discipline
to do what you have done, to learn what you have learned. Take a moment to pat yourself
on the back. Your hard work will pay off.

Landing your dream job is a long journey and requires lots of time and effort. Practice
makes perfect. Best of luck!

Thank you for buying and reading this book. Without readers like you, our work would
not exist. We hope you have enjoyed the book!

If yvou have comments or questions about this book, feel free to send us an email at

hi@bytebytego.com. If you notice any errors, please let us know so we can make correc-
tions for the next edition. Thank you!

Join the community

We created a members-only Discord group. It is designed for community discussions on
the following topics:

+ System design fundamentals.

« Showcasing design diagrams and getting feedback.
« Finding mock interview buddies.

« General chat with community members.

Come join us and introduce yourself to the community, today! Use the link below or
scan the QR code.

http://bit.ly/systemdiscord
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